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Differential Privacy Linear Regression Algorithm Based on Principal Component Analysis and
Functional Mechanism

LI Kejia' , HU Xuexian' ,CHEN Yue' , YANG Hongjian' XU Yang' and LIU Yang'**
1 The PLA Strategic Support Force Information Engineering University,Zhengzhou 450001, China

2 School of Cyber Science and Engineering,Zhengzhou University,Zhengzhou 450001, China

Abstract With the continuous development of artificial intelligence applications and the subsequent promulgation of privacy pro-
tection laws and regulations,the privacy protection issue in machine learning has become a research hotspot in the field of infor-
mation security. To overcome the issues of high global sensitivity and poor model usability of the existing differential privacy line-
ar regression algorithms, we present a differential privacy linear regression algorithm based on principal component analysis and
functional mechanism(PCAFM-DPLR). In the PCAFM-DPLR algorithm, the traditional Laplace mechanism is replaced by the
Gaussian mechanism,and the noise is added in the two major stages of the algorithm respectively. First,in order to take into ac-
count the privacy of the data while reducing the dimensionality,Gaussian noise is injected into the covariance matrix of the origi-
nal data set,and a low-dimensional data set with differential privacy protection effect is obtained based on principal component
analysis. Second,to prevent the possible privacy leakage during the model training,Gaussian noise is then added to the expansion
polynomial coefficients of the objective function,and the minimization of the perturbed objective function is used as the objective
to find the optimal model parameters. Theoretical analysis and experimental results show that the linear regression model trained
by the PCAFM-DPLR algorithm can effectively guarantee privacy while having good utility.

Keywords Differential privacy,Principal component analysis, Functional mechanism, Linear regression,Gaussian noise
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Illustration of PCAFM-DPLR algorithm framework
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Table 3 Eigenvalues and cumulative contribution of PCA of datasets
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Fig. 3 MSE comparison of US and Brazil datasets with

different privacy budgets
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Table 4 MSE comparison of three algorithms on Boom Bikes dataset

with different privacy budgets

MSE
¢ FM PCAFM-DPLR  NoPrivacy
0.05 935.0438 0.2024 0.0339
0.10 881.2532 0.1964 0.0339
0.15 555.9116 0.1932 0.0339
0. 20 468.7536 0.1897 0.0339
0.25 364.3762 0.1861 0.0339
0. 30 273.5945 0.1814 0.0339
0.50 140.8523 0.1651 0.0339
0.70 80.4989 0.1509 0.0339
0. 90 52.4557 0.1474 0.0339
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Fig.4 Comparison of Ilg(MSE) of three algorithms on Boom Bikes

dataset with different privacy budgets
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