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Opaque Predicate Construction Algorithm Without Size Constraints

WANG Yufang"?,LE Deguang®®,Jack TAN®,XIAO Le* and GONG Shengrong®
1 School of Computer Science and Technology,Soochow University,Suzhou, Jiangsu 215006 , China
2 School of Computer Science and Engineering, Changshu Institute of Technology,Suzhou,Jiangsu 215500, China

3 Department of Computer Science, University of Wisconsin-Eau Claire, Eau Claire, Wisconsin 54701, USA

Abstract Combined with opaque predicate, control flow obfuscation enables semantics-preserving transformations, which can
achieve the purpose of code protection. However, existing opaque predicate is easily attacked by symbolic execution and has the
problem of small symbolic variable. To solve the above problems,combined with symbolic variable and array, this paper designs
the conditional expression of inequality by single array nesting and modulo add operation of symbolic variable,based on which an
algorithm for constructing opaque predicate without size constraints is proposed. The opaque predicate obfuscation based on the
proposed algorithm can incur not only false negative but also false positive issues to attackers, which effectively defends against
symbolic execution attacks. Besides, the potency, resilience and cost of the program obfuscated by opaque predicate without size
constraints are experimentally tested and analyzed by measuring procedures such as opaque predicate detection, bogus control
flow removal and so on. Experimental results show that the opaque predicate obfuscation based on the proposed algorithm not on-
ly demonstrates excellent potency and efficient cost,but also has high resilience to anti-deobfuscation in new test environment.

Keywords Opaque predicate, Symbolic memory, Array nesting,Code obfuscation,Symbolic execution
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void Foo() {
print{(“Foo\n”) ;

}

void Bogus(O) {
print{(“Bogus\n”) ;

}

int func(int symovar) {

void Foo() int j=symuvars;
printf(“Foo\n”) ; int [1_ary[1=1{1,2,3.4,5,6.7};
} int (2_ary[]=1{j,1,2.3,4.5,6.7};
int i=12_ary[l1_ary[j %717
{ ifti== j)

int func(int symovar)

int j=symuvar; BogusO ;
f(j==7 if(i==1&&j==17
Foo() Foo();
} y
() IRV AT (b)IRIE &

P 3T SCHRCT5 T i 7 1

Fig. 1 Example of obfuscated program based on reference [15]
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int Bogus(int m.int n) {
printf(“Bogus\n”) ;
return (m-+1) * n;
y
void Foo() {
printf(“Foo\n”) ;
}
int zest(int j) {
int sym_var=j;
sym_var=2 % (sym_var+1);
int nest_var,al 10];
al0]=0;a[1]=1;3a[2]=2;a[3]=3;
al4]=4;a[5]=5;a[6]=6;a[7]=7;
al8]=83a[9]=9;
nest_var=al al sym_var¥9+117;
if (nest_var! =sym_var%9-+1){

int res;

void Foo() { res= Bogus(nest_var,
printf(“Foo\n”) ; sym_var) ;
} if(res>1)
int zest(int j){ printf(“win”) ;
j=2%(G+1); }
iH(j==6) if(nest_var | =sym_var%9 & &
Foo(); sym_var===6)
return 0 Foo();
} return 0;
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Fig. 2 Example of obfuscated program based on the proposed

algorithm
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Fig.3 Control flow graph of obfuscated function based on the

proposed algorithm
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path_to_binary= “name of program”

project = angr. Project(path_to_binary)
sym_var= claripy. BVS("sym_val",8 * length)
ini_state= project. factory. entry_state(args= [ project. filename.sym_var ])
simulation = project. factory. simgr(ini_state)
def is_successful(state) :
£ A H0 R B AL T SE R [ true
simulation. explore(find=is_successful)
if simulation. found:
= ATED Y pR B 4G
else:

=i Rk E

4 Angr A& OPDetection. py
Fig. 4 Angr script OPDetection. py
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Table 4 Results of bogus control flow removal
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Table 5 Test results of costs
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