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Abstract As IoT technology continues to mature,it has been frequently used in various industries to improve people’s work effi-
ciency and living standards. The widespread application of IoT in the medical field facilitates patients” access to medical services
while also allowing doctors to obtain more timely and accurate information about the patient’s physical condition,so that they can
develop more efficient treatment plans. However, while people are enjoying the convenience of medical IoT, how to ensure the
communication security and personal privacy of patients are issues that cannot be ignored. In order to realize users’ secure access
to the network, this paper proposes an efficient anonymous authentication and key exchange protocol based on homomorphic en-
cryption. Medical devices and telemedicine servers only need a low-entropy password for mutual authentication, thus negotiating a
high-entropy session key. In this paper,the security of the scheme is proved under the standard model,and the simulation experi-
mental results show that the scheme is more efficient than existing similar schemes.
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Table 2 Comparison of computational efficiency
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