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Efficient Encrypted Image Content Retrieval System Based on SecureCNN

LU Yuhan,CHEN Liquan, WANG Yu and HU Zhiyuan

School of Cyberspace Security, Southeast University, Nanjing 210000, China

Abstract With the rapid development of smart devices,content-based image retrieval technology(CBIR) on the cloud is becoming
increasingly popular. However,image retrieval on a semi-honest cloud server carries the risk of compromising user privacy. To
prevent personal privacy from being compromised,users encrypt their images before outsourcing them to the cloud, but existing
CBIR schemes on plaintext domains are ineffective for searching encrypted image data. To solve these problems,an efficient en-
crypted image content retrieval scheme based on approximate number homomorphism is proposed in the paper,which can quickly
achieve image search without continuous user interaction while protecting user privacy. Firstly, feature extraction of image sets
using approximate number homomorphism neural network can ensure that the parameters of the network model and the image set
data are not leaked to the cloud server. Secondly,a new neural network partitioning method is also proposed to reduce the homo-
morphic encryption multiplication depth and improve the model operation efficiency,and also construct the index using hierarchi-
cal navigable small world(HNSW) algorithm to achieve efficient image retrieval. In addition, homomorphic encryption is used to
guarantee the security of image data transmission process and symmetric encryption algorithm is used to guarantee the security of
storage stage. Finally,the security and efficiency of the scheme are proved by experimental comparison and security analysis. Ex-
perimental results show that the scheme is IND-CCA, and the number of multiplications of homomorphic encryption in this
scheme is at most 3 times while guaranteeing the image privacy,which far exceeds the existing schemes in terms of retrieval accu-
racy and at least 100 times higher than the existing schemes in terms of retrieval time complexity,achieving a balance of retrieval
accuracy and efficiency.
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I % . Wang %0 T —Fh 2 T CBIR (Content Based
Image Retrieval) B9l %5 EG 18 R J7 58 % 7 &8 A i UG AR
PEVCRC . (HJR %05 R BCA 75 i W] SRR A 2% R 2 18] BE
B AL . Agrawal T4 6 R JF 0% (Order-Preser-
ving Encryption, OPE) i J7 ¥ %+ BR #F 47 K5 3 . 4 77 i 2% n]
U S 300 2% 1 R AR U AN AR 1 DR F D RE B E RS A
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TEAR T I 0 H Al AR T — e AR e BT S
KEERK, JF8H — 2z 5 e m] LB % /Y ZEal F 47
WCHE B R T LR R R AR T SO (H &t e A
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3) 7F [ 1% # & #5 Ht, HNSW ( Hierarchical Navigable
Small World, HNSW) 5. 2 3 i X ] W 2% 3 47 K [ B2 B 19 3l
TG Ak, o A3 SR TR] 2 R0 R o0 4% , BT 0% e A R D A
Ao AR HNSW 572 BE 05 18 o 48 & FER G 2R 10
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CKKS I UL £ [R] 25 1 25 3595 S B Cheon 45 4 37 3 [E i 58
HUTF 2017 AREE A AL BT B (R A s Ak, H B R A
BT BGV F %, &5 T RLWE(Ring Learning With Errors)
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AR — 3By, BN FAGE sk X B m BB L o, 153

(cysky=m+e(mod ¢) QD)
Hob e ARERIA M /NS, DURIEA 38 25 2% > (LWE) | #4-
LWE(RLWE) #il NTRU (Number Theory Research Unit) [#l
MEMRE Y 22 k. B e RS/, IR 4 3t vl LU I L35 3 AR
BRI . BB, CKKS 76 i %2 w4 & 2 LL— A~ il 5
(Scale) . ffi 15 3 {01 15 2 52 28 P 38 4 17 R J2 48 B0 . DA i st
AT o 2 W R S A R R BE B AR . e A, CKKS i 2o % 9% SC Bk
113 132 5005 6 AT 40 5 T LACKS 9 S0 g KO i T 75 17 BE AR R
INBE 2 O(qlogd) 3 RE AT A0 XoF 48 B 4 BORN = £ R 55
7k bR RS 2 ) B T AT T AR A

cve ZIX)/ (XY +1) (Z[X1/ (X +D))
Message encoding | Plaintext | encrypt Ciphertext
m p(X) €= (¢o(X), (X))
compute f
A,
Message < decoding Plaintext | encrypt Ciphertext
m' = f(m) p'=f(p) c'=f(@)
o2 ZIX1/(XY +1) (Z,[X]/ (X +1))?

1 CKKS i % o #
Fig.1 CKKS encryption and decryption process

TEX) CKKS BB e S fE— B 8171 2. 9GHz
AL FRER Y Intel Core i5 2% 14 {3 4 BE 19 25 SC IR B 2E 4T 4 096
A AT R E KA T 0. 45 s, V¥ 4 0. 11 ms,
CKKS & M F KB = 15 0 3R 58, N B I 76 B4 5 S
T K (E B BB IR AT I,

PR I A S 5% M 4 [ 2 o 2 et 42 ) 44 468 84 35 % SEAL
JE I CKKS 5575 3 fifk e 3T A 432 35 )

2.2 ETHEH HNSW KR EE*

4B 18 R B 1%k (K-Nearest Neighbor Search, K-NNS)
BTz B T LRSS 20 50k DA ROBOHE PR 04 R A DG L L 4R T
BB G AR T R AR i R K XS E AN E
T RIS . B Ah 385 30 9 35 S8 5 vk RS i 1 A
R 2 AR 1R 0 R A B AR L T A 48 R TS

R TR — (R, R 22 A R T R S ) G Bl
4R &1 (K-Approximate Nearest Neighbor, K-ANNS) |
Ja R AU AP A R R AP (Product Quantization, PQ)
SR TEARAE SR T X S B M BB AT A 7 3 R R 15 0

2018 4F Malkov %™ 42 1 T 3% T E 1) HNSW KR &
. HINSW 833k BB B 47 (04 3 T X 8 & 2% B 10 46 ik fig 7 1
RIS () RUBE 43 86 4 4, O M s s R vk ok s 4 48 i
PERETEAG B, HNSW 53 (%38 1 B &2 1) 07 ik 0 A T 1A
R AN FH T 1] 2 253 [0 ) FF 50 1%

HNSW il FH 2 J2 11 18] 45 £ 3k 58 i P 1 4 2 A A 2R, 250
WAL AR R, AR DA FENITER, HEAE
SRR/ ME R E VI BT — 2, L L — B 1 R R R /MAE AE
ST OCER AT IR Py . ) D SR R R . Wl 2 Bos 48
EINTR— DT RIFIG (), 2 afi kB rBERMAAN
AR (6, HNSW RSB mE s 1 s,

Layer=2

Layer=1

Layer=0

B2 HNSW K g f COb 7 RO B2 BD
Fig. 2 HNSW retrieval process
Bk 1 HNSW KRAIL
HIA AWITR ¢ AR ep, B q BRIEMITENECER I ef  JZHL 1e
i ef AT q MAR)E
l.v < ep// BFIICH 4
2.C <~ cp // LS
3. W < ep // B4R B M B 51 3%
4. while |CI>0
¢ < extract nearest element from C to q

f < get furthest element from W to q

5

6

7. if distance(c,q) >distance(f,q)

8 break // all elements in W are evaluated
9

for each e € neighbourhood(c¢) at layer 1.// update C and W
10. ifeé v
11. v<—vUe
12. f <= get furthest element from W to q
13. if distance(e.q) << distance(f,q) or | W|<Cef
14. C=< CUe
15, W< WUe
16 if [W|>ef
17. remove furthest element from W to q

18. return W

HNSW k7 —Zh SR I 4ARSE of 2l 738 R
BHRE - AR, AR BAE of IRECHIIT
B LR A 3 v R T Y S AR T B 0 3R A 4B 18 A —
AWK HRI SR P BT R AR

HNSW S5Eu 4R 408 T 0 6 /9 P AE L 7] I LA & b 5 A9 47
S AEAB I N 2 BR 9 R

BT IR B HNSW A6 2R 58 56 1 1) B A4S 28 1937 I v 26 B4
LS B ROR L TT LR T AS SCH MR R AE 1] Y R B
R

3 ETHRNRSMERRASR

3.1 ETHEANRESNEREREY

AR P PR AL T A R S KR R B, R
GEHK R 5 A SRR B 2= IR 55 4% 30 55 & RLAE A 3
5548 ()& P () BRI A # FHE 4 &
O TR AR AN IE] 3 TR .

i8R 55 %% (Linear Computing Server) : $1 4 Il 2k i [
AP 2 BT R LR M B RNH — LR 2 205,

4% 3t & 0 (Storage & Nonlinear Computing Cen-
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ter) P X R B Key, T s LR MR BT SRR 55 &%
e [a] w57 P P o Jon 4 A0 £ 30 5 A 4 TR B O AR
FE51,

FB BTG # (User) - JIAH BB & A5 BRI 5 25 &
e o1 e e AR B RS A

4k & # (Query User) : FHUR: ZRALBR L i #% KR T
1B RUHEITRER .

% % i (Store Keys and Forward Route) : 77 fif Fll 4% ¥ 2%
B BERE 2 P AR, & 3% P ID AA S AU P fE
Rt e s G R AR AR AT S B B AT SRR 55 7%

i+ % ik % 2 (Linear computing Server)

Send Clmage

Send CV

144 Pt #1 % (Client)
Send PKey

4 % ¥ 1 (Store keys and
forward route)

Intermediate Results

Send query

Send Results(Top-k)

" - # il F* (Query User)

, e

Intermediate Results

15k 1+ 5 5  (Storage & Nonlinear
computing Center)

PR3 T A A ) 25 o A R A

Fig. 3 Content-based homomorphic encryption retrieval architecture
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Table 1  Symbols and their descriptions

%5 iR
Image 9 X P 1R
Clmage %X E %
query &1 H 1% 7 7

Skey Bl A A 5% AL 4
Pkey B A A 5 4

cv e o B AL B
Node ZEH T A
index o 4 AE % B

PI X E 555
ResultO) R R AR

h T AR R S B B v A D I R o A 1 TR R I ofe
ETRIE  FRATDRE R 45 B AL HE 47 5336 - I Relu JZ W20 BT A
WA, A& Relu B9 R 2545 8 CEFRUZ L4 42 2 FH —
D TETT B S5 4% 13847, Relu M4 B B GG 2 78 31 8
FEAik IR 55 A% L1847, 1AL 4 IR .

B4 WA
Fig.4 Network module
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MM L2 B ERZ . 2 EE)ZM BN 2,
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HEAMTHEBZEMaEE R TR AR,
Ciphertext(yo,) =ciphertext(w; * x;+b;) 3
CiphertextO) 3w CKKS [N 4L, encode ) 2y CKKS

1 G BT R AR . 3 e k RE 52 B R AR ST Bk M U2 N IH S B

Ak SO R R R
BN 2 1 Toffe & F 2015 448 1, i i B0 19— 1
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R AP A A O TSI SO T R — 1k
TERRTTORAF M 22 0 28 11 I B9 5 22 A3 (B 280 B va

riance Ml mean . R, 75 BN % SCAAE T AR — A0

A x; —mean

y=7y- 7m+,@ (5)
W R 2 AR B OB 2 I8 — 1R B R o 5 S0 &
s,
3.2.2 EMAHE XAV E W K L H

A D5 Al MNIST #0408 4 fil CIFAR-10 348 £ % % 1A
SCUITER S P 28 T 4 A R 47 M) A 28 A M 2 W 45 4 3, TRlS
Jon 8 2 G i 4 ) 46 4 3 AE R AT — R B ST 38 B S T A —
WL, BT 7 E X H0E B AT B 58, R i 2 A &
4 5% 4 38T 55 1) e R T v YK 0K FE WO J2 IR T R B T AT

EFXF MNIST #UHE 4, A & 11T 10 2404 M 4, i%
BE A B 2 00 i AR O % SCEMB B R E I R, R 25T T H
TR H MNIST 4 £ T8 B bl 22 I 45 00 2 450, A of oo
T T AR VR IR BUR KN 3,

# 2 MNIST 54 46 M % 24
Table 2 MNIST dataset network parameters

W % 2 s k4 FERE
HWNEG KN 28X28, ERE 0
1 Convl R45X5, 5% 1.E5REANAK Ezzﬂj 1
20, % B B 24X 24X 20 =
5 BNI HIN 24X 24X 20,8 24X JF %, ¥ M, ,
24X20 7B
3 Relul WE B - HE
A Average Wb H B KN 2 X2, 8 H o 1
pooll  12X12X20
ERZRT 3X3, FH 1. %
5 Conv2 BEAKS0,ERHE 10X HHRE 2
10X 50
P BN2 BN 10X 10X 50, % 10X 77 %, ¥ i, 3
10X 50 Y-8
7 Relu2 WOE B - HE
s Average W LH B AN 2X2,HH 5X B |
pool2 5X50
9 Flatten ¥ ZHEHAY EH -84 — 1
& i E R
10 FCl TN 1250, % H 500 . 2
C BN 125084 5 S RGE
11 softmax — — 3

FIFE4F % CIFAR-10 3345, A @ 7 —4 11 2 W
T2 R 46 G5 M L 2 00 2 R 4% 1) B B8 36 3 BT g,

#* 3 CIFAR-10 iR % S 5
Table 3 CIFAR-10 dataset network parameters

¥ % = 4 # % # FERE
HONE % kAN 32X32X
. Convl 3.EMBRT SX5.4%  HRENE,
v N
R1.EBREANK32.% ®wEE
Bt 28X28X 32
2 Relul WE B HE
5 BNI BN 28X 28X32, 8t £, H M, .
28X 28X 32 Y.8
4 Average WAHF B KN 2X2, B o 2
pooll B 14X14X32
HERAEZ R 3X3. 5%
5 Conv2 2,EBRBEANH 64, R ERE 3
Hr it 6X6X64
6 Relu2 WoE B - X
; BN2 MO 6X6X64,8H 6X 7 £, P, 1
664 Y8
s Average WAL E O kN 2X2, 8 - )
pool2 H 3X3X64
0 Flatten 4% LHBAY R — % B )
#H 4
A E K
) TN 576, 4 12 o
10 FCl BN 576, 5 128 T EGE 3
11 Relu3 WoE B - X
12 softmax 1

A A JHL I P T B G A e 1k I B O 3. AR SCHY
2 ) 245 R AT A 3P v - H A ) 2 IR % A Y 4 X L A
4PN, ASCTT AN HEAR LR ] SEAL J Hh i [ 25
WL AT LUE AT AR N &%, AR O 58 3 R D T S
i 22 0 245 14 3R 15 TR
FA FILRERT L

Table 4 Multiplication depth comparison
T % B JR A5 R &N A&
MNIST 10 9 3
CIFAR-10 11 10 3
CryptoDL[24] 14 14 14
Ref. [25] 13 12 10
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JE A b AR ORI 4% Y A B R AR A W) A Y B SRR

iR A, % SOE AR E A RS R R e T, 7
TR 55 5 A5 B % SO R I & )5 IR S sl R %R T
VA M 55 25 EAT A48 W) B 11 380 Al 55 2% 30 55 A 5 R A0E )
T B T R HNSW kR R 51 T 764 B Be iy 18 15 e
R AERGIETT BRI R ME D 3 MBEE 4 PR,
HiE3 mRWEAR
A TR S A N U RFE CV={cvi, - cva)
i I E AR 55 4 K 5] index
AR R 55 7% .
While:

PRI SCRFAE ) & . CV={cvy s+ seva )

Return CV to T8 #1755 #%
End
TR IR 555

1. fiff % %% SCRRAE 1 5 V= dec(CV)
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2. H A B 5 AT ) 2 19 KNN 45 5 Node=HNSW (V)
3. 7% index=Node+PI(Image)
4. 174 index
Hif4 HBRRRAE
B« ERRRAE 7 4 (9 HNSW B G
i - 2% SCH LB 4 { Clmage; . 1<<i<<500
TR 55 45 .
VB R 2R UG B SCRRAE 1) Bk €V
Return CV' to 7817k I 55 4%
VG317 At B 55 2% -
1. fifp 5K 2R % SCHRAE 0] i V= dec(CV)
2. B AT 1) B A HNSW-KNN £5 45 Node' = HNSW(V)
3. 7545 5 Node il Node' 2 [] £ 4% 3% Fl {8 {1
Cosine Similarity= Similar(Node, Node")
Return min(PI(Image;))
4. Send Clmage; to 251 Ji] J*

4 IHWHER

A3 MNIST 04 4 fl CIFAR-10 %5405 48 2k 56 3iF JiF
P& 0 TRl A ke R O SRR HERA R RBCR AR e,

MNIST %4 4 - MNIST $o4is 4 ok U5 T 5 [8 [ 54 e 5
£ AW 5T FF (National Institute of Standards and Technology,
NIST) . iZ B £ 250 AFSEFE A, KBl 28X
28, YIZREE—F4d 5 60000 5K G R bR 2 . i I ik 5 — 3t f
10000 3K R FFR %

CIFAR-10 %# 4 : CIFAR-10 % 4 %€ /& i Hinton iy 4%
4 Alex Krizhevsky #l Ilya Sutskever %% ¥ i) — i F i1 31 %
DLW A (0 BOHE B RO B — R 10 42451 RGB BIA
4390 A . &AL Cairplane) | 3% 4 (automobile) | & 2& (bird) | 4
(cat)  JiE (deer) . J1 (dog) . # (frog) . & Chorse) | fif (ship) Fl

R (truck) . BOE B M S R <F o 32 X 32X 3, B di 4 p —
A 50000 FRYNZR B A 10000 55 003K 48 KR .

TS 9% S0 AR AT HE B A A B R, AR Z O the poly
modulus degree % & 4 4096, it KB EK B E R 109 HAF,
scale BB 225, £ ] > FF 3 IR,

A3 PEAL T ARME SR I R 5| A g ARG A Mg
TERRAE B2 BCRY A s v, 00 o TR TR I 0 o R N
A 32 £ 7 s () 0 N A7 D0 5 26 225 L F S 0 I L 0 T R 51 4
] V3R 5 H EE NA7 FUR B A7l & 5 78 KR B B A FH A R 0
FE BT ) 4 S AL H5 4
4.1 HEEMRE

AH R MNIST #5044 1 CIFAR-10 ¥ 48 5 Il 25
B X 302 AT R A R AT I 45 OF LA W SRR SO R
AN T A 28 0 X 1 T T

F 5 BRI IR AR A R T

Table 5 Accuracy analysis of model test set
RES AR AL O A & O A R &
MNIST 0.99049 0.99049
CIFAR-10 0.76590 0.76589
Mantol 26 0.91990 0.91200
Delphi [27] 0.91980 0. 85360

4.2 WMEREHE

TEEGR RER S b A BBk A MNIST 41
PR CIFAR-10 $C45 4 B9 20 000 3K P14 44 1 B9 5 4 % 4R
2, 2 590 FH 3 T A Pl AR S 20 3o [ 250 4 ol 425 9 4% 4 0 45 31
B RRAE [h] 5 SR AR R ARAE ) R 51 S UE AT R R 5 Bk A IE#
PR R . 1 DT AN S AE 1) et 22 190 100 4% 52 AR B 1 A 1 oAy 4
AIE: ) A3 AR AR A A8 Sk s v L 93 A R 5 13RIl P 225k 1) Top-
kORMILER . X BLEEHLEE 3 6 K KRR R R R A
REERNFE 6 s,

# 6 Top-10 Ki R4 45 F

Table 6

Top-10 search image results

Bk

CIFAR-10

in}

AR SCAH RS B 2R D1l 7 58 00 AR R 2R IE B R B, KRR
KNG R Precision JE LT :

Number of similar images retrieved
Total number of retrieved images

(6)

Precision=

Number of similar images retrieved
Total number of similar images in the dataset
(7)
e A f R ORGSR Bk A R M RE R AR SO 3
7£ MNIST il CIFAR-10 #li 45 F R BLANE 5 FIl&l 6 FiR .

Recall=

¥ . -2
o L )
s e
10
<0
5 08
§
CE 07
06
05
10 50 100 200
Top-4

ulabel 1 wlabel 2 ulabel 3 label 4 ulabel 5
label 6 Wlabel 7 Wlabel 8 Wlabel 9 Wlabel 10

Bl 5 MNIST HCli 4 f b 0 e
Fig. 5 Accuracy of each label in MNIST dataset
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Top-£
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Blabel 6 Wlabel 7 Wlabel 8 Wlabel 9 #label 10

Pl 6 CIFAR-10 $UH5 5 4545 2 14 i i 3
Fig. 6 Accuracy of each label in CIFAR-10 dataset

JNEI A LLE B, 7E Top-k = 10,50, 100 B}, /& MNIST
HOHR A T BT RS R R MER R 100% . 7E Top-k=200
BF LB T 55 AR RO RS R HERE KON 99. 5 %041, Hifth Ar 25 Y
R AE O 264 100% . 78 CIFAR-10 #4 4k I, Top-k=10,
50,100, 200 B, R H kA in B WM RUESH R & T
68.5%.

K74 T KR Top-k Al Recall ZRIFEZR,TLIEH,
B Top-k W3, B MIZWMEZ L b I, e MNIST £
£ 19 7 A R 1,70 CIFAR-10 B4 45 59 43 [0 3R 4 68. 85 %

~4—MNIST -~ CIFAR-10
12
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08
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0

Recall

10 50 100 200 400 600 800 1000 >1000
~4— MNIST 0020 0050 0100 0201 0401 0601 0800 0960 0969
== CIFAR-10 0010 0047 0091 0176 0348 0476 0594 0689
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K7 Recall 5 Top-k Z I8 ) F
Fig. 7 Relationship between Recall and Top-%
A8 AR ) 2500 48 00 5L 5 A O 2 5 b Sk AT X
FE B TEAN B B 9 iR,
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Fig. 8 Search accuracy comparison

MNP 8 AT LA L A5 MINIST il 42 b, Hofth g7 58020
R B B AR T 70 06 AR SO S MERR AR IT 1000405 18 CI-
FAR-10 By 4k b AT R et R 2= 00 8900, LA 7 %6
i

5 MERESHT

5.1 MESH

AR T FE R A CKKS [ 25 4 25 50 13 A uk Bk hn 2% 3 1
it S Ut PG AT 0 %% L 43 S0 DA o 8 A SR B S8 AT R SR Ll
15 B 5 b 2 o0 T 1 B X B AT O AR AT, Bk
=704,

T OBRN

Table 7 Efficiency comparison

W % Bl AmeE xR EAT 7 EfE

it 8 /s it el /s it e /s W#E/GB %

MNIST 2.229 0.001 0.1678 3.0 2
CIFAR-10 6.791 0. 004 0.2012 4.7 3
Ref. [30] — - 1. 4690 - —
SCIyg 31 147. 200 — 41.1000 5.9 n
Cheetah32) 39.100 — 16. 0000 0.5 n

TEJNERBCR T T, A 5 & W A0 % MNIST £ 4k 4 75 %2
2.229s. 1% CIFAR-10 T2 6. 791s. T #& 3% i [ 3t 3 /> F %f
H%.

AL T 52 47 30 3R J7 T, A 5 S8 4 MINIST %46 4 At CI-
FAR-10 464 vh — 3k 0 F A9 4 2L ) 43 50 R 0. 168 s Al
0. 201 s, 38 3E R X bb AR AL A #ff 3l B, v, AR S0 R
Ref. [30]HRZE A 7 f%, 5 SClyyp R 2 P 204 £%, 8 Cheetah 1t
=79 %,

A TE A 2R, AR S3C T 58 1Y 3 A A8 SO 8 T b 4 IR
5 H I A ) 25 0 O 8% e 2 b
5.2 RSEIMBRE

A SO P JE T BT (0 HNSW 6 2853 ue i gt R 51 i R
MR g5 Rk 8 fra,

F 8 RIIMHEREX L

Table 8 Index construction efficiency comparison

4% EEIRCE 30 % 5| 2 % 5]
(10000 images) /s # %7 /GB % E/GB
MNIST 0.3859 0.0604 1. 960
CIFAR-10 0.4637 0.4713 1. 960
Ref. [33] 421.5000 — —
Ref. [34] 0.8546 — 34.550
Ref. [35] 56. 4000 — -

ARG B S5 oy RiE47T 105, R 8T LA
B ARG AL R T ERCRE &, HAbRE]
B ] 2222 0. 85 s, X R 9 2 51 K/t i3t T 20MB, 5407
RHRDIMEN T 0,465 Al 0. 39s . RII M ENTE 1. 96 MB
JE i et B % L
5.3 WMERME

AR SR Y 3 T R HNSW G 2 50 6 1 2 00 30 I ik 285
HAnge 9 Frsl. i Top-k=10,50,100,200 X 4 Flt 35 5
Top-k RITFATR R B — KA IAT 10 WA R LR, UL
YA .

£ 9 RIIKRBEX L

Table 9 Index retrieval efficiency comparison
% 5 ZE:3 F 4 A % B E/ms
MNIST 0.197
CIFAR-10 0.199
CLD 22.900
Top-k=10 CSD 25.700
EHD 19. 800
SCD 23.800
Ref. [34] 38.100
MNIST 0.196
Top-k=50
CIFAR-10 0.196
MNIST 0.196
Top-k=100
CIFAR-10 0.297
MNIST 0.199
Top-k=200
CIFAR-10 0.299
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9 1T LUE AT SRS R R ILT A B 2 A
OB A BT R i TR IR AS O 56 LB B 5 RS R AR
2D 100 Af X R BT IR 7 REA RIFA R RAR.

6 TEMHW

AR T IS A0 AT ] T 5 ok O I bt 22 ) 4% 2 B 2 A vk DA
K AR PG AR AE R B S e o DA T 4 e 00 17 B T Bl B A
77 % & IND-CCA (INDistinguishability under Chosen Cipher-
text Attack) Y,

1) BERAHIE 5 20« 7 2 4 i AN (&1 1% A i ) ad R L
150 2% 1) 2 BN R R VR AR B 2 ik 8%

R J7 A1 S AL TR] 2 Jon 2 55 TR AR R S 8, ol P O AL IR
T AU R g R AE R . RSN B 1 5k 1 & A bR R T
CKKS 573 e & AR # F RLWE M S5 X Bk 25 1Y 4 4
PRI T X AR A M O . B 7R A A 2 AR P, B
50 2% 1) 2 BN R R VR B9 15 8RS 2 B it %

2) YU PR AT - 72 R AS R AR v, RV 35 5 3 3K A5 B
GAREAE 1) ikt AS R S HE H R BT @ 28901

IR 55 5 oF PR A0 AT AR AE 42 BUAS B 1 7 A 5 — 2 DA RIS
% SCH Y FF AR 19 . CKKS 5535 36 F RLWE @, /8 45 RL-
WE {8 % , RLWE {£3iF fin 25 J5 19 {5 B & 359 50 4 #i AT X 43
B 5 JIT AN 2 S5 B4R AF 1l St (9 R A (B2 Tk X 4 1Y
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3) % AL A HT - A2 R K 2R A b A2 o L i ER G R Oy
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W, RGOKE N o 45 R W Bl A AL R (V)
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B 5 A I B R Q (%% SCHRAE 1] 4 v/ SR XY 3 3
FRAE R b=b". A5 (3) 78 ST i 2 0 2% 4 R £k 1 2
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