wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BEFSEESMENREBRERMSG
FFiE SKES, PRI, XUAR, EER, ik

SIRAAX

EFE KBS, BRI, WA, £ER Erk ETFSBREASRENKERERNAGEND]. HENR
%, 2023, 50(9): 35-43.

WANG Zibo, ZHANG Yaofang, CHEN Yilu, LIU Hongri, WANG Bailing, WANG
Chonghua. Hierarchical Task Network Planning Based Attack Path Discoveryl].
Computer Science, 2023, 50(9): 35-43.

BN EEE (SERXINEE IE SR EENE)

Similar articles recommended (Please use Firefox or IE to view the article)
EERETIES NN LM EIIREE AR

Study on Dual-security Knowledge Graph for Process Industrial Control

HENESE, 2023, 50(9): 68-74. https://doi.org/10.11896/jsjkx.230500233

YRR TARFS
HEMREEE, 2023, 50(9): 1-2. https://doi.org/10.11896/jsjkx.qy20230901

FHEBRUFEINERNNHRERIMGIE
Intelligent Attack Path Discovery Based on Hierarchical Reinforcement Learning

HEMREEE, 2023, 50(7): 308-316. https://doi.org/10.11896/jsjkx.220500101

ETLDPCIEIEIRMIRIF B A S S R TT 2
Policy Optimization Scheme of Refresh and Duplication Combination Based on LDPC Read Delay

HENRISE, 2023, 50(7): 38-45. https://doi.org/10.11896/jsjkx.220900179

ETWANEEENMEREREZANTTIE
Network Attack Path Discovery Method Based on Bidirectional Ant Colony Algorithm
HHEHEIE, 2022, 49(6A): 516-522. https://doi.org/10.11896/jsjkx.210500072


https://www.jsjkx.com/CN/10.11896/jsjkx.230500025
https://www.jsjkx.com/EN/10.11896/jsjkx.230500025
https://www.jsjkx.com/CN/10.11896/jsjkx.230500233
https://doi.org/10.11896/jsjkx.230500233
https://www.jsjkx.com/CN/10.11896/jsjkx.qy20230901
https://doi.org/10.11896/jsjkx.qy20230901
https://www.jsjkx.com/CN/10.11896/jsjkx.220500101
https://doi.org/10.11896/jsjkx.220500101
https://www.jsjkx.com/CN/10.11896/jsjkx.220900179
https://doi.org/10.11896/jsjkx.220900179
https://www.jsjkx.com/CN/10.11896/jsjkx.210500072
https://doi.org/10.11896/jsjkx.210500072

http: /www. jsjkx. com

DOI:10. 11896/jsikx. 230500025

St A 2
COMPUTER SCIENCE

ETHOERESNENBEBRELIATE

FFE OKEF' R  x4gR'? EERT Ehig
I%RREI Y AZ(RBITENHAZSHAER LK KE 264209
2RBRZINERE ZERBARANE LK B 264209
SERXTUWEEZALLEMRA TS LI 100040

(wzb_inet_hitwh(@ hotmail. com)

H E LEBBRAARBIMBRFRZAFHFG—REARES, AALATHRANG X ERBREAT EHERETF T
MRNAFETEMRLEAENLE TR AL AEGT EREFRERELA, AR RBE—FATHELESFMEG S EBELNT
k., BB T BAEMBAERT T R BRELAES AT LA bR TIMETRNI LAY R A, TR T %5
Bh3ANE., F—HEASBRZERBEZWOFA AT B FELBING S ER KB 5HEE: % 20K, A543 P A4
BEAEGE A M EBRANFREZEOREZNR 0 EESFRE H ZN B AR Z ARG R, LT BT BHEELHG
LERBRYEY T E, FHERAN . TRFFEATAAEML IAXFELGH. LERITFHT R,

KR - FHRAXN > BESNE; S EBR KB L X ERBEIN ;A ERBRYT R

REESES  TP393

Hierarchical Task Network Planning Based Attack Path Discovery
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1 School of Computer Science and Technology, Harbin Institute of Technology(Weihai) , Weihai, Shandong 264209, China
2 Weihai Cyberguard Technologies Co. Ltd, Weihai, Shandong 264209, China

3 China Industrial Control Systems Cyber Emergency Response Team, Beijing 100040, China

Abstract Attack path discovery is a critical task for cyber asset security assessment. The existing artificial intelligence-based
planning for attack path discovery method is favored by security practitioners due to its rich modeling language and complete
planning algorithm, but its scalability problem cannot be ignored. For that reason,a hierarchical task network-based attack path
method is proposed. Specifically.concerning the scalability problem,the proposed method is decomposed into the following three
stages: first and foremost, focusing on undesirable attack path generation performance caused by expanding network scale, a
multi-level K-way partitioning algorithm is introduced into the target topology; subsequently.focusing on the difficulty of domain
problem description caused by complex discovery tasks,an attack path-oriented hierarchical task network is constructed with the
combination of expert experiments; and finally,focusing on low attack path updating efficiency caused by demands on what-if se-
curity analysis,a maintenance scheme is designed for local information changes of assets. Experimental results show that the pro-
posed method is suitable for attack path discovery in large-scale network which has an advantage over efficiency and scalability.
Keywords Artificial intelligence planning, Hierarchical task network, Multi-level K-way partitioning algorithm, Attack path dis-

covery, Attack path extension
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Fig. 5 Local topology graph extraction diagram
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A HT G devices, JBPEICHE B att_ag, 45 #i A topo

B YR E 25 4 4R R exp_topo. 3R JA B ik Al exp_ag

1. init_info(exp_topo,exp_ag) / * ¥ lH1L * /

2. While true do

3. devices<—getUpd_Dev(att_ag,devices) / * %55 {5 HHEH = /

Co) Jay TR 1 1 4l Ji 4k 3

4. topo, part_topos<—getPart_Topo(devices,att_ag,topo) / * &I X}
B B A5 e R A AR AN+ /

5 sub_graphs<—multi_K_way(part_topos) / * %43l R FhE = /

6 part_att_graphs<—genAtt_Ag(sub_graphs) / * 4= BRI & » /

7. mergeAtt_ag(att_ag,part_att_graphs) / * G IFEGERE % /

8 If not hasNew_att(att_ag) then

9 break / » B & LHTHEMEE B P REH x /

10. exp_ag<—att_ag

11. exp_topo<—topo

12. return exp_ag,exp_topo

13. Function getPart_Topo(devices,att_ag,topo)

14.  devices,vuls,conns<-init_info(devices) / * FK i % | I I F1 Al
AR R + /

15.  pre_devices, succ_devices, vuls<-addNeigh _ devices (topo, de-
vices, att_ag) / * R IBUBNHY B A 11T IR BE A G Ak B A7 S
Ak A 1Y i S [ I SR A MR N R A E B/

16. pre_devices,vuls<-updVul (M _label, pre_ devices, vuls) / % N
T 30K 5 95 9 917 0 AT T 2L I MR AL * /

17.  init(new_comb_start,new_comb_end)

18. If getNum(pre_devices) > 1 then

19. devices, conns, new_comb_start<-addNew _Start(devices) /

* R 2 A FT BRI A8 VR 2 [E) e L+ /
20. If getNum(succ_devices) > 1 then
21. devices, conns, new_comb_end<-addNew _End(devices) / %
SEZONEE 3 & 2 B L S

22.  part_topo<—updTopo(new_comb_start,new_comb_end,devices,

vuls,conns) / % R FIHFME * /

23. return topo, part_topo
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Example of attack graph

F 1 OB RE 7 I AR s

Table 1  Device vulnerability distribution and illustration of nodes on all attack paths
&S R R G5 v 41 Kk EEA
OPCServer D, CVE-2020-29457 OPC UA.NET 1. 4. 363. 107 E,(A,Dp)

EWS1 D, CVE-2020-0796 Windows SMBv3.TIA Portal V13 E,(Dy,Dy)

EWS2 Dy CVE-2019-10918 SIMATIC WinCC V15 Es(Dy,D3)

OWS D, CVE-2021-44228 ApacDe Log4j2 2.0 E,(Dy,Dy).E;(Dy;,Dy),Ez(D3,Dy)

HMI1 Ds CVE-2020-15798 SIMATIC HMI Comfort Panels V15. 0 E;(D3,D3)

HMI2 Dy CVE-2020-15798 SIMATIC HMI Comfort Panels V15,1 Eg (D3, Dg)

PLCI D, CVE-2020-15782 SIMATIC S7-1500 Ey(Dy.D7)E\((Dy+D7),E;;(D5,D7)
CVE-2022-38465 SIMATIC S7-1500 E,(D;.D7)
CVE-2021-37172 SIMATIC S7-1200 E13(Dy,Dg)

PLC2 Dg

CVE-2021-44694

SIMATIC S7-1200

E,(Dy.Dg) . Ey5(Dy

.Dg) \E5(Dg » Dg)
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Fig. 8 Running time comparison of multiple planners for

attack path discovery
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Table 2 Maximum memory usage comparison of multiple planners for attack path discovery

CHLA . MB)
A AP-HTN M-Pyhop M-SGPlan5 M-FF M-FD(A* ) FD(K*) M-POPF2
25 0.68 1.80 14.05 12. 46 69. 83 7.47 52.28
45 2.02 5.95 27.44 24. 86 157.67 448,27 451. 05
65 4.20 12. 46 42.43 39. 40 369.41 - 2411. 21
125 15. 45 46.93 103. 30 104. 86 — — -
245 60.79 182. 92 359. 81 419. 69 — —
365 138. 48 410.77 927.70 1112.08 — — —
485 246. 63 732. 45 1968.08 2344, 21 — - -
605 395. 54 1143.10 3664.10 4316.72 — — —
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Table 3 TTG partitioning performance comparison
(Number of devices:1005)
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Fig. 9 Performance statistics of the proposed method
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Fig. 10 Running time of the proposed attack path discovery method

after TTG partitioning
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Table 4 Performance comparison of the proposed attack path extension

A ¥ RTE M B 3 AR ] E DR 98 3 R B An i LR AR B Am ] kX R
EATH /s 17.62 18.12 17. 69 17.67 17. 66 17.79
105 S B AWK LA/ MB 171.68 164.61 171.53 171. 48 172. 38 171.15
B EATHE /s 5.72 0.67 5.97 0.68 5.75 0.69
&k WH &R /MB 42.08 39. 65 41. 89 39.58 42.05 39. 68
EATH ] /s 45,75 45,70 46. 09 45. 20 45.31 46. 04
Loos A & kW& A /MB 691.47 692.03 692. 62 692,17 692. 12 697. 11
N EATH /s 35.12 1.38 34.89 1.38 34,78 1.40
s B AWK LA/ MB 78.72 72.88 78. 14 72.88 78.97 73.01
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