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Research Progress of Backdoor Attacks in Deep Neural Networks

HUANG Shuxin,ZHANG Quanxin, WANG Yajie,ZHANG Yaoyuan and LI Yuanzhang
School of Computer Science & Technology, Beijing Institute of Technology.Beijing 100081, China
Abstract In recent years,deep neural networks(DNNs) have developed rapidly,and their applications involve many fields,inclu-
ding auto autonomous driving,natural language processing,facial recognition and so on,which have brought a lot of convenience
to people’s life. However,the growth of DNNs has brought some security concerns. In recent years, DNNs have been shown to be
vulnerable to backdoor attacks,mainly due to their low transparency and poor interpretability,allowing attackers to to swoop in.
In this paper.the potential security and privacy risks in neural network applications are revealed by reviewing the research work
related to neural network backdoor attacks,and the importance of research in the field of backdoor is emphasized. This paper first
briefly introduces the threat model of neural network backdoor,then the neural network backdoor attack is divided into two cate-
gories: the backdoor attack based on poisoning and the backdoor attack without poisoning,and the poisoning attack can be subdi-
vided into multiple categories. It aggregates available resources about backdoor attack,and analyzes the development of backdoor
on neural network and the future development trend of backdoor attack is prospected.

Keywords Backdoor attack,Neural network, Machine learning, Poison attack.Non-poison attack
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[ 5 14 o 1] 0 R 5 L T S AR 8 — 5 114 40 A Bl 25 Ml i K
i S g o7 5 R PR 22, AN ) B9 fjh O i S8R TN IAL 6 BT . S g 4
B, 9%y Bl LB ABS'®Y, Neural Cleanse®',
STRIP™H 304 #7485 fild & 2% 09 5 1A . Or k4R 7+ T
Je ] i g 0 R M SRR RS I T T A . Nguyen 454D
PR T — R T 2R B R 0 A T e R A A U
ik e #5% 09 £E B LA i AR RIS R O R A A B ik R SRS —
RECTT, foh 2 48 M LRI TR U AL R 2o A F

B 6 Bhas ket

Fig. 6 Dynamic triggers[%]

R R M I T B A i & R L RE NS A S
55 480 22 ol 5 10 AS DU ML A L AR i L 30 A b O a2 i A S A B A s
() 33 0 L 5 9 0 R DN O o R AT N T HE A IR 4
fin 25 50 4 AR RABE R Bl A 3

2R H ARSI B &L L %3 T SSBA(Sample-spe-
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B S N & 7 s, BadNets 10 fih & %5 9 4 F £ 7 HE
PR ERAY T SSBA 1Y firk & 2% 3 A 48 AT - LU gk 2 9, 5K
5 % W, SSBA vk fig 05 A7 AL HE B 2 R R A T BL

%u[sg,m,as.ﬁ.‘)]

) ) . = 1
i
7 BadNets 5 SSBA (1) fih % #5205
Fig. 7 Triggers effects of BadNets and SSBAM®
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Fig. 8 Effects of WaNet attack with different hyperparameters
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B A0 7 4% T fh 28 RO 2B, i o R Hl T L O ik,
1t Google Play ' Z 3K FHLEAM: AT T E L 509 5L 5 . JF
A T ARG R,

b, Guo %542 Y TrojanNet ™ 3k T JF 4 #5271 fiy
R8T LT AT — A A TFAE 55 A — AN B 55 S TR AR 45 D
5B 4 I 04 TE 5 AT 55 10 BROUAT: 55 4 2 #e 0k 4 Al
BRRBEZT N, SHENZEFEI AN, X E
FR R T AT S5 B A 3 [RD A R AE B BRORE AT 55 A il A RSO

HHAA BB E . ZE AR T — AR R T
e AT 55 19 11 2 3 2 T AT LB B S 800, AR R S ek R A
FUFTELIG BB AT R 55 .

2022 4, Wang S5 4& i1, BR T DA P 28 19 2% 455 24 1) £ 2 11
KO T LASE o Bk TR A ST REESRAE A G T L O vkl
1B POIR 2% I HE 2R (Tensorflow , Pytorch) YR & KA A JG 1T,
I ELVS T8 P A D 22V A Ml O 4% T 6 4 o8 T 181 R
Fr B D i & 4% i 05 1T Y AR RS i B 4 2 9 M RS
MaRALEETH,
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K3 WM LR TG BT A 5C 3R

Table 3 Resources about deep neural network backdoor attack research

% & F % A& IR
[12] MNIST, U. S. traffic signs https://github. com/verazuo/badnets-pytorch
[16] VGG-Face, Adience, MoviewReview https://github. com/PurduePAML/ TrojanNN
[17] YouTube Faces https://github. com/GeorgePisl/backdoor-attacks-based-on-deep-learning
[22] GTSRB,MNIST.,CIFAR-10 —
[23] MNIST, CIFAR-10,CIFAR-100, GTSRB https://github. com/liuyugeng/baadd
[24] CIFAR-10,GTSRB —
Fashion-MNIST, CIFAR-10, Consumer Com-
[25] plaint. Urban Sound N
MNIST, Fashion-MNIST, CIFAR-10., GTSRB,
[26] Cat-face B
[27] GTSRB, CelebA https://github. com/Ekko-zn/IJCAI2022-Backdoor
[28] MNIST, GTSRB, CIFAR-10,ImageNet, PubFig https://github. com/SoftWiser-group/FTrojan
[29] MNIST, CIFAR-10, Udacity Self-Driving Car https://github. com/robbycostales/live-trojans
[30] MNIST,GTSRB —
[31] CIFAR-10 https://github. com/Madrylab/label-consistent-backdoor-code
[32] ImageNet https://github. com/UMBCvision/ Hidden-Trigger-Backdoor-Attacks
[18] UCF-101,HMDB-51 https://github. com/ShihaoZhaoZSH/ Video-Backdoor-Attack
[33] GTSRB,BelgiumTSC,CTSRD —
[34] PubFig.ﬂ —
[35] CIFAR-10.ImageNet _
[36] MNIST, CelebA,CIFAR-10 —
[37] MNIST,CIFAR-10,GTSRB https://github. com/VinAIResearch/input-aware-backdoor-attack-release
[38] ImageNet, MS-Celeb-1M https://github. com/yuezunli/ISSBA
[39] CIFAR-10,ImageNet, GTSRB, VGG-Face https://github. com/ZJZAC/Poison-Ink
[40] CIFAR-10,GTSRB, VGG-Face, ImageNet https://github. com/Meguml/DFST
[41] CIFAR-10,GTSRB, ImageNet —
[42] CIFAR-10,ImageNet —
[40] MNIST, CIFAR-10,GTSRB, CelebA https://github. com/VinAIResearch/ Warping-based_Backdoor_Attack-release
[44] VGGFace2,CelebA —
[45] ImageNet, GTSRB —
[46] ImageNet, Multi MNIST, PIPA,IMDb https://github. com/ebagdasa/backdoors101
[20] CIFAR-10.SVHN.ImageNet https://github. com/adnansirajrakin/ TBT-CVPR2020
[75] CIFAR-10,SVHN, ImageNet —
[76] MNIST, CIFAR-10,CelebA —
[21] — https://github. com/yuanchun-li/ DeepPayload
[78] CIFAR10,CIFAR-100,SVHN,GTSRB https://github. com/wrh14/trojannet

[79] MNIST, CIFAR-10,ImageNet, LFW,IMDb —
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