wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

MR ERNRTARRRBEIEE
BFR, PREYE B

SIRAAX

BFE, BRRSE Mg MUEEKERNRAAERKBEIER]. HENRE 2023, 50(9): 62-67.
ZHAO Yuhao, CHEN Siguang, SU Jian. Privacy-enhanced Federated Learning
Algorithm Against Inference Attack [J]. Computer Science, 2023, 50(9): 62-67.

BN EEE (SERXINEE IE SR EENE)

Similar articles recommended (Please use Firefox or IE to view the article)
FERNPETRBRERUCFEINISHHEE

Task Offloading Algorithm Based on Federated Deep Reinforcement Learning for Internet of Vehicles

HEMNREIEE, 2023, 50(9): 347-356. https://doi.org/10.11896/jsjkx.220800243

BRERHEBBEEGR
Survey of Lightweight Block Cipher
HEHEIE, 2023, 50(9): 3-15. https://doi.org/10.11896/jsjkx.230500190

ETRSINERIRAARIPEIED Y

Privacy-preserving Data Classification Protocol Based on Homomorphic Encryption

HEMREEE, 2023, 50(8): 321-332. https://doi.org/10.11896/jsjkx.220700130

ERMNEERRFIEIEENRETTE
Data Reconstruction Attack for Vertical Graph Federated Learning

HENRIE, 2023, 50(7): 332-338. https://doi.org/10.11896/jsjkx.220900038

=P ETBORESIETEENIE T DTS

Analysis and Improvement on Identity-based Remote Data Integrity Verification Scheme

HEHRIE, 2023, 50(7): 302-307. https://doi.org/10.11896/jsjkx.220600067


https://www.jsjkx.com/CN/10.11896/jsjkx.220700174
https://www.jsjkx.com/EN/10.11896/jsjkx.220700174
https://www.jsjkx.com/CN/10.11896/jsjkx.220800243
https://doi.org/10.11896/jsjkx.220800243
https://www.jsjkx.com/CN/10.11896/jsjkx.230500190
https://doi.org/10.11896/jsjkx.230500190
https://www.jsjkx.com/CN/10.11896/jsjkx.220700130
https://doi.org/10.11896/jsjkx.220700130
https://www.jsjkx.com/CN/10.11896/jsjkx.220900038
https://doi.org/10.11896/jsjkx.220900038
https://www.jsjkx.com/CN/10.11896/jsjkx.220600067
https://doi.org/10.11896/jsjkx.220600067

http: /www. jsjkx. com

4 A A 2
O tﬁ-m sa;tg? DOI.: 10. 11896/jsikx. 220700174

MEBRNERFAIGREKBEIIE X

BFEF BKREX B

1 @r e RFWEF ¥ %% 210003

2HEARREIRRFIUWENFER 7K 210044
(zyh19981202@163. com)

i E RAFIEREESIAXEFHNERXBEREARGHEAT . BP CREFBREHEWR NGLHMELER, LA R
FOREEBRRPRE., RHREARN BEREIBEMEF SN ROKELERERF AL, 4NN T LRAFTI L E/E
MERZIHRE FETHERFGHLENELE—FPARET A REELTOBAREBBERTITI L, 2. MET
FHEFRNGINGHES N HHBEESRRCGRALR A A TMF R ERBZRALRA. KR ELARIBERSL TR G HAFIE,
AR AMHHFEARBEEANSEEMN AT EMEHHEIHMBERLAK  TRAMNAERDGEREFRS, RE. 5L
EREAVRA BRI HEBELE LR T AL AT E MR FERP AR W SR E L E ALY,
KER BRI K ERRY B EF

hEESES TP393

Privacy-enhanced Federated Learning Algorithm Against Inference Attack

ZHAO Yuhao' ,CHEN Siguang' and SU Jian®
1 School of Internet of Things, Nanjing University of Posts and Telecommunications,Nanjing 210003, China

2 School of Computer Science,Nanjing University of Information Science and Technology,Nanjing 210044 ,China

Abstract In federated learning, each distributed client does not need to transmit local training data, the central server jointly
trains the global model by gradient collection,it has good performance and privacy protection advantages. However, it has been
demonstrated that gradient transmission may lead to the privacy leakage problem in federated learning. Aiming at the existing
problems of current secure federated learning algorithms,such as poor model learning effect, high computational cost,and single
attack defense.this paper proposes a privacy-enhanced federated learning algorithm against inference attack. First,an optimization
problem of maximizing the distance between the training data obtained by inversion and the training data is formulated. The opti-
mization problem is solved based on the quasi-Newton method to obtain new features with anti-inference attack ability. Second,
the gradient reconstruction is achieved by using new features to generate gradients. The model parameters are updated based on
the reconstructed gradients, which can improve the privacy protection capability of the model. Finally, simulation results show
that the proposed algorithm can resist two types of inference attacks simultaneously,and it has significant advantages in protec-
tion effect and convergence speed compared with other secure schemes.

Keywords Federated learning,Inference attack.Privacy preservation,Gradient perturbation
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