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Abstract Microservice architecture can effectively improve the agility of software due to its flexible,scalable and other characte-
ristics,and has become the most mainstream method of application delivery in the cloud. However, the microservice splitting
makes the attack surface of applications grow explosively, which brings great challenges to the design of mobile target defense
strategy with the core of “strategic defense”. To solve this problem,a microservice moving target defense strategy based on adap-
tive genetic algorithm(AGA) , namely dynamic rotation strategy (DRS) ,is proposed. Firstly, based on the characteristics of mi-
croservice, the attack path of attackers is analyzed. Then,a microservice attack graph model is proposed to formalize various at-
tack scena-rios,and the security gains and return of defense(RoD) of moving target defense strategies are quantitatively analyzed.
Finally, AGA is used to solve the optimal security configuration of mobile target defense, that is,the optimal dynamic rotation cy-
cle of microservices. Experiments show that DRS is scalable,and the defense return rate of DRS increases by 17. 25% ,41. 01%
and 222. 88% respectively compared with the unified configuration strategy, DSEOM and random configuration strategy.
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13. i, =Mutation(iz) / » XF 2 LA HATAE 5+ /;

14. nextoff<is,iy/ * K5 55 A AEAAT —RFEE = /5
15. else

16. nextoff<—iy »iz/ * W38 XUR AR INA T —ACHIBE * /5
17.  else

18. nextoff<—offs / * ¥FAUMAT — R = /5

19. pop=nextofl / * B H Y aTFpHE = /;

20.  best_ind = max (indjey » selectbest (pop) / * 3 H 3 W7 & iz &5 19
A %/

21. END
22, ARBUR AR A0 o 1 IR 55 0 e 1 2 e MR

AGA T W) 2 BB A B — > W0 4 B RE S /D AC AR 1 55 386 i
JE SRR el BB 38 SR S A g AT T A OB A R B T
RCEERAESR. AR FhREGENER, I A KR
A,

5 KB5S

AR FETE S BRI R T SR GO 55 3h A SR e O A I A R
5.1 TWHEESHILEE

AL T8 K = % HEF 4 Kubernetes #5 8 UK 55 = 3
B AUHE 7 6 S A TN 32 .1, 50 GHz, 32 GB W 1%,
Hi 1R S A RITEN A, £ LERE S L
FBT—A 5 TR S AL web B L IR 45 =22 B) A0 36 5
WE 1 Frs, ol i 2 U5 BNk 1 s, JEBUIZ,
1 % ECM #y{E = M Exploit Database 3 BUAY 50 5 . H
B 10, B01E B R 2 iR Y AT RE PR RO, AR S0 S IS
k(21 ] rboxd Moy 2 fE 0 i B ik, AR 48 20 (3D T, 7 44 R
5 T e B I R, SR 45 bl s T L AR K 4 AR AR e 4
JEVH 04 A ) I 2R A

F 1 RSN R

Microservice application vulnerabilities

Table 1
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Fig. 2 Security gain of DRS varies with the number of microservice replicas and AGA iterations
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