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Smart Contract Fuzzing Based on Deep Learning and Information Feedback

ZHAO Mingmin, YANG Qiuhui, HONG Mei and CAI Chuang
School of Computer Science, Sichuan University,Chengdu 610065, China
Abstract Vulnerabilities of smart contracts caused by insecure programming have been frequently discovered on the mainstream
blockchain platform Ethereum. In order to improve the coverage of contracts by fuzzing and detect security vulnerabilities more
comprehensively, this paper proposes a smart contract fuzzing. First, constructing Ethereum smart contract transaction sequence
data set,then building smart contract generation model based on deep learning to generate initial seeds for fuzzing. Then,accor-
ding to the information of coverage and branch distance,conduct information feedback-guided fuzzing on smart contracts.a speci-
fic chromosome encoding method for test cases is proposed,and corresponding crossover operators and mutation operators are de-
signed and implemented. The method can effectively cover the deep state of smart contracts and branch code guarded by strict
conditions. Experiments on 500 smart contracts show that the code coverage rate of this method is 93. 73 % ,and the vulnerability
detection rate is 93. 93%. Compare with the ILF,sFuzz,and Echidna methods,the code coverage rate of this method increases by
3.80% ~25.49% ,the vulnerability detection rate increases by 4. 64 % ~24. 02%. This method helps to improve the effectiveness
of Ethereum smart contract security testing and is worthy of reference for the industry.

Keywords Ethereum smart contracts, Security testing, Deep learning, Fuzzing , Information feedback guidance
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contract DeepState {

1.

2 int256 private x;

3 int256 private y;

4 constructor() public {

5. x=0;

6 y=03}

7 function Bar() public view returns(int256) {
8 if(x==39) {

9 assert(false) ;

10. return 1;}

11. return O )

12. function setY(int256 newY) public {
13. y=newY;}

14.  function increaseX() public {
15. x++;}

16.  function copyY2X() public {
17. X=y;}

18.}

K1 BARZEIRER Solidity & 584 275 4

Fig.1 Example of Solidity smart contracts with deep state

1. contract HardToCover {
2 function foo(int x) {
3 int y=x%*x + 20;
4 if(y==120) {

5.

6 }

7 if(y==90020) {
8

9 }

10.  }

11. )

2 FAT RS AR SF A AR Y Solidity % AE A 2975 1]
Fig. 2 Example of Solidity smart contracts for branch code with

strict condition guards
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Fig.4 Neural network architecture for smart contract transaction generation model
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