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REPAT IR ZAT A SHEA A RETATHSNAMEGELIT AN B LS. ERP SO EEF AP BE R T Y
ATAHERFI A FIAAFLAATABERIR, L5, BB T AT EANZERA N H IR G i ok R BIR L X 8 M RAT A 4
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Cross-domain User Authentication via Wi-Fi Sensing of Continuous Activities

KONG Hao and YU Jiadi

School of Electronic Information and Electrical Engineering, Shanghai Jiao Tong University, Shanghai 200240, China

Abstract Nowadays, Internet of Things(IoT)-based user authentication has been gradually developed. Some works utilize wide-
spread Wi-Fi signals to sense user activities and extract individual uniqueness for user authentication. However, users must per-
form an independent activity under a known domain(i. e. s environment, location,and orientation) , before the system can conduct
user authentication. In order to break through the limitation of existing methods. this paper proposes a cross-domain user authen-
tication method based on Wi-Fi signals, CroAuth, to realize user authentication across environments, locations, and orientations
when users perform continuous activities. To release the requirement of performing independent activities, this paper proposes a
continuous activity separation algorithm based on dynamic time warping, which can separate specific activity sequences from di-
versified continuous activities. Then, this paper designs a cross-domain user authentication method based on siamese neural net-
work to extract domain-independent features, which can characterize essential behavioral uniqueness of each user under various
environments, locations,and orientations. Finally,a knowledge distillation method is utilized to construct a few-shot cross-domain
user authentication model. Experimental results show that CroAuth can authenticate users under cross-environment, location,and
orientation scenarios when users perform diversified continuous activities.

Keywords Wi-Fi sensing, User authentication, Continuous activities, Cross-domain scenario, Siamese neural network, Few-short

learning
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