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IPSec VPN Closure Detection Method Based on Side-channel Features

SUN Yunxiao' , LI Jun' and WANG Bailing"*
1 School of Computer Science and Technology, Harbin Institute of Technology(Weihai) , Weihai, Shandong 264209, China

2 Harbin Institute of Technology Research Institute of Cyberspace Security, Harbin 150001, China

Abstract IPSec VPN can be divided into closed networks and open networks according to different application scenarios. Closed
networks are generally used to customize virtual private networks,and open network proxies are commonly used to avoid network
auditing. Therefore, the identification and classification of IPSec VPN network types is of great significance for network supervi-
sion. According to the difference in traffic complexity between the two network types.a method for IPSec VPN closure detection
using side-channel features of the encrypted traffic is proposed. The distribution of IPSec encrypted traffic frame length sequence
and TCP maximum segment size in the tunnel is extracted,and information entropy is introduced to measure the distribution of
MSS value. The information entropy of MSS value and the standard deviation of the frame length sequence are used as feature
vectors. Machine Learning algorithms such as support vector machine and random forest are used for training and prediction. Ex-
perimental results indicate that the accuracy of closure detection using this classification method exceeds 96 % and can effectively
identify VPN tunnels used for open proxies.

Keywords IPSec VPN, Closure detection,Side-channel, TCP MSS, Machine learning
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Table 1 Packet length control field in protocol layers
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