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Study on Adversarial Robustness of Deep Learning Models Based on SVD

ZHAO Zitian,ZHAN Wenhan, DUAN Hancong and WU Yue

School of Computer Science and Engineering, University of Electronic Science and Technology of China,Chengdu 611731,China

Abstract The emergence of adversarial attacks poses a substantial threat to the large-scale deployment of deep neural networks
(DNNs) in real-world scenarios,especially in security-related domains. Most of the current defense methods are based on heuris-
tic assumptions and lack analysis of model robustness. How to improve the robustness of DNN and improve the interpretability
and credibility of the robustness has become an essential part of the field of artificial intelligence security. This paper proposes to
analyze the robustness of the model from the perspective of singular values. In the adversarial environment, the improvement of
model robustness is accompanied by a smoother distribution of singular values. Further analysis shows that the smooth distribu-
tion of singular values means that the model has more diverse classification confidence sources and thus has higher adversarial ro-
bustness. Based on the analysis, an adversarial training algorithm based on singular value suppress(SVS) is proposed. Experi-
ments show that the algorithm improves the robustness of the model and can achieve accuracy of 55. 3% and 54. 51 % respectively
on CIFAR-10 and SVHN when facing the powerful white-box attack PGD(Project Gradient Descent) method.exceeding the most
representative adversarial training methods at present.

Keywords Deep learning, Adversarial defense, Adversarial training, Adversarial robustness, Singular value decomposition
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Table 2 Robust accuracy under white-box attacks
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Vanilla 18. 23 5.95 0. 00 0. 00 13.04 6.97 0. 45 0. 39
SAT 56.73 47.04 51.06 49.77 60.91 40.41 50. 36 52.32
ALP 57.21 46.42 51.12 49.73 60. 36 40. 20 52.31 53.02
CIFS-L4 57.83 45. 30 51.21 49.94 58.01 44,48 52.12 51.35
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Table 3 Impact of Ay to model’s robustness on CIFAR-10
(L2 00D
Asys 0.4 0.6 0.7 0.8 0.9 1.0 1.1 1.2
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FGSM 59.23 59.92 58.99 59.97 59.28 59.28 59.87 57.89
PGD-1.2 49.7 50.64 49.41 51.29 49.87 51.31 50.76 50.91
PGD-Lee 54,24 54.86 53.86 55.14 54.42 55,30 54.95 54.66
c&w 49.66 49.47 49.62 48.92 49.54 49.98 49.04 47.08
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Table 4 Impact of Ay to model’s robustness on SVHN
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Asvs 0.3 0.4 0.5 0.6 0.7 0.8
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PGD-Leo 53.60 54,51 54.17 53.48 53.35 52.99
c&w 52.11 53.36 53.14 52.36 51.89 51.62
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