wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

—HEBRSZUCEERIAMNEMNZES R
& TR RN

5IAEX

& KR FEN. —MEERSZUCEERRPANEMESED]. HEHRE, 2023, 50(10): 377-
382.
XU Rui, PENG Changgen, XU Dequan. Authenticated Encryption Scheme of Self-synchronous-like ZUC
Algorithm [J]. Computer Science, 2023, 50(10): 377-382.

BUXEEE (BERXINE IE JEREENE)
Similar articles recommended (Please use Firefox or IE to view the article)

ETEMEZNELEEDESELREE

Rational PBFT Consensus Algorithm with Evolutionary Game

HEMREEE, 2022, 49(3): 360-370. https://doi.org/10.11896/jsjkx.210900110

M R ERAEINSER RS
Authenticable Encrypted Secure Communication Based on Adversarial Network

HEMREIEE, 2021, 48(5): 328-333. https://doi.org/10.11896/jsjkx.200300177

ETEIC5ERFEEENES RMEERE
Privacy Metric Model of Differential Privacy via Graph Theory and Mutual Information

HEMNREEE, 2020, 47(4): 270-277. https://doi.org/10.11896/jsjkx. 190400098

ERRE P ARSI RTHE R R B
Algorithm Improvement of Pseudo-random Sequence Collision in Information Hiding

ITEMFLEE, 2018, 45(11A): 330-334.

—ETIEBHNREERTR
Certificate-based Aggregate Signature Scheme

ITEMFEE, 2011, 38(12): 57-60.


https://www.jsjkx.com/CN/10.11896/jsjkx.220800007
https://www.jsjkx.com/EN/10.11896/jsjkx.220800007
https://www.jsjkx.com/CN/10.11896/jsjkx.210900110
https://doi.org/10.11896/jsjkx.210900110
https://www.jsjkx.com/CN/10.11896/jsjkx.200300177
https://doi.org/10.11896/jsjkx.200300177
https://www.jsjkx.com/CN/10.11896/jsjkx.190400098
https://doi.org/10.11896/jsjkx.190400098
https://www.jsjkx.com/CN/Y2018/V45/I11A/330
https://www.jsjkx.com/CN/Y2011/V38/I12/57

http: /www. jsjkx. com

4 A A 2
O tﬁ-m sa;tg? DOI: 10. 11896/jsikx. 220800007

—fEBERT Z2ZUC EEZHANEMZ AR

#® B KR FEN

HMAFIUHENHFERA ¥R F M 550025

A ENEABFEIRE LS RE 5 H 550025
(xurui_xr96@163. com)

 E 4E%E ZUCHENAERTHZANR ZAEARAZILER . BRET —HELARY ZUC ¥ L BRKHIAENE F £
ZUCAE, # 5 it sk ahimd 2k Bk (ZUC-256) %9 LFSR B Ak, Rt AT — A £ M A B F A E &y ZUC-SSL i
FEARMZEEFEEILALINRALH BP0 TR AR, ZUC-256 H kit 4708 & A 5 L 38 i A An 45 AL B 3 L 0 R 3%
HBEHNE L RT  FAT FEARE R M EFTRAT. BETRTHENE, RS AT . REFTEH L 4K,
AN ER AR Z A ERGIRR ST I ANE T LFSRZ A F B4 £ &, L% A B F iR 5853 4 38 3% A E 55
W4k, 5 AES-CGM #= AEGIS #93 F Sl st e 2 W1, E R BB K QIR T R L x4 % & T AES-CGM. 5 AEGIS
AR, A& — e kAR,

FE@R AT AR AT ERE X R Y; AR E

FEESES  TP309

Authenticated Encryption Scheme of Self-synchronous-like ZUC Algorithm

XU Rui, PENG Changgen and XU Dequan
College of Computer science and Technology . Guizhou University, Guiyang 550025, China

State Key Laboratory of Public Big Data, Ministry of Education,Guiyang 550025, China

Abstract Aiming at the security,efficiency and lightweight requirements of authentication encryption of ZUC algorithm, this pa-
per proposes a kind of self-synchronous-like ZUC algorithm for associated data authentication encryption scheme ZUCAE. By im-
proving the LFSR layer algorithm of ZUC stream cipher algorithm(ZUC-256) , the scheme designs and implements a ZUC-SSL al-
gorithm similar to self synchronous stream cipher.and uses this algorithm to make the ciphertext participate in the state update
function for the generation of authentication code. This scheme encrypts the message through ZUC-256 algorithm,optimizes the
initialization module,embeds the associated data into the initialization process, realizes the parallel generation of keystream and
encryption,and authenticates the message before decryption, which reduces the calculation time and increases the security of the
scheme. Security analysis results show that the algorithm can resist the current mainstream stream cipher related attacks based on
LFSR design,and the design of self-synchronous-like stream cipher can enhance the security of authentication code. Compared
with the efficiency experiments of AES-CGM and AEGIS, the results show that in the environment of large data scale, the effi-
ciency is higher than that of AES-CGM,and is equivalent to AEGIS,so it has certain practicality.

Keywords ZUC,Stream cipher, Authentication encryption, Self-synchronizing like, Associated data
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Fig. 1 Model of self-synchronous stream cipher
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Fig. 2 Structure diagram of ZUC-SSL
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Table 2 Comparison of existing analysis results for ZUC
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Table 3 Comparison of algorithm operation efficiency(in text data)

WK AEGIS/ms  AES-CGM/ms K X ¥ %/ms
128 bit 0.091 0.087 0.163
512 bit 0.170 0.160 0. 250
1024 bit 0. 280 0. 330 0. 340

1kB 0. 840 1. 250 1. 030
5kB 3.510 4.230 3.950
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Fig. 3 Comparison diagram of algorithm operation efficiency

(in text data)
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Table 4 Comparison of algorithm operation efficiency(in picture data)

W B K /KB AEGIS/ms AES-CGM/ms A XK E/ms
1 0.97 1. 36 1.16
2 1.74 2.17 1.97
5 3.87 4.13 4. 04
10 6.18 7.09 6.45
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Fig. 4 Comparison diagram of algorithm operation efficiency

(in picture data)
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