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Deepfake Face Tampering Video Detection Method Based on Non-critical Masks and Attention
Mechanism

YU Yang, YUAN Jiabin, CAI Jiyuan,ZHA Keke,CHEN Zhangyu,DAI Jiawei and FENG Yuxiang
College of Computer Science and Technology,Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China
Abstract  Since the introduction of Deepfake technology,its illegal application has caused a bad impact on individuals, society and
national security,and there are huge hidden dangers. Therefore,deep fake detection for face video is a hot and difficult problem in
the field of computer vision. In view of the above problems., this paper proposes a deepfake video detection method based on non-
critical mask and CA_S3D Model. It firstly divides the face image into key areas and non-critical regions,and improves the atten-
tion of the deep neural network to the key areas of the face image through the mask processing of the non-critical areas,and re-
duces the influence and interference of irrelevant information on the deep neural network. Then it introduces the contextual atten-
tion module in the S3D network, which enhances the ability to capture the long-range dependence of sample data information and
improves the attention to key channels and features. Experimental results show that the proposed method improves the perfor-
mance of the deep neural network on the DFDC dataset, the accuracy rate increases from 83. 85% to 90. 10% .and the AUC value
increases from 0. 931 to 0. 979. By comparing with the existing deepfake video detection methods, the performance of the proposed
method is better than that of the existing methods, which verifies its effectiveness.
Keywords Deepfake,Deepfake detection,Image mask,3D CNNs, Mechanism of attention
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Table 2 Performance comparison of different schemes

Model Ace/ % AUC BCELoss
S3D 83. 85 0.931 0.575
CA_S3D 89.58 0.965 0. 545
CA_S3D+m6 90. 10 0.968 0.544
CA_S3D+m8 47.92 0.494 0.732
CA_S3D+m4 88. 54 0.979 0.536
CA_S3D+m2 89. 06 0.973 0. 544

MNFE 2 FTF S g 45 R T AL, ek IS 1) CA_S3D M %% 55
JE I 45 A0 B Ace DA 83, 85 % B TF B T 89. 58% . AUC fH M
0.931 #£F+3) T 0.965, BCELoss M\ 0. 575 £ F+- 2] T 0. 545,
LW CA_S3D 4% B AT T AT (Y 43 25 200, O H 25 5 5 #f A
W) SEPRAR A 22 R/, [R]85 38 0 38 G B HE 1 7
ZE AT DAY B M e A B O W 0 B A P R R 4 SRR X
BT R E A, 5 AR AR S M Y CA_S3D AL AH
L AUC{EM 0. 965 75 T 0. 979, BCELoss M 0. 545 $& 7+
F T 0.536, b, NAESCHEIERS AR 7 B LT LUF L,
PERE 22 0 FE A B A S BB 0y M R s B B R
[ JL A R B AT 8 AN HEAD X LAY R PERE T MRS R o W
AANIRAT 47. 92 %19 Ace A1 0. 494 B AUC {8 ,1ii BCELoss
TRERIT 0.732, XTI ALER, AN REREL 2
B X AT B R AR ER THZNER, 2R
LY 2% ) B A RRAE AN 5, R B R Az AhBE 0t 3 T B
R,
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Fig. 8 ROC images of different schemes
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Table 3 Comparison of parameters between the proposed model

and other models

Model Number of parameters
X-ception[#5] 20.8X10°
13DC28] 12.3X% 106
R3DL36] 33.2X10°
ip-CSN-152037] 32.2X10°
ResNet+ MS-TCNE38) 24.8X10°

CA_S3D(Ours) 8.1x106
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Table 4 Robustness analysis of the proposed method(Acc)

CA7 %)
Model Blur GaussianNoise Compression ISONoise
CA_S3D 89.06 89.58 89.58 91.15
CA_S3D+m6 88.02 89.58 90. 10 88.02
CA_S3D+m4 90. 63 89.06 89.06 88.02
CA_S3D+m2 88.54 90. 63 89.58 89.06
4.3.4 T REME S T

ASCEEN T Captum™ TR BF 42 77 3% #4710 % B¢
PRI EAR M L SRR T T AR A O A B T k. M
Captum T H . AT LA 3 /0N 1 B 3 3l 34 P 15 LA (8 X3 7
15 WG B 26 X B 30 Y 5 2 Y 3 Y A AR R A 4 2R e L i
LT LA A A 80 A8 2 7 R AT 20 28 TN e 2 S0 O v Ay A B4R
14 IR L8 X 3

GERANEE 9 PR . o AN Oy S LAY 22 0 1T 1R A JE 4
DX AT 25 2R 5 BA 2 X 380 AR 2 3% X 3 JE 448 15 2 X A9 AR

T &5 52 7= A 5 0, B 5 DX 35 0 U 5 7R 5 i) R 5 oA
ER R RS R R E &R R R, WEERTTEH, Y
AT FH BT 42 7 1k i, AR O 3 1 DX IR R A B, LA R KR
A 5l DX 385 T Y T 48 O 1 i A AR O T 1 X0 5 R W G A%
B O R A S E A BE L A O i R W X, T LU R
B, HoA AR A HE RS 7 2 0T DL 7E CA_S3D #55 R f JE b I fifi
R G B X

!
-
L

a

S3D |
005100 0510 !0 0510 ¢
CA-S3D g’ y

0 05100 05 1

CA_S3D+m6 | 'y -

5

0 0510

=)
I
o
i
15}

CA_S3D+md | .45

CA_S3D+m2

- =33
“i_n—., &
- =

: 5

t
0 05 L

=}

0.

o
-

0

&9 N[ Jr 58 v R TRy 38 14 W fige R 1 4 BT 45 2R
Fig. 9 Occlusion interpretability analysis results for models in

different schemes
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Table 5 Comparison between the proposed method and other

methods

Method Backbone Train Set M
DFDC
PCL+12GH#0] ResNet-34 DFDC 0.944
Nehate % [31] ViT&.EfficientNetV2 DFDC 0.952
Coccomini 4 [32 Conv. Cross ViT DFDC 0.951
Bondi % [11] EfficientNetB4 DFDC 0.922
Our Method CA_S3D DFDC 0.979
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