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Design of Dynamic S-box Based on Anti-degradation Chaotic System and Elementary Cellular
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1 Department of Cyber Space Security,Beijing Electronic Science and Technology Institute,Beijing 100071, China

2 School of Cyberspace Security.Beijing University of Posts and Telecommunications, Beijing 100089, China

Abstract S-box is the basic non-linear module of most block cipher algorithms, which can meet the obfuscation and proliferation
requirements of block cipher algorithms. In order to improve the safety of chaotic S-boxes, this paper uses an anti-degenerative
chaotic system to generate S-box elements,and generates an S-box based on elementary cellular automata to generate S-box re-
trieval table. The anti-degradation chaotic system can avoid the situation that the Skew Tent system enters the fixed point and
eliminate the phenomenon of the system entering a short period of time at low precision. Because the elementary cellular automata
is an operation on the binary domain and satisfies the discreteness in time and space, the elementary cellular automata is applied to
the chaotic block cipher without considering the problem of dynamics degradation. In the case of global chaos rules,if the number
of cells is enough. the pseudorandom of the output can be guaranteed. The use of elementary cellular automata to generate a
search table for the S-box can not only ensure the confusion principle of S-box design,but also simplify the steps of S-box genera-
tion. Finally, the security analysis and comparison of the designed S-box shows that the S-box generated by the proposed method
has good security, satisfies the principle of confusion and diffusion of block ciphers,and can be used in the design of chaotic block
cipher algorithms.
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Table 4 Comparison of mean values of correlation matrices for

S-boxes

S-box Mean value
Our scheme 0.5014
Ref. [18] 0.4981
Ref. [19] 0.4993
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Table 5 S-box BIC-nonlinearities
S-box BIC-Nonlinearity
Our scheme 103.79
Ref. [18] 103. 28
Ref. [19] 102. 57
Ref. [20] 102. 50
Ref. [21] 103.57

# 6 S BIC-SAC Xt

Table 6 Comparison of S-box BIC-SAC values
S-box BIC-SAC
Our scheme 0.50007
Ref. [18] 0.50490
Ref. [19] 0.49990
Ref. [20] 0.49720
Ref. [21] 0.50310
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Fig. 14 Comparison of S-box BIC-nonlinearities
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5.2.6 ARFKRH

RBCR B (Algebraic Degree. AD) F K fif 2 S &P
B 22 B A AT RE H1 . 3R 7T BN T &4 S &M AR Bk B,

KT K SEMAREIRE
Table 7 Algebraic degrees of each S-box

S-box AD

Our scheme 7
Ref. [18] 7
Ref. [19] 7
Ref. [20] 8
Ref. [21] 8
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