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VPN Traffic Hijacking Defense Technology Based on Mimic Defense

GAO Zhen,CHEN Fucai, WANG Yawen and HE Weizhen

People’s Liberation Army Strategic Support Force Information Engineering University,Zhengzhou 450001, China
Abstract VPN technology can effectively guarantee the confidentiality and integrity of communication traffic. However, the traf-
fic hijacking attack named blind in/on-path emerged in recent years,uses VPN protocol rules to implement attacks by injecting
forged messages into encrypted tunnels, which seriously threatens the security of VPN technology. Aiming at such threats, this
paper proposes a VPN traffic hijacking prevention technology based on pseudo defense,and designs a pseudo VPN architecture
(Mimic VPN, M-VPN). The architecture consists of a tuner and a node pool containing multiple heterogeneous VPN encryption
and decryption nodes. Firstly, the tuner dynamically selects several encryption and decryption nodes to process the encryption
traffic in parallel according to the node’s credibility. Then the processing results of each encryption and decryption node are com-
prehensively judged. The decision result will be used as the basis for the response message and the updated credibility. By judging
the same response from different nodes.the attacker is effectively prevented from injecting forged packets. TExperimental simula-
tion shows that compared with the traditional VPN architecture, M-VPN can reduce the success rate of blind in/on-path attacks

by about 12 orders of magnitude.

Keywords VPN, Traffic hijacking attack,blind in/on-path attack, Mimic Defense, M-VPN
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