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Constraint-based Verification Method for Neural Networks

GAO Yuzhao,XING Yunhan and LIU Jiaxiang

College of Computer Science and Software Engineering, Shenzhen University, Shenzhen, Guangdong 518060, China

Abstract The verification of neural networks has always been one of the major challenges in the field of artificial intelligence.
Based on the DeepZ method,this paper proposes a method to improve the accuracy of verifying local robustness of deep neural
networks by constraints. During the propagation process,constraints are added to reduce the abstract domain,then a tighter neu-
ral network output range is solved by linear programming,hence deducing new bounds of neural network output node. With the
new bounds,more accurate verification results can be obtained. Based on this method. the DeepZero tool is implemented in this pa-
per,and comprehensive evaluation is carried out on the MNIST dataset. Experimental results show that our method effectively
improves the verification success rate of DeepZ. Specifically,the verification success rate of DeepZ increases by 49% in average,
indicating the effectiveness of the proposed method.

Keywords Neural network,Software verification, Artificial intelligence, Machine learning, Software security
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