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Spatial-Temporal Attention Mechanism Based Anomaly Detection for Multivariate Times Series
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1 School of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics,Nanjing 211106, China

2 University of Southern Queensland, Toowoomba,Queensland 4350, Australia

Abstract Internet of Things systems are widely used in a variety of infrastructure,involving many interconnected sensors that
generate large amounts of multivariate time series data. Since the Internet of Things systems are vulnerable to network attacks,
multivariate time series anomaly detection methods are used to timely monitor anomalies occurring in the system, which is crucial
for securing the system. However,due to the complex relationships of high-dimensional sensor data,most existing anomaly detec-
tion methods have difficulty in learning the correlation of multivariate time series explicitly, resulting in low accuracy of anomaly
detection. Therefore,a multivariate time series anomaly detection method(STA) based on spatial and temporal attention mecha-
nism is proposed. STA first learns the relationship between sensors in the form of a graph structure and then uses a multi-hop
graph attention network to assign different attention weights to the multi-hop neighbor nodes of each sensor node in the graph for
capturing the spatial correlation of the sequence. Secondly.STA use a temporal attention mechanism-based long short-term me-
mory network to adaptively select the corresponding time sequences to study the temporal correlation of sequences. Experimental
results on four real-world sensor datasets show that STA can detect anomalies in time series more accurately than the baseline ap-
proach, with its F; score outperforms the optimal baseline by 31.03% ,14.29%,15.91% and 21. 74 % ,respectively. In addition,
ablation experiments and sensitivity analysis validate the effectiveness of the key components in the model. In general, STA can
effectively capture the spatial and temporal correlations in multivariate time series and improve the anomaly detection performance
of the model.

Keywords Multivariate times series, Attention mechanism,Graph attention network, Long short-term memory network, Tempo-

ral correlation, Spatial correlation, Anomaly detection
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Table 1  Statistics of four datasets used in experiments
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H . Development and Application of Methods for Actuator
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1) RawSignalBaseline : ¥ AT {5 5 BEH#) <07,

2)PCAMY, F 443 H7 (Principal Component Analysis) ,
K 1 2 R R W B R, IR K S S B iR 22 1 T
R

3) UnivarAutoEncoder: 845 f 4= % $# A 2h %i i #% (Uni-
variate Fully-Connected Auto-Encoder) , %~ 18 Il 25 B0
B H 3l 2 i 4%

4) AutoEncoder™"™ ; [ 2y % £ £ & — P JC Wi ) I £ B
25 ) 2%, A0 4 g i 2% ARG 25

5)LSTM-AEN KA I [H]C 14 [ 3) 4 5% 4 2 — b 2 1
K B RS2 P28 1Y B B S ik .

6) Ten AE™ . it ) 5 AR 4% 1 8h 2 18 4% , & — Fh 3L + i
8] % FX M 2% ( Temporal Convolutional Network) [ H 4 % #%
PR

7)OmniAnomaly™*’ : 5 FI B AL 3 U1 #f 28 ) 45 38 A7 B[] )3
) 5w R 5 ) P AR R0 A R R T B Y S

8) GDN , [ JE A 2% W 4% ( Graph Deviation Network) , &
— R0 TE B SRR O i, FOM SR ) Tk SRR TN
ALk 2 2 2B R H]F 5 Z R R B 4 R IT Al
R R BRI B Y R
4.3 TEMIER

{8 RS B B2 (Prec) LA A1 56 (Reo) FILE, 43 BOPT Al 45 7 1 19

~ 2X Prec XRec

Fi= Prec+ Rec 2o
TP

Pret—T7P+FP (25)
TP

Rec—TierFN (26)

Horh . TP - g B B O T 09 IE R A Bkt . TN KRR #
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Table 2 Comparison results of anomaly detection model
. SWaT SMD WADI DMDS

Tk Prec Rec F, Prec Rec F, Prec Rec F, Prec Rec F,
RawSignalBaseline ~ 21.26  2.23  0.04  96.53 9.31  0.16 55.24 15.77 0.24  72.60 18.91  0.30
PCAL1S) 95.40 13.89  0.24  94.30  8.61 0.15 58.36 10.86  0.18  48.14 15.71  0.23
UnivarAutoEncoder ~ 42.15  3.41  0.06  76.88 10.98  0.19  77.82 17.85 0.29  58.43 18.09  0.27
AutoEncoder-12] 87.76 18.04  0.29  98.98  7.23  0.13  59.42 16.12  0.25  53.47 33.34 0.4l
LSTM-AEL1] 95.29 13.56  0.23  94.09 827  0.15  69.21 13.85 0.23  46.13 27.22  0.34
TenAELLY) 67.09 15.56  0.25 98.06 7.53  0.13  65.89 17.42  0.27  71.26 24.57  0.36
OmniAnomalyl16] 78.08 24.77  0.37  97.47 7.16  0.13  99.54 15.32  0.26  58.00 15.40  0.24
GDNLE) 60.53 65.23  0.58 54.83 80.56  0.63  59.11 35.48  0.44  58.72 37.41  0.46
STA 95.69 63.40 0.76 71.32 73.56 0.72 62.17 42.64 0.51 72.09 45.92  0.56
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Table 3 Ablation study
Method Prec Rec Fy AUC
STA 71.32 73.76 0.72 0.96

STA w/o(without) multi-hop ~ 69.66  74.66  0.71  0.95
STA w/o(without) att-temp ~ 60.15  79.42  0.67  0.94
STA w/o(without) mulhop-temp  57.83  79.64  0.65  0.94
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