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Time-effective Nearest Neighbor Trusted Selection Strategy Based Collaborative Filtering
Recommendation Method
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1 School of Computer Science/School of Intelligence Audit, Nanjing Audit University, Nanjing 211815, China
2 Jiangsu Key Laboratory of Audit Information Engineering, Nanjing 211815, China

3 School of Accounting,Nanjing Audit University, Nanjing 211815, China

Abstract The traditional collaborative filtering(CF) recommendation is usually based on the assumption that the data is static.
When the data is sparse,it usually leads to low recommendation accuracy. With this in mind,some studies try to add supplemen-
tary information such as changes in user interest and the trustiness of recommendation ability to their strategies. However, most
of them lack of consideration for the abnormal situations that mislead or interfere with the recommendation, such as malicious
changes in user interests and fluctuations in the recommendation ability,and are difficult to ensure the anti-attack,recommenda-
tion stability and reliability of the recommendation system. By introducing interest time-effective similarity and re-evaluation on
re-commendation trust degree,this paper proposes a time-effective nearest neighbor trusted selection strategy based collaborative
filtering recommendation method. It takes into account two key factors, that is,the abnormal change of user interest and the fluc-
tuation of user recommendation ability, which affect the quality of target user’s neighbor filtering,and construct a recommenda-
tion process that includes three strategies,that is, time-effective nearest neighbor selection, trusted nearest neighbor selection and
ra-ting prediction. Based on Moviel.ens dataset and Amazon video game dataset,and with the metrics such as mean absolute error
(MAE) ,average prediction shift (CAPS) ,and attacker identification of precision ratio,recall ratio and F1 means,the performance of
the proposed strategy and other six baselines are compared. The results show that our strategy outperform the baselines in re-
commendation accuracy,anti-attack and attacker identification.

Keywords Collaborative filtering., Time-effective nearest neighbor, Trusted nearest neighbor, Recommendation accuracy, Anti-

attack, Attacker recognition
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# 3 i ml-latest-small B3 5 5 B HL I R AS 6] 3R 0% A9 MAE 5t kb

Table 3 MAE comparison of different strategies under random attack on ml-latest-small dataset
MAE
E o RE BT ETRER BTG R
/% AR/ %

CF CF-ABHS CF-PSU CF-TSD CF-ITC CF-UTC CF-RT CF-DNC CF-TeCNTS

1 1.9083 0.8343 0.8545 0.8326 2.4268 0.8085 0.8084 0.8052 0.7408

| 2 1.9108 0.8225 0.8461 0.8216 2.6718 0.8093 0.8092 0.8049 0.7446

5 2.0061 0.8262 0.8392 0.8341 2.7901 0.8083 0.8082 0.8052 0.7481

10 1.9984 0.8297 0.8412 0.8288 2.9019 0.8081 0.8079 0.8047 0.7449

1 2.0252 0.8480 0.8633 0.8291 2.8176 0.8199 0.8198 0.8159 0.7479

i 2 2.1312 0.8555 0.8574 0.8362 2.8137 0.8208 0.8207 0.8175 0.7535

’ 5 2.0425 0.8639 0.8648 0.8482 2.6848 0.8228 0.8222 0.8156 0.7621

10 2.0956 0.8743 0.9167 0.8611 2.8818 0.8213 0.8212 0.8165 0.7677

1 2.2685 0.8740 0.9128 0.8483 2.9505 0.8325 0.8324 0.8278 0.7648

2 2.3936 0.8782 0.8709 0.8644 2.6184 0.8325 0.8325 0.8293 0.7713

0 5 2.3338 0.8873 1.0212 0.8571 2.9943 0.8348 0.8347 0.8311 0.7749

10 2.3195 0.8953 0.8801 0.8762 2.7871 0.8319 0.8318 0.8287 0.7781

1 2.4073 0.9305 0.9111 0.8757 3.2456 0.8623 0.8622 0.8591 0.7801

10 2 2.4445 0.9527 0.9146 0.8968 3.3077 0.8627 0.8626 0.8596 0.7995

5 2.6219 0.9536 0.9202 0.9291 3.1911 0.8625 0.8624 0.8577 0.8244

10 2.4498 0.9615 0.9266 0.9393 3.1876 0.8647 0.8646 0.8633 0.8284

1 3.4749 1.0388 0.9828 0.9221 3.7277 0.9301 0.9301 0.9307 0.8157

2 3.8061 1.0600 0.9903 0.9788 3.5059 0.9288 0.9288 0.9274 0.8633

2 5 3.1920 1.0651 1.0166 0.9861 3.6956 0.9303 0.9302 0.9274 0.8749

10 3.7292 1.0613 1.0396 1.0389 3.7475 0.9318 0.9317 0.9319 0.8881

F A4 LS8 video game HUHEHE I BEHLICE T A W WS 9 MAE 3 Lb
Table 4 MAE comparison of different strategies under random attack on Amazon video game dataset
MAE
rE o RE BT 0K ETRER ET IR G ER
/% A/ %

CF CF-ABHS CF-PSU CF-TSD CF-1TC CF-UTC CF-RT CF-DNC CF-TeCNTS

1 2.9654 1.1694 1.4301 0.9915 2.7008 0.8551 0.8474 0.8139 0.8041

| 2 3.3816 1.1692 1.4665 0.9992 3.0878 0.8561 0.8545 0.8153 0.7936

5 3.4144 1.1663 1.4752 1.0125 3.4678 0.8591 0.8556 0.8185 0.7966

10 3.4889 1.1857 1.5284 1.0078 3.8739 0.8562 0.8587 0.8175 0.7921

1 4.1495 1.1359 1.5470 1.0048 3.1719 0.8636 0.8559 0.8232 0.7976

. 2 3.8912 1.1948 1.6546 1.0181 3.4684 0.8624 0.8631 0.8279 0.7982

’ 5 4.0532 1.2025 1.6225 1.0435 4.3056 0.8702 0.8620 0.8319 0.8089

10 3.9852 1.1870 1.6247 1.0466 4.6948 0.8686 0.8698 0.8309 0.7920

1 3.7104 1.1787 1.6504 0.9998 3.8043 0.8798 0.8683 0.8374 0.8031

5 2 4.1288 1.2191 1.6905 1.0424 4.0034 0.8777 0.8794 0.8380 0.8047

5 4.2164 1.1295 1.7163 1.0742 4.9394 0.8748 0.8773 0.8416 0.8102

10 4.4311 1.2177 1.7465 1.0769 5.0178 0.8783 0.8745 0.8403 0.8077

1 4.4436 1.1899 1.7727 0.9961 4.7099 0.8987 0.8780 0.8605 0.8286

10 2 5.2004 1.2682 1.7962 1.0910 5.3610 0.9021 0.8985 0.8672 0.8374

5 5.0295 1.3337 1.8589 1.1557 5.1726 0.9059 0.9018 0.8664 0.8438

10 4.7843 1.3764 1.7410 1.1539 6.4365 0.9057 0.9056 0.8638 0.8336

1 5.5770 1.3924 1.8613 1.0294 4.7405 0.9635 0.9054 0.9261 0.8345

2 5.4120 1.4131 1.9491 1.1811 4.7662 0.9650 0.9634 0.9304 0.8369

2 5 5.4855 1.3865 1.9700 1.3291 5.1447 0.9587 0.9648 0.9237 0.8619

10 6.8221 1.3980 2.0154 1.3225 6.0737 0.9603 0.9585 0.9626 0.9236

PLZE 3 9, ol LA H . 1) £ M TR) 3 70 B0 (3 o B ASE)
T B T RS HEL3E REASE) 9 38 R, 9 Rl SR W 1 HE 7 MAE 3
A EHEHR LA AR XKW RGE TR L RN S
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LR 5200 J3 T K, 2) 7 Bk T A {8 O 38 G 4T 19 SR g b, CF,
CF-ABHS,CF-PSU #1 CF-TSD % % (1 #: 7% MAE 3% i & %
U BEHE KR AT & BE R T 63, 0488%,0. 233 2% %ﬂ
3.0952%) » 8 WA A 3C AT K 3 msF 2 24 0 A 0L BE A 04 FH P 3k
T 08 A 3 4 1 % 7 1 T AR AR B AL IS T T I HE T I 25 3)1‘%
I T {5 AT BE 077 32 3 4B 9 5K g o, CF-ITC, CF-UTC fil CF-RT
KW (4 3 % MAE 7 37 B I OF 5 76 39 (8 AR K L i 3 F& 1K
72.0679% F1 0.0135%) , & B A SCHE 09 1) H o] — Bk SR AE
FH P 7 06 B 0 T A A B R B AR A B P I O 4B

0] LAREAR BE AL I B AR HERE i 25 . 4) 76 55 T 48 8L BE A 4%
I 7 6 6 4B 9 g L CF-TeCNTS RYHES MAE 7E¥{H | 1L
CF-DNC &M T 6. 9955% , X F B A& A& CF-TSD #l CF-
RT 19 0 35 W JIT 52 (4 30 7 12 6 B PL 0 o T iy LA o IR 0 4 45
2

5L 5 ME 6 4 AHNHET 9 FORRAE 2 A5
P4 L A B T g APS, LIRS N, Al LA D AEAR
[7i] $E 50 LA (T RS T, B 0 o RS I 5 RS 9 1 K, 9
FROEME) APS 34 F 28 E I, X R R 5 b Bk i
2, T i 22 th 2 K T L A A T B T R X T AR 25 Y
SEma R R, Bl BB R S ) RAR T R 2) 7 FE T A
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A S — TR T I AU A T A5 32 RO W 4 I [ o O vk

72.8585% ,29. 883 Y4 H1 47. 957 2% ) 5 15 3 13 4T B i 14 30T 4P
S g v, CE-ITC, CF-UTC 1 CF-RT 3 N30S0 APS 32 i [
RO B AERE AR LT E R 92. 477250801 1. 7578%0) s 7
HE AR BB AME AT 2 i 328 T 48 1) 3 m v, CF-TeCNTS 1§ APS

YA CF-DNC &R T 11.4286% ., LA L3RI A 30 i
FEF PR eh 5 LA 301 2408 A5 fb 1 5 L 7R 4R BE I A o
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Table 5 APS comparison of different strategies under random attack on ml-latest-small dateset

L APS

fﬁilfifﬁ %},}ﬁgc% AT MW ETEHE E SRy SR
CF CF-ABHS CF-PSU CF-TSD CF-1TC CF-UTC CF-RT CF-DNC CF-TeCNTS
1 0.1034 0.0468 0.1239 0.0110 0.0605 0.0078 0.0076 0.0074 0.0023
. 2 0.1062 0.0350 0.1157 0.0050 0.3050 0.0087 0.0084 0.0072 0.0057
5 0.2013 0.0387 0.1102 0.0127 0.4237 0.0077 0.0074 0.0074 0.0089
10 0.1945 0.0422 0.1122 0.0091 0.5351 0.0076 0.0071 0.0071 0.0058
1 0.2209 0.0605 0.1328 0.0097 0.4509 0.0190 0.0190 0.0177 0.0083
. 2 0.3264 0.0680 0.1268 0.0153 0.4470 0.0205 0.0199 0.0195 0.0141
’ 5 0.2380 0.0764 0.1340 0.0278 0.3180 0.0225 0.0214 0.0176 0.0224
10 0.2911 0.0868 0.1860 0.0432 0.5150 0.0212 0.0204 0.0185 0.0277
1 0.4635 0.0865 0.1815 0.0313 0.5839 0.0323 0.0316 0.0347 0.0238
2 0.5891 0.0907 0.1396 0.0464 0.2518 0.0323 0.0317 0.0369 0.0305
° 5 0.5292 0.0998 0.2897 0.0392 0.6278 0.0350 0.0339 0.0388 0.0338
10 0.5150 0.1078 0.1487 0.0583 0.4207 0.0320 0.0310 0.0366 0.0374
1 0.6024 0.1430 0.1797 0.0580 0.8784 0.0622 0.0614 0.0618 0.0394
10 2 0.6395 0.1652 0.1859 0.0791 0.9410 0.0629 0.0618 0.0621 0.0586
5 0.8172 0.1661 0.1887 0.1117 0.8242 0.0628 0.0616 0.0606 0.0630
10 0.6452 0.1740 0.1954 0.1218 0.8219 0.0649 0.0636 0.0664 0.0702
1 1.6702 0.2513 0.2515 0.1047 1.3610 0.1306 0.1293 0.1381 0.0747
2 2.0013 0.2725 0.2588 0.1621 1.1396 0.1295 0.1280 0.1355 0.1220
» 5 1.3873 0.2776 0.2854 0.1702 1.3259 0.1312 0.1294 0.1355 0.1333
10 1.9244  0.2738  0.3084  0.2171  1.3809  0.1330  0.1309  0.1397 0.1469
6 WSk video game HUHE 4 I BEHLBCH: T AN 7] SRS (9 50 I 22 APS X 1o
Table 6 APS comparison of different strategies under random attack on Amazon video game dataset

- APS

%I;f% %;f;/t% T HME ETFEHEE AL A
CF CF-ABHS CF-PSU CF-TSD CF-1TC CF-UTC CF-RT CF-DNC CF-TeCNTS

1 —0.0820 —0.0002 0.0634 0.0117 0.1081 0.0070 0.0071 0.0056 0.0197
| 2 0.3341 —0.0032 0.0998 0.0194 0.4952 0.0081 0.0082 0.0070 0.0092
5 0.3669 0.0163 0.1085 0.0326 0.8752 0.0111 0.0113 0.0103 0.0123
10 0.4414 —0.0336 0.1616 0.0279 1.2813 0.0082 0.0085 0.0092 0.0078
1 1.1021 0.0254 0.1803 0.0249 0.5793 0.0156 0.0157 0.0149 0.0133
. 2 0.8438 0.0331 0.2879 0.0382 0.8758 0.0144 0.0146 0.0196 0.0139
¥ 5 1.0057 0.0175 0.2558 0.0636 1.7130 0.0222 0.0224 0.0236 0.0245
10 0.9377 0.0092 0.2580 0.0667 2.1021 0.0206 0.0209 0.0226 0.0076
1 0.6630 0.0497 0.2837 0.0199 1.2117 0.0318 0.0320 0.0292 0.0187
5 2 1.0813 —0.0400 0.3238 0.0625 1.4108 0.0296 0.0299 0.0297 0.0204
5 1.1689 0.0483 0.3496 0.0943 2.3468 0.0268 0.0271 0.0333 0.0259
10 1.3837 0.0205 0.3798 0.0970 2.4252 0.0303 0.0306 0.0320 0.0234
1 1.3961 0.0988 0.4060 0.0163 2.1173 0.0507 0.0511 0.0522 0.0442
10 2 2.1530 0.1642 0.4295 0.1111 2.7684 0.0541 0.0544 0.0589 0.0530
5 1.9821 0.2070 0.4922 0.1758 2.5800 0.0579 0.0582 0.0581 0.0594
10 1.7369 0.2230 0.3743 0.1740 3.8438 0.0576 0.0580 0.0555 0.0492
1 2.5296 0.2436 0.4946 0.0495 2.1479 0.1155 0.1160 0.1179 0.0501
2 2.3646 0.2170 0.5824 0.2012 2.1735 0.1170 0.1174 0.1221 0.0525
» 5 2.4380 0.2432 0.6033 0.3492 2.5521 0.1107 0.1111 0.1154 0.0775
10 3.7747 0.2086 0.6487 0.3426 3.4811 0.1123 0.0763 0.1543 0.1393

4.5 MoE FPIRAEE S

K H ml-latest-small 204 45 , 1% F Yo B AL 5 30 58 A AR
SRR 5% 5 10% GRic M D) 10% 5 10% R @) .25 %
55X Ui B, LK 25% 5 10% (iic @) , % 5E 4B &
P ECh 40, 7 FIR 8 LA T 4 MBEAL A 5T 9 ik
W 1 B AR P B e P R B e iR P B s e
ELR BRI B E. TUE N, EHETHME 2
B, B T BT AR K (O BIQ B @) , Bty A 1987 31 44

W% {0 2 o WA — B, B 5 3T A 1 AR R (il O
@) Wit F P OB 7E B AR L 3% 2 B 0 HASE 109 A5 /) 8 L
FE AR ) A8 R, 1745 in K b 28 e I e 0 A R s R 1
FHHE S

1) CF #1 CF-ABHS A~ B & Y J§ PR 5 6g Js , il CF-
PSU Hl CE-TSD ¥R 8] T #it A % i e P X & 9
TESE T 2480 R DL 114 3T 4P 0% 1 v, A Al AE BLEE B9 4T
F R W] DLk ks @ A P . A L CF-PSU, CF-TSD ¥
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ek P R AR T 10, 6383% (HOF O @)
F128.9474% (BN @), Bili H & &R M =7 T
1.691 1% F1 28.9357%,

D CF-ITC AR & Bodi P 1 BE 1. 5 CF-RT 5 CF-
UTC #0037 — B M BCE P 5X 3% 0 3 F 545
JE AT T 4B U E AR 05 A AT uE LI P . 5 CF-UTC M
I CF-RT 76 % i P 3R 0 % b 40 B 48 Tt 1 84.9315%

(HORFQFI@) M 3.6765% (HOBID) , HXF B 1Y B &
F P A 4 R AR TR MR 8 | B0 B 8 /N (596 A 10 %)
IRTE S/ 51

3) 5 CF-DNC # K, CF-TeCNTS 7& 3 o ¥ ) 5 1 43 51
#1277 3.2680% (HHOFIQF @) Fl 29. 166 7% (@ F @) ,
ol P AR R IR T T 2. 2880% 129, 1649% . LA 5T
0 38 WA A SC T B SR s B AT S R A Bk P R B RE

F 7 BEHLYCE T AR IE SRS B9 S AR I B O % ke (D)
Table 7 Comparison of attacker identification ability of different strategies under random attack(1)
w4 ER I k&R PR A # &R SN ¢

O 0} ® ® O ® ® @ ® ® ® @
CF 640 671 741 741 0 0 0 0 1 1 22 22
CF-PSU 624 636 694 710 12 32 64 50 17 36 69 53
CF-ABHS 315 346 437 437 0 0 0 0 326 326 326 326
CF-TSD 281 306 345 357 14 22 79 68 360 366 418 406
CF-1TC 630 667 755 752 0 0 0 0 11 5 8 11
CF-UTC 547 578 603 603 0 7 68 68 94 94 160 160
CF-RT 576 603 602 603 27 40 73 68 65 69 161 160
CF-DNC 574 603 603 604 29 54 74 70 67 69 160 159
CF-TeCNTS 253 275 311 322 29 56 113 73 388 397 452 441

# 8 BAMLICE T A [ 56w Ay i o JH P 4G I E 0 X HE(2)

Table 8 Comparison of attacker identification ability of different strategies under random attack(2)
- EofF Eef Fy i A 3 1
O} 0} ® @) ® ©) ® @ ® ® ® @)
CF 0 0 0 0 0 0 0 0 — — — —
CF-PSU 0.7059 0.8889 0.9275 0.9434 0.3871 0.5161 0.4183 0.3268 0.5000 0.6531 0.5766 0.4854
CF-ABHS 0 0 0 0 0 0 0 0 - - - -
CF-TSD 0.0389 0.0601 0.1890 0.1675 0.4516 0.3548 0.5163 0.4444 0.0716 0.1028 0.2767 0.2433
CF-1TC 0 0 0 0 0 0 0 0 - - - -
CF-UTC 0 0.0532 0.4250 0.4250 0 0.1129 0.444 4 0.444 4 — 0.0723 0.4345 0.4345
CF-RT 0.4154 0.5797 0.4534 0.4250 0.8710 0.6452 0.4771 0.4444 0.5625 0.6107 0.4650 0.4345
CF-DNC 0.4328 0.7826 0.4625 0.4403 0.9355 0.8710 0.4837 0.4575 0.5918 0.8244 0.4728 0. 4487
CF-TeCNTS 0.0747 0.1411 0.2500 0.1655 0.9355 0.9032 0.7386 0.4771 0.1384 0.2440 0.3736 0.2458
ZERIE O ARSI T — i 3L T I AR T = 30 B g 1Y [4] WU Z,LI C S,CAO J,et al. On scalability of association-rule-

blp [e] 3k 30 4 7 5 3 5 I 0T YR TE B B A 4R O vk i 7 Hh e
8T TP 2% 8 S 7 A R A7 BE D B X A R Tl i
SR JTT I 29030 48 i 126 | AT A5 3L 48 2L IR F AR T AT 4y B 3 A
R HEMS LSBT 1) AR BRSO R T R R T
[ 3k 3 7 0 5 0 0 15 0 T A7 14 4 RS B2 AR AT e i e
JIZERY RIS TR P S AT O B SO 5 D B e B A (0L
AT TG 2 S 2 TR A HE— 25 B R BT 4R SR I ) HE TR
JE AP T T I o 3 T AT I E ST KO TR 2 A S oy
e 3 T % A T R A 7 RE ) AR Al TR R ML L X R R
WX T — MR E A
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