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Novelty Detection Method Based on Knowledge Distillation and Efficient Channel Attention

ZHOU Shijin and XING Hongjie
Hebei Key Laboratory of Machine Learning and Computational Intelligence, College of Mathematics and Information Science, Hebei University,

Baoding, Hebei 071002, China

Abstract The knowledge distillation based novelty detection method usually utilizes the pre— trained network as the teacher net-
work. The network that has the same model structure and size as the teacher network is used as the student network. For testing
data,the difference between the teacher network and the student network is utilized to discriminate them as normal or novel.
However,the teacher network and the student network have the same network structure and size. On the one hand, the know-
ledge distillation based novelty detection method may produce a small difference in the novel data. On the other hand, because the
pre-trained data set of the teacher network is much larger in scale than the training set of the student network,the student net-
work may thus obtain lots of redundant information. To solve this problem, the efficient channel attention(ECA) module is intro-
duced into the knowledge distillation based novelty detection method. Utilizing the cross — channel interaction strategy, the
student network with a simpler network structure and smaller size in comparison with the teacher network is designed. Hence, the
features of the normal data can be efficiently obtained. The redundant information may be removed. The difference between the
teacher network and the student network can also be enlarged. Moreover, the novelty detection performance may be improved. In
comparison with 5 related methods, experimental results on the 6 image data sets demonstrate that the proposed method obtains
better detection performance.

Keywords Novelty detection, Knowledge distillation, Attention mechanism, Teacher network, Student network
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Table 1 AUROC testing results of six different methods on six different Image datasets

BiEE MKDAD  GANomaly MemAE f~AnoGAN DSVDD ECA_MKDAD
MVTecAD 0.8908 0.7003 0.5548 0.7427 0.8338 0.9107
MNIST 0.9803 0.9603 0.8825 0.8906 0.9359 0.9916
Fashion-MNIST 0.9464 0.9012 0.8690 0.9195 0.9116 0.9495
CIFAR-10 0.8460 0.7415 0.6525 0.6311 0.6106 0.8489
SVHN 0.7330 0.5482 0.5210 0.5597 0.6068 0.7444
STL-10 0.9312 0.5689 0.6089 0.5603 0.6081 0.9439

26 PRI ETE 6 BhAS A PR K 45 b i JLAR] 3 F 2 P 1 fE

Table 2 Gmean average test results of six different methods on six different image datasets

B E MKDAD  GANomaly MemAE f-AnoGAN DSVDD ECA_MKDAD
MNIST 0.9576 0.9066 0.8145 0.8301 0.8754 0.9614
FashionMNIST 0.8873 0.8353 0.8022 0.8593 0.8539 0.8917
CIFAR-10 0.7735 0.6914 0.5909 0.5568 0.5315 0.7834
SVHN 0.6674 0.4953 0.4053 0.5151 0.5750 0.6812
STL-10 0.8600 0.4749 0.5514 0.5113 0.5296 0.8711
MVTecAD 0.8245 0.6538 0.5266 0.5391 0.7289 0.8538

F 36 FRTE TS EAAE 6 AN [R] PR A M 4 b B9 DR AT S i s

Table 3 FPR average test results of six different methods on six different image datasets

BiEE MKDAD  GANomaly MemAE f~AnoGAN DSVDD ECA_MKDAD
MNIST 0.0538 0.0923 0.1742 0.1905 0.1197 0.0448
FashionMNIST 0.0823 0.2038 0.2285 0.1616 0.1582 0.0700
CIFAR-10 0.2099 0.3261 0.486 6 0.5184 0.3671 0.2018
SVHN 0.4066 0.2721 0.2915 0.2821 0.3530 0.3978
STL-10 0.1225 0.5623 0.5647 0.2757 0.4427 0.1052
MVTecAD 0.1366 0.3157 0.4981 0.3652 0.2773 0.1067

Fd 6 AR I EAE 6 B A ) R KR b i U 4137 3 D 1 e

Table 4 FNR average test results of six different methods on six different image datasets

KA E MKDAD  GANomaly MemAE f~AnoGAN DSVDD ECA_MKDAD
MNIST 0.0307 0.0935 0.1949 0.1459 0.1288 0.0324
FashionMNIST 0.1369 0.1848 0.1649 0.1174 0.1294 0.1279
CIFAR-10 0.2417 0.2719 0.2575 0.2486 0.4557 0.2492
SVHN 0.2407 0.6452 0.6628 0.6199 0.4840 0.2245
STL-10 0.1556 0.2834 0.2356 0.6268 0.3676 0.1511
MVTecAD 0.2005 0.3399 0.2413 0.6123 0.2455 0.1771

F5 6 FORE T AE MVTecAD EMSEUESE 1 AUROC i P
Table 5 AUROC test results of six different methods on MV TecAD

B E MKDAD  GANomaly MemAE DSVDD RKDAD ECA_MKDAD
Bottle 0.9952 0.8000 0.4250 0.8810 0.9905 0.9984
Cable 0.8951 0.7371 0.5400 0.8255 0.9271 0.9040
Capsule 0.8109 0.7180 0.6210 0.8085 0.7308 0.8113
Carpet 0.8411 0.6376 0.2010 0.8535 0.7771 0.8640
Grid 0.7970 0.8028 0.9040 0.7845 0.6642 0.8764
Hazelnut 0.9904 0.7271 0.6030 0.7957 0.9682 0.9932
Leather 0.9507 0.7867 0.3630 0.7921 0.6090 0.9817
Metal_Nut 0.7483 0.5528 0.3390 0.6403 0.8279 0.7801
Pill 0.8494 0.6328 0.7050 0.8118 0.7870 0.8550
Screw 0.8418 0.6852 1.0000 0.9367 0.9467 0.9502
Tile 0.9271 0.6851 0.4190 0.7893 0.7879 0.9426
Toothbrush 0.9306 0.4028 0.4060 0.9861 0.8833 0.9167
Transistor 0.8608 0.7817 0.7260 0.8421 0.8775 0.8758
Wood 0.9719 0.9123 0.5950 0.9386 0.9237 0.9614
Zipper 0.9522 0.6429 0.4750 0.8217 0.8997 0.9496
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Fig.5 Attentional mechanism is used to replace AUROC and
inference time of different numbers of RelLU activation

functions on different datasets
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Fig. 6 Different attention mechanisms are used to replace AUROC
and inference time of partial RelLU activation functions on

different datasets
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Fig. 7 AUROC on STL-10 dataset using student networks

of different network sizes
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Fig. 8 Inference time on STL-10 dataset using student networks

of different network sizes
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Table 6

Parameter scale of teacher network and student network on

MVTecAD dataset
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Fig. 9 Visualization of distillation layer characteristics in student

network and teacher network on MV TecAD dataset
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