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Anomaly Detection Algorithm for Network Device Configuration Based on Configuration
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Abstract The problem of device configuration anomalies is becoming increasingly significant with the development of network
communication equipment. Traditional detection tools usually only detect spelling, formatting and other issues,and cannot identify
logic problems. Consequently,engineers’ experience plays a critical role in detecting such anomalies. To improve network service
quality, reduce repetitive work, and address issues like slow detection speed, weak detection capabilities, and poor versatility of
traditional tools, this paper draws on the design concept of abstract syntax trees and proposes an innovative unsupervised anomaly
detection algorithm based on “configuration statement trees.” It can identify seven types of detectable anomalies and provides
recommendations for anomaly localization and modification plans. The paper evaluates and compares the algorithm based on indi-
cators such as detectable types,runtime,accuracy.and recall using configurations from the operator’s current network operation.
The results demonstrate that the algorithm has good robustness and can effectively address network communication issues resul-
ting from configuration anomalies in network communication equipment.
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Fig. 1 Statement of a configuration file of “Hua-San” manufacturer(left) ,and statement of a configuration file of

“ZTE” manufacturer(right)
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ription Predefined _%_ role ;
2 i PORT D impori-exicommunity HIoE(E 7429
3 tlon-template _% R 1278
4 ®n 7
PADDRESS TP ADDRESS 976
p. %, dow il
o ESiEfE 5136
7212
7L shutdow BH
12431 E£=5EE 3
| | L 975

B3 WAy LB
Fig.3 Part of the "co-occurrence” corpus
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FA,

JUE B B AT A 1k A SCRT RIAK #5512 19 J7 1% 43 BT 3
Hie & A TR A SR SR (AR T A T 2 gt s i Oy ik
AT MT R 20 T ip Mokt R 0 S EE R, SBHA LK R
PR A g R . R FE AT BV A R AR
HRERTHITFIEREZIES W WRR h T k% EAF
GEAL | BLYE S5 S E B B TG Tk 58 L 4 1 Sl AT
FEALFTHERS o FE 3.2 Wb AR SO S T Hh AR W Y it
BRI T o/ N & L W Y o 3 ol T e |
B DA BRI SR 0 450 {E B O i IS B ) R 3R R
Wi 5 SO RRAE PSR FH C B M R KRB RN
i 5 S
3.2 BEEARMAR

H 1% 55 B 550000 1) T B S A T ik ARG I B )

B0 [ BEAR L B T Ge T A 1 BC B R R R D38 R RN BEAR 4 Hb
HE T B e SO R 25, D g AR R B g AR T A
i 308 5 DR 3 AR SO I LA BT R S 1 i Oy SR
AT AT AR B Ay i 5 3 1 4 220 1T 4 AR SO A T BB A
TEM G B AN MG, A6 T IR E SR YRt
PR R TC B ST R BT T A R R RO ST R
AIE, SR FH TG MR 00 SR B 0 4R S Y T S

AR SCH Y BC B IR AR R — AR 3 B R R
A B 5 — 2 I SCPHE B R A SRS K
AR 1 AR 545 B 5 38 22 R BT 1Y R AL A B S A A2
IR A7 B AT {5 ) A M % B 98 45 40 3 Sl o KRB & M CEG 56 =
J2 R ) S AL %R T AEAT WAL E R B B MR ) 4
) 3 8 d R O RN 5 5 D22 A ) Ay TR O AR 9 R
AT S AL B I B NS AT B S OGBS A G A
FulR ip Mihk DS A, AR 4 TR XRR G B A R
WA SR 4 Ol <A = 10213527, T R 4 =l g KL E
IR A R 7. 1. 075, Bt V& fK K M1 ¢ paragraph 17 ¢ paragraph
27+ *paragraph n” ZH i, % )2 1Y paragraph 7 & 4L C
ST B AL E D N S B AE B i 4 R,
‘paragraph 1’T & T 2 K, ‘paragraph 2" HEZ T 1 Ik, A0S
R LR B BTS, ‘paragraph n” BE T 3K, H =2
By S W AR A o ie 5 T A BT AEAT M AL B (E B L
M) FHyESEE WE ., KR paragraphl 4 {4, para-
graphl KUK A7 1(S1)7 ] F 2(S2) 7, 4 W& 1Y 43 %
BAERBRMAT, AF 2SO A1l Hh, SUVELET
TIRGSSZPEHE T 4 W, S HE T 3. ST LT
RAF LA F TS 3 AN CHEFA A Ktk S1 K. “ip
vpn-instance 5G_RAN’,A] F 2(SDO KK H — 1 E R AF . — 1
BN — AU 1S 8, Rk S2 R quad route-distin-
guisher port”,

XFF ip Mk 5 5 Jhash 565 S 8USE S B AR AN I B
TR I 22 2 BT AT AR B — SRR AE < W] — BOYE NI ip bk
B 171 45 2658 R LA BRI SR ME L A B 4 v AL 68 0 4R
HE P 9 B9 A T2 98 40, ¢ ipvd address 192. 168. 1. 102 192,
75.2.10° 5 “ipv4 address 192. 75. 2. 102 192, 168. 1. 102, 1%
PIAE AR B, 2 R R i R AL B T S B R R P
AR I 18 ) SRR AR AR AR TE R — A~ 8] 35 s, A&l 5 Ca) JiT R
A F T 3% PO A) I 19 ip Mk B A R I A DG TR A A AR
e T2 B4 2 8 S A ST Y R T, TE TR R S A L e b
B AR A | 35 87 3t 09 5 XU ] B 22 Hb i SR IE SR Y 25 R R
PR WRIN ST R A D R B R Th S
R4 SC R . R 6 4 2 I B A AR I T TR — A Bk
PR ip il (3l H 5 chash 2515 PS5 S 40, 75 B R —
ASBROR R NN LK 43, 4, b 3 At B0 v A
A ip MAIk B AT i T EATAE TR — A B L R 192,
168.1. 10274 5%k IP1, i #4192, 75. 2. 10278 sy IP2, 7
A T L TR R AR 3o AT 2 I AT SO ipv4 address TP1
1P2’° 5 “ipvd address IP2 IP1’, #0E 5(b) fiin, T HIET
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T X HG Al 7 2 0k o T O R R R 4 R R A A O X
b3,
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# - 4=

ip vpn-instance 5G_RAN ,ng "_fég 21352
route-distinguisher 10011:10013 bk 71075
route-distinguisher 10011:10013 s
route-distinguisher 10011:10013
route-distinguisher 10011:10013

diffserv-mode ingress uniform egress
#

interface Route-Aggregation 2.20 @ paragraph 1
mtu 9000

mtu 9000

mtu 9000

MHDETED 0st @52 ... @ sn

ipv6 address 192.168.1.102 192.175.2.102
ipv6 address 192.175.2.102 192.168.1.102 * ip
#

# * vpm-instance
interface Route-Aggregation 10
interface Route-Aggregation 10
description §__%#

password hash 1b50f22a62c8edce

* Route-Aggregation 49000 * address

4220 ®ipl ®ip2 e

ROOT * XRF AsH O hash®EB
Hit @ ittt @ EEXRK
@ #02 O HtFH

© paragraph 2 © paragraph n

* interface description * password

si % Route-Aggregation O _%_ * hash

© HASH

Ca) L 8 SO B i 80 ) 1 B

(b)) % BC 8 30 1~ B i A v

P4 SR SR B B i AR

Fig.4 A certain configuration file fragment and its “configuration statement tree”

® Sn @ sn @ sn
* ipv4 * ipv4 * ipv4
* address * address * address
............ lp X -
ip ip2 ipl

(D RFIEBE TSN
7 2 18] ST M A Y 43 5

(b) % 18 T 250 % 2 1) ) 106 5 14
HE 5

B 5 R B B RO 2 T i 7 2
Fig.5 Two ways to build parameter nodes in the configuration

statement tree
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U P IR B S8 35 5 4 L 4 380 85 o /DN 1) 3 288 s T X R 1Y 28
T D EF XA E RO R e MR L. KT RS
SCHEHEAT RS T B E vh s B AU O SR Y TG SO T
i F 0 A SCRY AT R TE A A R

15 8 5 Oy A TC SO ) S G R e KRR B
PR BB T T B SO IR S5 K P SRR AR A A R 1 R B v, AR
P2 T BBk ip Mk G 15 hash %5 A9 45 2 Bk 47 Ab B R
PR C B 5 A A e K AR B M iC SR S R B R . B
JF A R FTC MBI K- Means 55 12 %) 33 86 15 40 ) 0 47 562
FHB T SR T SR T AR A R IR B B Ak 5
R S 4 e e U0 B 224 A I R AR, T — T
30 07 8 %) S T R SO R AT S R E AL DA S g Hh AR I B Bk
VER

3.3 REEMSERARER

Z MLl 3. 2 T R BREIEREAL L B IE 6 0 LD AT
R THC B SC A T A 5 32 Y ) AR o 5 o7 FE B S Y
SEETAE AR BT R A 3 1 WP EN T AR,
UK (iR e i DA SE 21 @71 S N e RS 8 35 S UE {8
TP ML BT 7 50, BAR L HETIF 2 L K e
F 52 AT SR L BIL 4% 27 > R 28 000 4% B AR R B T 4 500k DL 3
5 G T AE B B B SR SR R G A T E T
7Rh SR E RS T 9000 L A EF SRR AL X 7 R R
FAVY BA AR E WA R E . JF H A SUR 6 B F A R
BB P W R, BT T — 5 m B SOk PR E L
B S A S w B ) TR L PR A 4 Y T RN B T R
R 7 AR LU SR T3 T AL A% 27 0l 28 0 246 50 A B e 7 R ik
HA O 4 R s AT AR

6 45 T RSN 5B RO RIEF IR, 5K R
W TG B SCPR A b — 5 R R SR IR AR AR L S TR B
AT R TR R Y DU B — B AT He X T LA
SE {37 B 5 T B i BT AR )T EOR BT AR R . AR E A B
SR R AT AT W R A R T SR . AR
311 AR AR ) S LR R T E R R R
[l 2D 23 4% L T A RS Y ip MLk RS S SR . R K IO
TE AR 3 1) 0 R I 2 S MR BB B 5

DR DF S S0, W 2R T L 2 S 5 98] 05 A9 28 205 H Al
TE AT AT RE S AR CHE T o IR, AS SO L S iR I A
A7 T X T YOG AR A AR AR o G X 9 TR G B
I EL 5 WA T 22 100 £ “ g 0 9 A SR g B N T 2, )
FRE Ny B DEE S5, IE A B ) S AR T X 0y 4 3
B gt 5 R L S R S O 5 R Lk
TR TS A B B 2 O 2, DU 26 4 SG B TR ORL R HP T
Bl 5 2 g R R /N T 2 WY IA) i . 48 R D VE S 2, JU) 35t B o
h KT BRE B IR AR BT TR A o R R [ R
S S A S R R RG5O R 2 S
PEE R

2) KBTI A 25 AR S Y A 2R R g L Al ]
WL IR ELAT LUBG RE A i 5C B 7 R R 00 LGS SG B R
JE 7 ob B AR o S 2 BREAT o SCA3R) L AR A3 1 B 5 SR AR T DL TR
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VCRE TR 5 o 56 T B 00 PO WY 1 0 4 i o5 TG B S A0 5k

VAR P T BC S L DU RT LA A S O OCHE T ] D A AR
e 26 e E A R R BRI A T R

30X T e N A 2 B Sy H A R T A L A 7R DT TS R OA
AN b R T AP R DU AT BE R ip Hb ik 0 S O S S R0
W AR AR P X R T AR ZE B S ip Hi bk o DS
S5, UL S TR R R X S S HO AR U R . i TR AR
ST B A ip i S S BN BB B AL 1 IR

Y RLHE L B AT 4R B S R R ip b hE SR DS 4F S B0R) IE B
SR

4)ip Ik i 15 AR Y S L A0 SR S R R AR
DIUCHE S ip kb s G 157 W ip 5 i S AR SR
T M R S AT A W R dX 48 2 i 12 I B T R
I AR SO S B v A L o o) TR I B RO B
VR ip Motk R 1S 2R BUT S

(D 5 “#i” mw

P 6 S o 5 18 Oy o A TR B AR R A

Fig. 6 Workflow of anomaly locating and modification plan recommendation algorithm

U0 SRS o BB S R ) TR TR SR RS 3.1 i E
0 5 SR, T T RE T BT SR I D 2R s T AR
B ) S R BT AR LU TR R R R TR U I A ] 43 31
6 5 e S S e BB O R

DB 2 ARG WP S 0 A WA A s, e
D5 RREAR R ) X 1z 43 52 BE AT DG C , 1 BT 5 2 DU E Y ) TR
5 52 A S R R A TR0 AU OC 28 L AR SR AT L, U 45 1
S REAL SRR SRR e T 26 i TR A A T
R RE BRI E] . X TR AR B A AT A 2R E i
L3 o DT PR AR AT Y S S B U AR YO R A S R
A BCHR — AN B ARG — R R 7E 3.1 TR
A LT ] TR R T AR I R R AR O R S
R ARATOCTE A L T 205 1 S 67 e SIS B L R A ) A8 2K
P

2) % T A B BUTUAY A SCGE 5 B AT ISR
e T JE A IRIC 2 T A B0, W, 45 1 55 67 5+
R AR O R

4 EEWAE

AR T BN T R AR SC Y R R T E R T 5k 1k AT PF
il BN A SCHE L 5L G0 T AWK pn 2% Kk T
H——7XSEM/TIM400 .~ 4 B 48 ) 19 36 T AL SCBE 43 07
B9 5 000 3 T L3 9 4% (Bayesian Networks) it 5 5 6
JEPH LA B B F FpGrowth By 5 % K 0 55 3k Hk 47 % H 4
B A R TR E RN e S FE k., K
W TR 8 [R5 DL R 8 2% 3 A O T i1 B 1k b A7
FEVTAR  3F — 25 T B A SR8 3 76 S5 A 00 e+ b E A 7 o 4
BERE#, AR 33K BE N Intel (R) Core i7-9700 CPU,
16GB W77 Windows 10 & 4t &5 R #l, % 7F python3. 6 3

BRFiEfT., BIPRHREESH, S22 h RHE T CPU
M —A .
4.1 ZLWHERESZL£ERA

FE S S AT AL A B b AR SCR R R B 2 R A
EN AR = o 7 P 1 A 1 B e S0 P U WV
XS E SRR E 5 A RER) TR AR % R S R
g JGEAE VBB, BT GE E R TR R R R B A A 4
Ji) 0 SR AR e o PR b AR S (5 P 30 S R A AT S o i e L g
T, T ip Hsik M 0S5 8. A XS % T Zhao.Yi
SR TAREDS T e in % i A2 vh 2 B X R ip M hk DL B 1S
B B — 57 5 Bl B 53 P — > B0, B S 8 Ho B — 2 19 ASCII 4
BTN 33K A BELAE b 0 B e A 45 SR L TR I 2 I B A Y B
BR8] . AR SCAE K A IR0 0 52306 v & BE L ip 3t il A 3
F 5 14 S 32 B A B WUT 26 3R L il A e 5 4 6L 56 I
S ARSCR BN I ASCIL 4 A% i 4 75 AR B3 1 ip ML
b S 2 0801 BRI B3 R AR B R R R AR INAT
55 W B A = O A A SR A AR B T SR AR I L L X R m
25 2T LUAE S A 2% 09 B0 T SR R R I AR A IR
JE s it T 3 FR R A P LS DL R T 4 AR U B S
ARLARICR T 3T Hash o8 B0R = 0 4 1 % 19 3% hn 2% &
T AT 0 R T B 4 4 DA RO T R ORL
.
4.2 FIHRNREEBILSH

ARATRAT kA= AN BB P %L R kR
ST RN E AT K4 BIBEHLI 200 A3 T , 44> 3 Tl
HU 100 £33 B 8 SCHF L B3t 100000 453 BE 8 SC1E1E 9 BOdE 46 L %%
AR SCEE 58 50 3 F BN DL KO T AT SR 4 AT W o ik
Iy AAE BL AT 5 B AT 2R

SCRG AR SCHR R 7 FR 2SR BC B SR AT R I,
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F 18] ARG T A Y pen B4R T R g R 5 3
FpSER N CHEFE DS Has s B, DL ip Mo kb A 05
6 2SR 0 S E A R T B N W R B G O A R
AR B FISE T AL bR SCOCTE 43 #7530 06 T LA e 3% 4 G TG 1
4 1] R, AEL 2 A% G0 (1) 4 % 4G 0 7 T 2 BN 4, 17 Bayesian
Networks Fll FpGrowth 3¢ #§ i 5 & 6 il 2 5 o R a0 A8 37
LFEE . B HH AU Ik AT A SR o T R R
A T 6 ) B A T L AR SCRE TR I IZ AR PR
1 RIS B

Table 1 Types that can be detected by different algorithms
REFHE NG NG X NG N
Rk N NG X NG NG
ip 3k % N N X X X
W HF R NG N/ X X X
A Bk k N X N N N
A TR N, X N v v
TR R NG X NG NG N

AL I | A SO SR I A TG 3 ) A R T B R B
TE 58 R BR AN BL R BUBR T A SCR 48 12 05 vk o
FYIX 7 BTG S 5 A1, A B T R 0 2R R R AT AR T
VL A At 8 A A28, T HLK 33X 20 S5 4 S o S I R ] 4
BN GUHEAT AT . R AR G0 B TN B R T OGR4
Brig sy e A B s B Y, A ARSI S R, R
NG 5 2R JF X B0 AR AT AR 1 L BXORE Y T A B AR
S Z BB e R B 52w, BE 2 B g ), A2, L
e HE AT B SCF R L A iR B A ©aaa session-limit telnet”
Hil “aaa session-limit ssh” , X W AJ 3G FH LR AJE TAEfT—HK 7
B, UL AR SR v ARSI YR e AR s TR AT AR
R IIX WA T AE — A R (R TE X R A R AT R A
BT 35 P A 35 B M R R R A L . Bt ad Ak T AR A A, 4
FC 8 B VR EAT A0 BT A R I T %R A AR S 0 B
X P 45 TC L 0 O AR X W AR G B IR A AR B A ], AR S
SRR — A TC B T, JE R N AR I R B L W DL A 3
AGE I HH A Ao S R R L BT AR SR R S LY S ARG
WHEAEM SRR
4.3 BT
4.3.1 %

HERR R 2 A 1 — P B A S e o0 AR bR . I A S
SR FH B T W A SR 2 AR o DR bt TG ¥ 4 VA AR e I
B U . BORTY B UHE R R PR AL AR X AR SC T L B
WA B GE T2 D7 VR AR A G 7 B ST A MR S e T R R R
T AWARBARMEA 5 KA 10000 £ 4 #4700
TR A SCHE R A B R R IR AR R BIE A R
BT RRENEIEE . WX 7 fh 5w 28, B0 IS M
AP 2SRRI 20 AbFE B T UORHE BUR 1 B0 4R 18 e
Bk Gt e,

B TAE G0 prn 25 580K T HL R 3 1A% St 1 DG IE 20 0 3k
AT S R A, DG 0 U0 SR WA IR SR T TS A R
Mlds 2= 2 B 536 I S T2 5 ptn i T B9 1 R
KRS BRSO ik BRI T AL B4 AT A9 5303k 3k
F 01 -7 R 2% (Bayesian Networks) (19 5 & #6054 45 DL M i+

FpGrowth 19 5 % K I B vE 24T X B

e 2 g A OGBS BF S M B R A HK L ip MBI |
H S A2 B 2R A2 T0AY DA K] - U 45 S5 A IO ) o f o
PEATGEAT A3 BT, AR SO I 10 7 24 9 0 A6 3k B 86 26, TE GBS
PFE G 8 5l O 25 4% X P S Ak 7 3 b T LGk #)
9020 LA b o TSI 43 47 B30 0k 9 T 5 M 0 A< 8500, H A
REIRE) 9026 LA 11y 3l 1 Fe B3 M1 7T LAAS Y L A SCH 1 e
PR RE.

2 MERREX LT

Table 2 Comparative analysis of accuracy

BT %)
e X Al X B Bayesian .
%1 %% AHF  Networks | POTOWD
KBFHE 91 X 87 85
=Rk 94 X 91 87
ip ik B ¥ 89 X X X
Wu 5 R 82 X X X
Ak 88 86 71 44
A TR 84 83 68 79
CER k] 82 82 75 77
4.3.2 Bwx

A 0] 2% 2 Ak — o RV T R AR B 9 98 A 4 B3 vk 52 B
LAY R B NI S R L, E T AR SR T Y R TG W B
R SR 2 AR, IRt T vk R A B R BT A R R Rl
T 10 ME B ST A B 0 AR S T 3k I 43 B Y 4 3 2
i AR 7 R R A MR d s 1 e R RS . AR AR R
4.3 1 TR BIE 10 000 15 K d . 78 2850 4 R BR 4R 5 AR
WIS S A AR SCHR B BEAT 3 BT . AR TR AR SO s R B
T AT B W7 5B s 5T 0Lk R 2% (Bayesian Networks) fY
HC 8 7 R DU Bk DL M B T FpGrowth (19 BC 8 S f I 5 ik
PEATRT L . W TSR 5 T ALY pon 3K T2 H 34 R 48
TR TR EHL AR 5 2 B O vk L AR U B A ] S5 g o) 250, (R O 7E 5
T WA A R B SIS po L SEIT L.

3 BRI AT

Table 3 Comparative analysis of recall rates

(BT %)
*H A AL XHE Bayesian

%3 §3%  AF Networks | POTOWD
XKBFHE 93 X 90 88
378N 97 X 93 89
ip Mo 4k 86 X X X
WH s R 42 X X X
a4 Bk 83 82 78 74
A LA 85 86 51 62
CER ] 87 24 75 38

LIAERANFR 3 A, KBTS O TR =S A% ip
ik R DL K 4 SR 9 S TRl SRR RE A ) 90 UL I R
MIFIRF] T 85. 1%, TERERM P ASCH K GET AT
TR/ M B vk L K i F Bayesian Networks 8 FpGrowth )
T3 VTR BE S R 1R 5 A5 A B Ok T T 22 B O OR K 481 An 1E A 7S 451
‘port link-mode route’ H “ route” 5 5 A “ rote” , ‘ address-family
ipvd unicast’ I 525 % 5 i ¢ ipv4unicast” , X Ff 5 B 19 A [ R
WE AR EEHBIE W A+B 5 B+ A X5 AT R
R, S SR Y 2 A AT R b 40 T HE A LR R L 461 G i
A N “address-family ipv4"’ 1 & 7] B A ¢ route-distinguisher

230200128-8



VCRE TR 5 o 56 T B 00 PO WY 1 0 4 i o5 TG B S A0 5k

65448:200017, A 5 B W Rl & N 984 A8 23 ¥ pUE 2 4 5
ATERT BTE/S K A 7E/5 BIERI MG IRTETE B AR R IE# Y,
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Fig. 7 Detection rate of 100 group models
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