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Abstract In recent years,the digitization of mobile terminal equipment has risen sharply,and fraudulent behaviors in the credit
industry have shown new characteristics such as dynamic development,concealment of behavior,and professional camouflage. The
cross-order growth of massive data has brought considerable challenges to the effectiveness and computational efficiency of tradi-
tional anti-fraud algorithms. Therefore, this paper aims to fully learn the interaction information between different entities in the
credit scene,reduce the computational consumption of the algorithm to make it suitable for large-scale graph data tasks,and pro-
pose a specific group mining algorithm BKH-II1(Bron-Kerbosh-H-1I) based on heterogeneous information networks. First, defi-
ning and classifing the credit entities and the relationships between them in the source data,and using the similarity between dif-
ferent entities as the relationship weight to build a credit heterogeneous information network. A two-stage H-graph-based maxi-
mal clique enumeration algorithm is adopted for the network to mine unique groups. Finally, potential fraud groups are obtained
through local feature engineering correction and division. Experiments prove that the accuracy of BKH-II on the four evaluation

indicators is NMI=0. 983, NRI=0. 96, F-score = 0. 943 ,Omega = 0. 95, and shows good generalization and low computational

complexity.
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i A :Person set P= {pj.ps,s -

Credit behavior similarity graph construction

, Pu ) : Credit behavior record of each
person in the time period

i i : Similarity Adjacency Graph Gp

1. Begin

2. Foriin[l,n—1] do

3. Forjin [1,n] do

4, Obtain Joint Credit Behavior Set B{pi.p;} between piand p;
5. For each b{bi.bjk»ax.Ic} in B{pi.p;} Compute SJ{ bk, b
aks I}

6. Weight set Sim{pi,p;}

7.  End for

8. End for

9. Vertex Set V=P
10. Edge set E indicates the connected vertices are similar
11. Construct Credit behavior similarity graph Gp =(V,E, W)
12. Return Gp
13. End
BT X ) 25 45 1 ) e M AR 06 S B AT IR R Mk 3 BT L I 4%
SEAR G R IR 2 .
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Fig. 3 Overall visualization of credit heterogeneous information

network
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NAE > 76 N AE P 58 BT AR i 530 0 R I AT 55 30K A AR
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Jr B - UK SR B 3R AT G S 0 L R A s
FPAABLBE (R BT 20 20 09 71 0 1 S 40 6 1) o TOL A0, 22 0 o A 4k
T3 X MCE B KGR KR EE MO, i, B7 3815 1
FAW KALES TN FE R R0 Yoshida 5 48 i T
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HELL R 53, B B B AR A5 1 e S B A 0T AR 2SR s T &
SRVERE AL, 7 X H25 40 0 e S R 2 AT i — 2P O L L X )
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Hi A :Graph B h,hV=0
it R A& S M(O)
1. For Vin (vi,vy,++,v,) do
2 If d(v)>h then
3 hV=hVU {u}
4, end if
5. end for
6. Compute H-graph GH of G
7.Foriin ( Gu, G, .G ) do

v 2 B

8. Asy =Tl —
9. end for
10. Ranking every v in GH with AS
11. Put top 20% node in seed node set S

12.S+=0

13. For each v in S do

14. Sit=(St UV Uadj (v
15. end for

16. from GH get Gs,
17. Apply based partitions MCE on Gs
18. Return # K4 M(C)
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Mo
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ey l?
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5= 9
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BKH-TI BB AT 1 X oo & 08 AR 4 ih 17 TR 40 A4 52 5
BB IR T A HERTEY B A v R i R T 2 3 289N
FEARVEAL T BB AR IR0 £ B UMERC B RN H AR BB 7E 2 Ak
FIE I 0] 52 2% 35 2 B8 EAT T LU, S v B 3 1 T R P A
T VAR,

5.1 BIBERSHIZE

A% 1 LFR benchmark A T.M%%

N A 4 SR BT 4 IX & 30 40040 48 M () LFRbench-
mark AT £ L 32 060 £ AT A 0 DA 4 X B0 9R 0k AE AN T
FAEE G548 000 2 vp (0 AT RCR VAR 5250 7T LASE S 18 2 O [\] Y
ST A AR A TE A () ) 46 25 4 v 11 1 e R o P R P R

AR EEHE T HERRSBORERE R . S M
Xie ZE0 [ 5286 T AL AL AR L 3 T 1 SR S 1000, 1R &
B N0 ~ 0.6 FB AL XT A AR A PEAG ROR . BT
AL IR N T M 4 1 5 2 AR R A 20, oK SR
50, 45 H7 4 a5 BE ¥ 3 R0 AL KRS 3 43 S IR AN A ECh 2
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5 DX U 0 0 B 3 A 2 ) B

3) Significance communities : 3 T 1% e {1k 1 1k 2 i %
EHIX KB %, 5] AT Signficance [F 2 , i i 455 Be B
T Y HE- S X 9 SR E IR AT AL

4) Infomap : 8 i XUZ G 5 5 2085 45 5 1 20 5 15 8 10 2 A5
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Fe 1R ST AR 43 ) T AN O A R AT R 4 1|
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QNN i R W UL R R VR DI e S /3 SO FERIAE HERA BE F A LML TR Tt
F 3 BKH-TI BRI 5L 56 45 1
Table 3 Experimental results of BKH-II model
Algorithm NMI Time NRI Time FI Time Omega Time
BKH-II 0.983 0.0730 0. 960 0.0738 0.943 0.0899 0. 950 0.0778
Walktrap 0. 896 0.2066 0. 836 0.2089 0.938 0.2085 0. 836 0.1937
Surprise_communities 0.838 0.1039 0.672 0.1030 0. 869 0.1195 0.672 0.1082
Significance_communities 0.771 0.1386 0.528 0.1370 0.775 0.1227 0.513 0.1102
Infomap 0.692 0.1435 0.673 0.1302 0.718 0.1290 0.673 0.1306
Greedy_modularity 0.458 5.8245 0.218 6.0858 0.327 5.8346 0.218 5.9043
Label_propagation 0.070 0.0719 0.030 0.0748 0.143 0.0734 0.030 0.0771

EARP LA e

WL LFR M4 PR G 28 p G EHN 0~0.6) 3k
W A6 A 3t X HEAS RIS f) AR ECR RS S8 R L 3R
%Méﬁéﬁ@ﬂ‘@?ﬁﬁ,Eﬂxﬁﬁ%ﬁiﬁ’ﬂéﬂcﬁnzﬁ’ﬂ%&ﬂiﬁjﬁc

Zhang FE1T (1 52 45 55 SR B L B & S8 o0 09 B0 B AL 1
TPEN AL TRl X 4 A IPAG R AR T 25 BTG 3R ] L
B HAEC0~0. )L 0.3,0.4,0.5 145 Bk B X 4 45
T 82 e 45 K, Hoi Label propagation #1 Greedy_modularity
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Tabel 4 Running time of BKH-II model

Algorithm N SZ Graph Total time
BKH-II 1000 Big 110 0Ominl7 sec
Walktrap 1000 Big 110 0min26 sec
Surprise_communities 1000 Big 110 0Ominl7 sec
Significance_communities 1000 Big 110 Omin2l sec
Infomap 1000 Big 110 0Ominl9 sec
Greedy_modularity 1000 Big 110 3 min55 sec
Label_propagation 1000 Big 110 0 min14 sec
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