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Noise Tolerant Algorithm for Network Traffic Classification Method
MA Jiye,ZHU Guosheng, WEI Cao and ZENG Yuxuan

School of Computer and Information Engineering, Hubei University, Wuhan 430062, China
Abstract Aiming at the problem that the correctness of the sample labels in the traditional machine learning-based network traf-
fic classification method will directly affect the accuracy of the results,a noise-tolerant network traffic classification method is
proposed , which is based on the deep residual network method. After normalization and data enhancement, the data is mapped into
a grayscale image,and the sample labels are added to different degrees of noise. Then,based on the Res2Net deep residual neural
network,a dimensional module suitable for the interference of network traffic noise is designed,and a deep neural network model
suitable for traffic label noise tolerance is constructed. Experimental results on public datasets show that compared with the tradi-

tional noise-tolerant classification algorithm,the improved deep residual neural network improves the classification accuracy under

different noise rates,and the improvement is more significant at high noise rates.
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Fig. 1 Overall architecture of network traffic noise tolerance
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Fig. 4 Gray scale images of different Moore traffic data
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Table 5 Statistics of Moore traffic data actually used
5 )

24 "o swesx MO/

WWW 9891 511 10. 24
MAIL 10724 554 11.10
BULK 8590 445 8. 89
ATTACK 6306 327 6.53
CHAT 6704 348 6. 94
P2p 9853 509 10. 20
DATDABASE 9764 505 10.11
MULTIMEDIA 10584 548 10. 96
VOIP 7394 383 7.65
SERVICES 7394 383 7.65
INTERACTIVE 9406 487 9. 74

Bt 96610 5000

O TR UL S SR 0 4% O Ak 20 S bR T S HE 8 B9 15 o0 L 3
T T A b 2 i 5 O B AR RN R AR A R L AR AR i R
Uk B B AR 4% R T LR

1—JP,-)
Horp N RIR%E R0 ML, P oS § AR TR A B
B, P A DR TEIR AR TR S . ARSCE
20 % ~80 Vo br 4 M FE 1 BR A R BEAT SL IR L B T A M S AR 4
Bk 6 .,

N,(j):NXP,XpX( (18)

L6 T E A0 R AR A
Table 6 Number of noisy labels to be replaced
% 0 1 2 3 4 5 6 7 8 9 10
0.2 1971 2138 1714 1256 1335 1965 1948 2111 1473 1473 1877
0.3 2961 3212 2571 1885 2007 2949 2924 3170 2211 2211 2814
0.4 3951 4283 3452 2517 2676 3936 3900 4226 2952 2952 3757
0.5 4939 5357 4289 3149 3347 4920 4875 5286 3691 3691 4698
0.6 5928 6428 5147 3778 4016 5905 5853 6345 4431 4431 5637
0.7 6918 7502 6009 4409 4687 6891 6828 7402 5169 5169 6580
0.8 7906 8574 6869 5038 5360 7877 7806 8461 5910 5910 7520

4.4 LWIKE
AR SCSEH PRI A B S B B NS 7.5k 8 .

xS FESHUHE

Table 8 Main parameter settings

BT LRAEEHN
Table 7 Experimental environment parameters
% 7l 2%
TE Ak I35 Precision 5820 Tower X-Series
BIERE Windows 10 64 bit
40 FE B Intel(R) Core(TM) i9-10920X CPU @ 3.50GHz 3. 50 GHz
B+ NVIDIA GeForce RTX 3080
M % /GB 32
Anaconda3 conda 4. 10.1
Tensorflow 2.3.0 A
CUDA 11.6

X S H
learning rate(1—4epoch) 0.0008
learning rate(5—6epoch) 0.00008
Optimizer SGD
epoch 6

batch 1000
batch_size 8
total training times 72

4.5 SEHWERENN
LA AT N KA R R, T SRR
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R (o FH A A R B b 25 2 75 19 Moore B3 £ JE AT S0 86, 3F
X BB AT BRI BF 5T . 7E 0.7 WM LR Ry SR 45 B
%9 g,

#9 MAARFE o, BIEA SCE-Res2Net Ay %

Table 9 Accuracy of SCE-Res2Net with different a and 8 values
(LT 20)
. B
0.1 0.2 0.3 0.4 0.5
1 88. 04 87. 34 87.58 87.30 87.78
2 86. 44 87.20 85.94 87.34 86. 76
3 85.04 86. 20 82.96 84. 60 84.68
4 80. 96 82.18 82.66 82.88 84.00
SCERAE R L TE 0.7 BN T, FRATIAR AL Y v 8 R L o

B, 2 a=1,8=0.1 i, BRI 5 28 o B 3R 05 5, DA U 3 i
TZA R R B A AL . [R) B R S5 R B A 5 3 2 R AT X L, 5K
ek Rk 10 Fral,

F 10 RJUA R 5% 0 o %
Table 10 Accuracy of different algorithms
(L2 90D
L33
g% =

0.2 0.3 0.4 0.5 0.6 0.7 0.8
ResNet+CE 96.50 95.48 93.98 92.34 89.32 84.08 69.22
Res2net+CE 96.92 95.94 94,82 93.06 90.68 86.92 76.74
SCE-Res2net 97.26 96.02 95.00 93.38 91.00 89.84 79.48

R A R UL, A ST R B SCE-Res2Net 5%,
Xt Moore S 48 #E 47 300 AL B 5 1% 4 nl K 18] R 88 J5 o 3k
A1 B 1 B ASE DL 0 St LA S o L AT AN [ AR A Jon gk A
3T A 38 XK AE A 450k PR ALY ResNet fil Res2Net, ¥4
WAART, AR RS LT HRT B, 0. 7T RS T AL
BB TEL R UETE 2. 922, I B2 > i
T A 5 M P 1 T 2K It SN TR 28 1 2 ) AR SR Y R
LG )L B T AR A 3R . SCE-Res2Net Jy ik 76 Xt 1§
T L A BN A R P A B A T Ok L S A R 7R O i 2

I BE T
BERIE ARSCHILNA TR MRS AR T L R E

TAHSEBETE 45 T — Tl ot 22 0 45 35 2% bR X SCE-Res2Net
S A L P 0T T 6 I ek BN 1 B 4 R R 2 ) R L iR
THAS [ 9 458 2% R B30 58 i e O 43 S A5 TR A 8 L, ol R A 7 2k
NG Gy i A R T RE S 1Y 2 3 ) R, DT i TR A 4
ZRCR . FERN AR K 4% LR 3 AN Jy i il AT S IR
— 2B IR SE - (L)W A5 A 57 FH 3 o0 4% 370 ek B0 4R b R AT S0 G
PRI T VR A 2 SE R 5 (20 R R BN 43 BT 5
IR 0 o AR T B 4 i M 7R A I ROR S (DT T
75 2 FH B0 R TR I 2 e, 5520 AT TR Y MR PR A3 2 0 R R AT
.
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