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Abstract Red teaming testing is a method to evaluate the security of network system by simulating real hacker attack behavior.
However.manual test has the problems of high cost and poor adaptability at present. Red teaming testing intelligence and auto-
mation is currently a hot research topic,aiming at reducing the cost of red teaming testing and improving the test performance and
efficiency of cybersecurity assessments. Automated attack strategy is the core of automated red teaming testing.it is designed to
replace security experts in the attack technology decision-making process. In this paper, the red teaming attack technique is
mapped to reinforcement learning, the red teaming testing process is modeled as a Markov decision process model, and the fixed
strategy and reinforcement learning strategy are implemented through the finite state machine. Reinforcement learning strategy is
trained and tested in the real network environment to verify the convergence and feasibility. Experimental results show that the
SARSA(QQ) algorithm is superior to other reinforcement learning algorithms and has the fastest convergence speed. The three re-
inforcement learning strategies can achieve the test objective stably in the test experiment.and the performance is much better
than that of the fixed strategy.
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e H Windows 4 4 Linux #r 4
New-Item-Path “.”-Name *“staged”- .
“ o ” & mkdir-p staged &.&. echo
a; ItemType “directory”-Force | foreach

$ PWD/staged
{$ _. FullName} | Select-Object $ /stage

Get-ChildItem C:\\Users-Recurse-In- find/-name ¢ %, # { f; }’-
clude *. # { /) }-ErrorAction 'Silent type f-not-path ¢ % /\\, * 7~
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az

Copy-Ttem # { f3[ filters (technique= cp # { f3 [ filters (technique
as T1005.max=1)]} # {f,[filters(max =T1005.max=1)]} # {f,
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Table 5 Algorithm parameters

Episodes I % E A # 500

Max Steps FMNNGHE A RFH &K P 20
a ¥R 0.01
€ KEH 0.1
14 FiEEES 0.8
A FRE 0.9

4.2 SLIEHER
Bl 8— &l 10 43 F 45 T 3 Fhoin Ak 24 35 532 2 il 1 B VIl
ilnl G A1 .

—— Q-Learning
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Fig. 8 Reward of Q-Learning algorithm versus training episodes
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Fig. 9 Reward of SARSA algorithm versus training episodes
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Fig. 10 Reward of SARSA(Q) algorithm versus training episodes
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Table 6 Training results

H Ko E & REKSESG HAZHm FHELR
Q-Learning 245 310 6 6
SARSA 335 418 6 5.9
SARSAQD) 51 344 6 6

7ML

Table 7 Test results

w5 MR AHK R F KK EAR %/ %
Random 1000 17 1.7
Greedy 1000 383 38.3

Q-Learning 1000 956 95.6
SARSA 1000 955 95.5

SARSAD) 1000 961 96.1

4.3 ZWHERSW

& 8.1 9 18l 10 DL K 3% 6 nl I, 3 Bl fh 2k 2] 5k 1 e
W53 i A0 i D 2R A5 3 R 2 Dl s SARSA () 4 ) T W 81U
) a4 B b . Q-Learning IR Z » SARSA #% % ; Q-Learning ik 3|
R W S5 FH Y 8145 e 20, SARSA (DR 22 . fH 5 Q-Learning
ZEFER/N,SARSA || £, BRI F  SARSA (O R M k1
P B8 4L X & A SARSA (DB 5% T & A4 Bl & 1 <47 s
B TEH Q M B AL TR Y AR A A Q fH . 10 Hox B 458
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