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Batch Zeroth Order Gradient Symbol Method Based on Substitution Model

LI Yanda, FAN Chunlong, TENG Yiping and YU Kaibo

School of Computer Science, Shenyang Aerospace University,Shenyang 110136, China

Abstract In the field of adversarial attacks for neural networks, for universal attacks on black-box model, how to generate uni-
versal perturbation which can cause most sample output errors is an urgent problem to be solved. However, existing black-box
universal perturbation generation methods have poor attack effects and the generated perturbations are easy to be detected by the
naked eye. To solve this problem, this paper takes the typical convolutional neural networks as the research object and proposed
batch zeroth order gradient symbol method based on substitution model. This method initializes universal perturbation with white-
box attacks on a set of alternative models, then realizes the stable and efficient updating of the universal perturbation by querying
the target model under the black-box condition. Experimental results on two image retrieval datasets (CIFAR-10 and SVHN)

show that the attack capability of this method is significantly improved,and the performance of generating universal perturbation

is increased by 3 times.

Keywords Convolutional neural network, Universal perturbation, Adversarial attack,Black-box attack, Substitution model
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b, IE AL AR G L 32 ) BZOS-S B, 78 2 AN EUIR & A
3BT Z R A EIRAE T FH R B fE .

2)BZOS K& BZOS-S H ik g e [ S A i & 1H i 8 T . 2
BT BCE B R 9B A & O N R R ROR
Hitt Foa BasE,

3%t BZOS K& BZOS-S Wi fh 8 gk il 47 T X L, HL# T %
ARSI BT 0 LR Ak 0 P i 22 5, LA S T R B 0 1 B0 R

ARICH 2 WAH T B AR SEA S Ra &0
TR IR 5 3 IR T A SCEE it B E RS
SR BB B s 5 4 1 4 0 D SE B Bh M e R AR ek
BRI RIT T S8, I BT T RIS R s B AU R
R,

2 MXIE

AR, XL S O & KR A BLR . TR A
&I & T Goodfellow 40 £ T PR B8 B 4% 55 1k
FGSM, Fl FI B8 B 75 5 A4 Bt 8. BIMEY Rl PGD™Y 35 24
FGSM 13585 1 o i 41 P 9 0ot R A A g 0 4 ) BT A AR
HEATZRAR I 38 0 %) B0k B A B i BE ML 30 )5 B AE S B0 1R
XHHUREA . DeepFool ™ il F B B2 4 Ak 451 2% o Btk 47 2% A%, LA
W /N Bl 2 AT A S B AR Bl A B b e B AR
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R B 3 16 T A RS 5 0 I 25 1 e AR A R R ALY
ALY JE X AR AT 1 & G R AR BB PR A
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P 1 HE AT TCHCHE | TR R R TE O 4k 7 8 H i . DU-
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Bl Az A L A T B 04 3 Rl 2 AT e 4R h 2 4R
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N AR AR B R AT TR 4R T 3R R R A
BEAF 5 g R AR A A Y B &l R Bk k. SERIE
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R ARG WA 0 A s, BERI T R & E ik
B AL ERE .
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HT T B 22 AR E e A5 9K R AN HE A B, S T N R
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B A XD v

1. v=[0]%; X—>{batchy »batchy . batchys » == s batchy } //#Iffk

2. for epoch in epochs do

3 for batchy in {batchy; s batchye s batchys s+, batchy, | do
4. Xade =XV //HE XS HUREA
5 foriind do
6 = loss(Xaqy 1+ he;) —loss(X.qy — he;)
: ' 2h
7. = loss(X,ay +he) *loss(xﬂd;he;)//ﬁ‘%,ﬂ{uﬁg{‘

2h

8. rS =08 % sign(r* ) / /B IEE FE 5
9. v=v-+r. //i8 I 8h

10. i [l vl >edo // i@k K 255

11. veex o/
vl

12, 8=8Xqy //HH A e
13. return v
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55 o DR 25 2 FR AN 2 S B0 1k 14 e 00t 48 i S5 i
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D A maske., » I 2R HIX 8 4 B 1) 28 A9 SF 35 (4
mask, ; ¥ mask e, AR 0 B mask, , 8 maske. 1Y
BIER 05 BT W mask,e., JETT UG
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- mask .
max(mask,,..,) —min(mask,., )

A5 2 5T A AT A e ws o we I IMEIRZ S 1, X ] B
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SEIME L 2 PR,
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L E X B Eh v
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batchw b //#I1H AL
2. for epoch in epochs do
3. for batchy in {batchy »batchy, » batchys » +++ s batchy, ) do
4. Xty =X TV //HE R HUREA
5. pos= {i1+izsig»e=siq ) s. 1€ [1.d]//BEHLIHE d' 42

+1 (10>

Wy —

LK.}, e) 3 X— {batchy » batchy » +++

230100036-3



Com puter Science

HEHES  Vol. 50,No. 11A,Nov. 2023

6. for i in pos do

o= loss(Xuay T he) —loss(Xuqy — he;)

7. °h

8. r =0 * sign(r” )

9. ws=DURCrS )/ /3 5T A 3
10. v=vtwser] //i8 RS EH

1. if vl >edo // B K L5

cx Vo
vl

13, 8=0Xn //EHHEEW

14. return v

12. V=

4 =B

TE 45 5 5230 B0 4 R BE HE B0k 19 & A TR L AR SCXE BZOS
K BZOS-S Wi F 8 &r i FI 4 30 A U WL 04T T I E . SR 4
R PR G T 3 R 0 A i R 47 i A s M BE R B A
B8 G R 3 28 SR vk W 3 IR T, HoBlo kS i BZOS-S &
2 HLA 0 T A
4.1 ZWEHEE

AR WA — & T AR b b, HR B R Windows
10,64 i ¥ /E £ 45, # # NVIDIA 2080Ti i K —3t, CUDA
MAA 11. 6. &38R Python3. 7 1 Pytorchl. 10,

AL CIFAR-10 B4 40 28 8085 48 1 SVHN [ 5
T B3040 A A Ry 92 50 FH B0 4 9 26 7 3 PO A B 4 U 2k
SN T VGG, NINPH FI ResNett 21 3 b A [ MR (19 22
B2 T2 53 I AN . A AR AL T B LRI 400 TREEAAE R
B B U0 G 5 A5 BIUHIE BB 4 TR A A gt L G5 2 B
90 1E B )RR AR VR SRy R A5 8 B Bl 1

A HGAA A& B a4 Ak S5 DUA B a
W Eh A U R S SRR B L 5 AR SCIR Y BZOS Bk
KU BZOS-S 47 e L, A UL B S B B
M 1 e, I RIL B A BINS 5.

#1 HHEBENEHSH
Table 1  Experimental parameters of each method
g% 5 #
BZOS 0=0.01,9=0.99,rounds=20,n=2
BZOS_S 8=0.01,6=0.2,d' =512, 7=0.99,rounds=60,n=2

4,2 BEEBHMaEREITEE

T B AR SO SR A A 3h 0 sk R 7E 4 i Bode 4R
b f ] HGAAL.DUA, BZOS, BZOS-S 3% 4 Fh& i 3 H 47
R, A S IR B . b X se 3 3 B P g L e B 3 MR AR
AR SO 5 R BT L 3 AN TR RR 4 i O 3l A 3h g i
B hy ok (W 2. BB (v, BU K TE 55 BB K
vl ..

TG A AL R B i B R by (), ATRLR
B AT EE B P RSk B A3 8 3 4 CIFAR-10 Al
SVHN #4435 3 9 R 4, 0 250 o 0l oy 256 4 305 3 &8 35 40
it & HGAA Bk 4 sl b B 3 5 T 2B & DUA B3k T
B sh, Hoh, 78 CIFAR-10 #0445 1 %0 i 2l & i DUA
B2y 1350, SVHN SR 4 Lt 3 fi5, &AM BZOS &
%5 BZOS-S Sk AH LG 148 0 8l i BOE T e mé i TR &
(R 3 HL At 8 7 1 o SO 8 o 45 R AE 4L 2 W AT
Bro 2 MR UIW . A LR &Y 5 T REN 4
Bt R A s s, Hoch e im B s a B a sk, 2
LS N T = e RZ NP G A

2 ML NIRRT L
Table 2  Performance comparison of universal perturbation generation methods
HGAAC v .=2) DUA BZOSC v ,=2> BZOSSC|v|,=2)
KA AR - .

hx.k  lvlie  hx.xkM vl vl axxkm vl hx O vl

) CIFAR-10 0.8059 0.212 0.6569 3.960 0. 447 0.7988 0.144 0.7895 0.172
NN SVHN 0.7341 0.163 0.2087 3.999 0.614 0.7646 0.155 0.7242 0.151
. CIFAR-10 0.8577 0.199 0.6017 3.999 0.409 0.8529 0.153 0.8540 0.159
vee SVHN 0.8239 0.147 0.2490 4. 000 0. 366 0.7822 0.168 0.7451 0.146
CIFAR-10 0.8676 0.146 0.6145 4.000 0. 304 0.8748 0.156 0.8608 0.169

ResNet SVHN 0.7890 0.186 0.2121 4. 000 0.319 0.7700 0.170 0.7472 0. 150

FOR L A AE A s 2B K (vl KRS
OB | vl o Hob 208K [ v | 2o A e 3h iy
AR A T B [ v || o ) 2 e T 3 4 3 7E A R
A FEMSCERE, TR R R E s S FE
PR HR AT WS B 19 85 R B B PR AR B R, R R R AL 4
Bl T R . AR S BZOS 8% (BZOS-S ik i i 4 sh v 2-
BB K R4 & HCGAA By MEL. W Hh 2, M TR &
DUA Bk 50% ; JC 55 14007 1 , BZOS 7k \BZOS-S &
LT MR T HGAA 53k, B B ¥ LT DUA Bk, 5t
A5 R R A T EUA B A A K RS g A o L A
SCHE M Bk A R B B AT e Y R O B bk YRR T
K,

B 1 ST 25 R I L X0 3R 43 28R [ A R AR I i — A
B PR B 5 T T 0 X B RE AR YA — B o R g R AR
SCHE T B A 0 D R B B AR R A 20 R R R

BBy 0 4 FEARAE

A ARSGR R T AR K AT & Bk i 5ol ioh
o, 4 PR NIN B4R S doid; B 4s 4 CIFAR-10
H SVHN Wi Ah5OHE 4 3547 B0k Hoh DUA FE 28 80K R
2 B 7E AN A 4 b 0 Moy BB 2 43 50 0. 251 Fi 0. 028;
2-JEHRTA Sy 3 I, MO B 343 00 0. 452 Fi 0. 131, A/ 1E
Fihh 3 R M AR A 2 L DR G AS 7E T v bl A, HC A B vk o R
LA 2 BioR . AR A B P E R N, B ) R
L, Rt B . TR SRR AR K AT, A
B R & DUA Bk B RAMERKH . BA50&
HGAA S22 BN, BN 20 B R 00T, 8Lk i)

RSk UL 78 PR A TE I 2 A I, AR SR A A B
WL RE % A BB /N (IO BT R e 38 R Bl FOrE e B
R FRARE BA TSGR THEA&EN
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Table 3 Migratory hx,kx (v)of perturbations generated by HGAA
and HGAA-M algorithms

HGAA HGAA HGAA

CR (VGG (NiN) (ResNepy  1GAAM
VGG 0.6947 0.4938 0.5898 0.7575
NiN 0.5327 0.5737 0.5303 0.5639

ResNet 0.6606 0.5278 0.7516 0.6700
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# 4 BZOSHIL.BZOS S HIkELAEN
Table 4 Time consuming of BZOS and BZOS-S algorithms

[€XTAD)
) Hok A E

S AL : :
BZOS BZOS'S
VoG CIFAR-10 1858, 54 1230. 81
o SVHN 1894. 25 1231.20
CIFAR-10 3727.35 971.63

NiN
SVHN 3623.25 968.78
CIFAR-10 1366. 81 1177. 66

ResNet

SVHN 1296. 29 1160. 10
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