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Hybrid Encryption Algorithm Based on I-SM4 and SM2

SUN Min,SHAN Tong and XU Senwei

School of Computer & Information Technology,Shanxi University, Taiyuan 030006, China
Abstract In recent years,data leakage incidents have occurred frequently,and information security issues have become increas-
ingly prominent. Since a single encryption algorithm cannot meet the security requirements of information in the transmission
process,data encryption is generally performed through a hybrid encryption algorithm. The existing hybrid encryption algorithms
are mainly based on encryption algorithms designed abroad,which do not meet the autonomous and controllable requirements of
cyberspace security. Aiming at this problem,a new hybrid encryption algorithm is designed by combining the improved SM4 algo-
rithm(I-SM4) and SM2 algorithm. It improves the key expansion part of the SM4 encryption algorithm,and uses the linear con-
gruence sequence instead of the original key expansion method to expand the round key, which reduces the correlation between
the round keys and improves the security of the key. In addition, the combination of -SM4 and SM2 can strengthen the manage-
ment of I-SM4 keys and improve security on the one hand. On the other hand.it can reduce the time required to use the SM2 en-
cryption algorithm alone. Through experiments and analysis,it is proved that the hybrid encryption algorithm proposed in this pa-
per can effectively improve the confidentiality,integrity and non-repudiation of information during network transmission.

Keywords Mixed encryption,SM2,SM3,SM4, Linear congruence
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Table 1 Time-consuming comparison of encryption and decryption
(LA ms)
s SM4 1-SM4
i g % o %
100 13.334 12.239 12. 187 11. 320
200 25.247 24.377 24,470 23.499
300 38.378 34.493 38.230 33.726
400 50. 138 45.882 49. 946 44,083
500 61.269 57.550 59. 255 56. 256

4.3 BAMBEE MR
A SO VR A NS EE X 1000 4H DL LK BE N 128 ok

1Y B P 2 A7 I g 2 B ) 0K, 9 A X SM2 Akt R AT T
M

H1 2 2 AT 3E 3R A 0 A T LA R R SM2 Bk

R i 5 A

221100116-3



Com puter Science

HEHES  Vol. 50,No. 11A,Nov. 2023

2 MR EEARI X L
Table 2 Time-consuming comparison of encryption and decryption
CHLf :ms)
SM2 SM2 -+ 1-SM4
HEM T we o o
10 62.03 53.53 38.00 14.99
100 490. 41 475.32 48.17 25.31
500 2319.69  2383.90 95.24 70. 24
1000 4785.24  4608.85 154.63 124.30
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