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Grey Evaluation Method of Network Security Grade Based on Comprehensive Weighting

QIN Futong, YUAN Xuejun,ZHOU Chao and FAN Yongwen
Unit. No. 63891, Luoyang, Henan 471000, China

Abstract Network security grade evaluation is the key of information system grade protection,to evaluate the grade of network
security, it is necessary to establish an index system according to the national or industrial standards of network security grade
protection, set index weights, and select an appropriate model for comprehensive evaluation. Based on the analytic hierarchy
process and rough set theory, the index is comprehensively weighted, which overcomes the subjectivity of index weight setting and
the burst of sample data. The correlation degree of the number series and the target sequence is measured by the grey correlation

degree,and the coincidence degree between the actual network security level and the evaluation standard is more reflected. The

example shows that the proposed method can effectively evaluate the network security grade.
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Fig. 1 Index system of network security grade evaluation
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58 0.79 0.74 0.74 0.44 0.77 0.24 0.23 0.74 0.53
330.63 0.55 0.81 0,41 0.90 0.54 0.10 0.53 0. 33
72 0.81 0.90 0.88 0.90 0.71 0.90 0.83 0. 89 0. 35
90 0.70 0.48 0.78 0.88 0.60 0.84 0.81 0.77 0. 31
50 0.82 0.68 0.84 0,85 0.77 0.36 0.90 0.90 0. 60
66 0.80 0.72 0.90 0.52 0.85 0.31 0.63 0.60 0.53
37 0.59 0.82 0.62 0.44 0.59 0.46 0.15 0.73 0. 38
250.90 0.41 0.19 0.15 0.29 0.36 0.21 0.30 0. 12
1 0.17 0.17 0.19 0.17 0.28 0.21 0. 38 0.45 0. 10 0. 10 |
T T 8 B 4 SR R A B FE B L R ET DA 3
r; =1(0.90,0.90,0. 90,0. 90,0. 90,0. 90,0. 90,0. 90,
0.90,0.90)
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X,=(1.0,1.0,1.0,1.0,1.0,1.0,1.0,1.0,1.0,1. 0
2) T S 1 A5 ) S I A
i PE A0 [ S 2 B0 AR B 4 X 25 TR BN AR B A
[0.66 0..90 0.90 0.82 0.90 0.90 0.78 0.72 0.57 0. 147
0.50 0.32 0.45 0.24 0.61 0.71 0.48 0.60 0. 13 0. 63
0.54 0.21 0.550.26 0.16 0.23 0.23 0.25 0.19 0.75
0.88 0.30 0.71 0.87 0.84 0.63 0.90 0. 81 0.53 0. 10
0.90 0.51 0.19 0.32 0.39 0.25 0.62 0.49 0.77 0. 38
0.80 0.23 0.55 0.90 0.16 0.85 0. 68 0.69 0.80 0.13
0.42 0.21 0.26 0.26 0.56 0.23 0.76 0.77 0. 26 0. 47
0.67 0.37 0.45 0.19 0.59 0.10 0.46 0.90 0.47 0. 67
0.28 0.19 0.10 0.12 0.10 0.29 0.10 0.17 0.11 0. 65
0.10 0.30 0.52 0.22 0.12 0.40 0.16 0. 19 0. 23 0. 69
0.50 0.18 0.32 0.16 0.15 0.23 0. 64 0.10 0.10 0. 40
0.340.20 0.28 0.10 0.48 0.15 0. 69 0. 37 0.40 0. 47
0.63 0.41 0.18 0.38 0.56 0.41 0.54 0. 85 0.27 0. 62
0.75 0.10 0.59 0.81 0.85 0.71 0.64 0.79 0.70 0. 88
| 0.83 0.83 0,81 0.83 0,72 0.79 0.62 0.55 0,90 0. 90 ]
R G106 B 2R BT =X (18) W LA 45 3 G 16 4 I
70.50 0.41 0.41 0.43 0,41 0.41 0.45 0.47 0.54 0.937
.58 0.72 0,61 0.80 0.52 0.47 0.59 0.52 0. 95 0. 51
550.830.550.77 0.91 0.81 0.81 0.78 0.86 0. 46
41 0.73 0.47 0.42 0.43 0.51 0.41 0. 44 0.56 1. 00
41 0.57 0.86 0.71 0.65 0.79 0.51 0.59 0.45 0. 66
44 0.80 0.55 0.41 0.91 0.42 0.49 0. 48 0. 44 0. 94
63 0.83 0.78 0.77 0.55 0.81 0.45 0.45 0.77 0. 60
49 0.67 0.61 0.86 0.53 1..00 0.60 0.41 0. 60 0. 49
75 0.87 1.00 0.97 1.00 0.74 1.00 0.89 0. 98 0. 50
00 0.73 0.57 0.82 0.96 0.65 0.91 0.86 0.81 0.48
58 0.880.71 0.90 0.91 0.81 0.50 1.00 1.00 0. 65
69 0.84 0.75 1..00 0.59 0.92 0.48 0. 67 0. 65 0. 60
51 0.64 0.87 0.66 0.55 0.64 0.55 0.42 0.77 0.51
.46 1.00 0.53 0.44 0.42 0.47 0.50 0. 44 0. 48 0.41
[ 0.43 0.43 0.44 0.43 0,47 0.44 0.52 0.55 0. 41 0. 41 ]
DT
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