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Dummy Location Generation Algorithm Against Side Information Inference Attack
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2 School of Computer Science,Shaanxi Normal University,Xi’an 710062, China

3 College of Civil Engineering,Lanzhou Jiaotong University, Lanzhou 730070, China

Abstract Aiming at the existing dummy location generation algorithm,a multiple query request attack algorithm (MQRA) is de-
signed to test its security. In order to effectively protect user’s location privacy,a dummy location generation algorithm against
side information inference attack(DLG_SIA) is proposed. It comprehensively considers the side information such as query proba-
bility, time distribution,location semantics and physical dispersion to generate an effective dummy location set to resist probability
distribution attacks,location semantics attacks and location homogeneity attacks,and avoid attackers filtering dummy locations
with side information. When the user requests for the first time,the DLG_SIA algorithm first uses the location entropy and time
entropy to select the location points with similar query probability at the current request time to generate a dummy location set,
and then uses the adjusted cosine similarity to generate the location points that meet the semantic differences. Next, distance en-
tropy is used to ensure that the selected location points have a larger anonymous range,and the best dummy location set of the
current request location is cached. Security analysis and simulation results show that MQRA algorithm can identify the real loca-
tion of users in the dummy location set with high probability. Compared with the existing dummy location generation algorithm,
DLG_SIA algorithm can effectively resist the side information inference attack and protect the user’s location privacy.

Keywords Location-based service, Query probability,Location semantics, Time distribution, Physical dispersion
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Fig. 3 MQRA success recognition rate

Hi B 3 AT LUE 2 ke (RSB BiE 18 17 8RB
MQRA 57 B R R B R AR 72 30 5 2432 17 ECR A2 1) B
&k HBHE R, MQRA F535 (Y 5021 31 4 72 i B AR (B TE
BATPIRI MQRA 83k 8 ik 2 ey B 9, ]I A2y 350 46 %
F 1k, WL AR SCHT i MQRA Bk BEWS A 20 % DLS H ik
4 B AR DR 4 ik

4 DLG_SIA &%

i R I A AR AL B A B 1 TE TR 22 i 7 A B
AETE 9 B RN 5% 1] 81, A SCHE o 51 A ZEAE AL L 32 11 T —Fh 4%
AR 7 £ S A R T A B A A DLGUSTA IRk 5
I W 24 117 oK S 7 o P B AE A i T D) B 2 A AL
AR R R A SR T AR A H T SR L £ A R A
BRA B AR B 3 AT A B L B S R
i — AR AR R AL B A IT AT oA . I A T S E S
Yok T O R AR A B AR A 07 B A AR 0 8 SR K I S I /N
Hol R iE L 2= 5M:, DLG_SIA B Ry EEA BT .

D TE R AT KT, B 2l 2 3 216 ) W7 224 17 335 oK A7 = 75
HERAT 35 08 ) DL R AT A7 B 4R AR 3 o 5 75 U 1) B 75 A
FE S 2 0 SN TR A ) 6 B, A SR W) A P A SR A B i AL
A E RN O 0 AL B BT AR S P B AR S AR
g,

W AP BB R, EH m 4 68 K/ANPIEELE D,
P Dy BODL BN key, i EHE Dy value IR INE] map &
o Ak map i O B0 IR K Y value MR AR AR Cs s AR m
Ak K/NRIMEIELE D, SR AT R I H ¢ B gL T
B 0T 5 F P B S T 1) AR 3R A B, I 32 TBCHST [R]  de
K —AEAEREERLE C, . LRSI TR %S C, f
% R A A S 53 A5 Bk

DB L E X4 AW C TEEWALE R IT
Vi) 2 75 6 D P B Y SO, R B 4k AN TR S 0
WO E S AR G C e I THTHEF BT 26 A0 A A A%
WA Co o X BB AR T A AR RE S C, 7E IR A 5 43 £ 1
R G A DA R B L

DIEMEEAE C, WAERE B B sh Ko i Co 45 L& A
A 8 /N i R 1 TR 3] % 67 T A R T B 5 4R
1 B R, O IO 1 /N IO SR A 5 R P L S A B A AR
frEdE Co ZOT BB T E A AL B4 C i nl IR A &
[/ o i

(5) fie ¢ Hi 1 RE 05 1K AR T 5% 15 8 HE R B0k 09 s AR IR AL
% COK % B BERTET,

DLG_SIA Rk P ACRS ik 2 Bis .
®i% 2 DLG SIA S
AP RENLE BT Lo, 5 R IHE ¢, BRAAEE & Bk, HET A i) HE
RAE py EVEE DB L I B 0, 1R 436 pr,
i Befk k B ELE C
1. if(Cached. contains(L,));
2 return Cached. get(L,);
3.end if;
4.if(p, ==0);
5 L,=L.»(pr,>0) and min(dis(L,,L,"))/ * X & &K
LI SR 09 0L B AT AL I+ /5
6. end if;
7. Ds<= M\ pr, Z A7 AN BEHR 8k AN E A
8. for(i=1;1<<=m;i++) do;
9 Dsi<= M\ Ds HBEHLIEER 6k >0 B 41
10.  map. put(HP(Ds) ,Dsi)/ * HP(Dg) s M4 20 (12) 115 04
LA Dei 9L E M * /5
11. end for;
12. Cg<—map. get(max(HP(Dg)) ) 5
13. for(i=1;i<<=m;i++) do;
14. Dyi< M Cs I 4k K/NEI AT B 05 K pr, ~pu, 5
15. map. put(HT(Dy) . Dy / * HT(Dy) R B 2 (13) 357 1
LB Dy I ] = /5
16. end for;
17. Cy<—map. get(max(HT (D))
18. for(i=1;1<<=|Cy | 5i++) do;
19, if(Sem(Ly,Cy. get(i))<<0);
20. Coem=<Cu. get(D)/ + W T 2 38 B H 0 19 {37 8 2 o0 7 i 51 46

A Coem ™ * /5
21.  end if;
22. end for;
23. Co <= ASC(Ceem) » T 2k A7 B £/ * ASC(Coenn) RRH Coen 3% T
FFHES =/

24, for(i=1;i<<=m;i+ +) do;
25, Di< M Co BEMLEEIR k—1 78 55
26, IE D B E/NE BB Coenter s
27.  map. put(HD(Dy) , D))/ * HD(Dy) 3R M Hi 2 (4) 152 10 i 1k 42
D: MEE B « /5
28. end for;
29. C<-map. get(min(HD(D))) ULy ;
30. Cached. put(L,,C);
31. return C;
ZFIRAE 1 — 3 AT HIWT YA R 2 e P A7 = W DL
FER AL AR R T R SR 4— 6 AT A ) S ik o B F AT
AL IR, VI A AR TR B 7 B R R K
B 712 A7 AL R B R R G LI R] A A BE R
OC6k X m) s FLYEYS 13— 17 47 4 U 8] 4 de Ky i &8 C.
HOF R BE S O 4k Xom) 5 FEEE SR 18— 23 47 % B AL i
SO AREBELE Co /1 2k AT /7 B SO A B AR B, LR (] &R
FBE R OCAk) s LIRSS 24— 29 47 25 JUHE B0 55 /N 1 M 8 45 5
P B S B R AR A B C, H [ 448 8 02k X
m) s i Ja G AR B AR C AT AR E AR [l
Wit 4 A Al F1, DLG_SIA Bk ET R B R E R KR
OG®) H R 5 55 B Bodi . W DLG_SIA H.: Rhge
LRAE R 55 0T 45 SCRE W R P A B R RATR K .

221000036-4



TR AL S R T S £ S A PR T A M A U

5 ZEWHWm

AR SO R A P AU AR L R AN AN B AR T T ot 3 98 o
W e T AR IR O B B AL B KU T AR = T 4
JR 55 5 0 Tk 59 BH . DLG_SIA 83k 45 & 2% i % 2% i) F ik
JOA= N < N NI o TR A= B2 S & B - T4 4
AR A E 25 B & A MQRA 3 %

EE 1 DLG_SIA HiEn LUK MQRA Zifi.

TER] . LBS 55 285 R B0k AR ICBIH P e — i 8 £
VAR EEE Ciw = {(C1 1 Cyu . C, ) I MQRA 8 3
35 Copae =C NC N+ NC, . BB T H KL, B 1<
| Coptere | <<k W Crooo P B DA AL WL 6

L,€CAL,&C;, 3 A<m<k,1<iAj<n) (6)

B 2 58 1— 3 47 AT A0, 24 FH P e [R) — 07 8 28 Ui oK
B L2 AR AT A8 A B 4 R R oK B B0 H AR BRI G =
{CaCyuees s COHE R (D

Ci=C; ¥ A<i7#;<n) (D

K (6) R (7)) BAH P &, W& A 57, B DLG_SIA &
20T LA MQRA B .

EE 2 DLG_SIA F k] LG 2 4 10 Mo i

TEW] 3@ i DLG_STA S35k 4 B 7 & 5 L, o JH P 8
AL AR 0 X (8) TR

P{L,€L,NL,EC)
P{L,€C}

__ Du
P{L,€C}
CEZ R RGN AT Ll R VAT O § i e & bATR: I R
K (9D R

P{L,€eL,|L,€C}=

8

p
PALEL, L, €C) =5 0

{(L,€C}
A B B T R P B B U L A
L; w20 2R (10)

pr, Fpr, o ¥V (IGFj<k) (@)
Mk 288 7T—12 47 FIEE 13— 17 47 Al 0, B0k 58 i o B
VRN 1 P e R AR L s 7 S T N A L RS

DL B AL A AL A B AR R X (10) il DLG

STA B33 ] LU Z30CHK A8 88 32 43 10 ki o

EI 3 DLG_SIA 5 a] LUHCE 1 & 8 L,

TEW B el R B B AR C={(Ly Ly oo Ly}
HR 07 B 5 B0 AR BT i B RS B A O A R
TEFW B ERLTEEWNAMLES L ML, 25FHE
A

Sem (L, L;)<<0, Y (1<i#j<k) (1D
Al U R T, A D R AR 2 5 18— 23 A7 Al
G, SR 5 A A A XA AR R R R (1D Ak A0 A
T AAGE LA 3118 B8 SO BLRE e /N R R 26 A0 & HEAT R
— ik . AT, Mo 3 e B AR W, B DLG_SIA Bk nf
PAAT SRR 07 B L .

EIE 4 DLG_SIA 5 a] LUHCAE o & 7] 57 it .

TR BB Bt i Bl S R AL B A C={L,. Ly, Ly}
T4 18 1 B 4 DX CR R 4 Wi 11 P B 58 o7 8 B 7E XU, 4 CR i
N VU 3 ), A WA B 2 s R B0k 2 38 24— 29 AT T L B
Pt g 5 REBIE B RN A— 1 AN ES SR

STV E AR B A C il X (4 AT AL S RN )
dCC; s Coer YT S B AN BB B4 B2 44 DX CR 3, A i
Yok H K, F W DLG SIA Bk 7] L. 48 £ 5 8] 5 1
G

e HARNE LR L WA T F G 8 ol A 4k BLRE Sy 48
E(X)=1/Ge—f"), Hrh k" g dr i 3 38 33 8 505 B3O 1B 1
P AR W BRI AU R G A Z N &,
ROKE /N T HAt T vk o BRI T 0 2 A9 R BEE ) L IR AR ST
T5 1k B AT B AR A R

6 ZHESHH

6.1 XWiEE

RIS UEA SO A M, T8 R A Geolife™™ B 5248
BB B0 B T2 OO 9% e A0 SR A BT B L L 182 B
SARNRY 17621 LB Bl . 925K #E A 23 [\ X 43 100 X
100 [ HETE W A% o 1A AR A s s A AR R 7R . S IR N
FLEE LR34 KB IRIRIR VBB B ATE D A T E ST
A, P BRAARE F N 2~20,18 XBME 0% 0, % &
—A R HTE R S 1000 KB ME .

LB L IDEA /RN FF R 6 R JAVA IEF fife L,
BE 4 2R55 0 : Intel (R) Core (TM) i5-7300HQ CPU @ 2. 50
GHz, WK 8. 00GB. #:E R % Windows 10,

6.2 EMIEFR

DY AR ]

W H R AL B AR By b B T R O A
AL8 I ASBH E P R BCR R IR AL & C & 7 & BTk
1) 77 55 5 96 ARE 32 0 A AL, X0 2 IR0 Hh R P S A A
BRI BB A 1 B RA O B R R B . o R Y T
K12 FiR .

HP(C):—jlpr X pr, 12)
Hodr, pr, HALEBIT AR, 0 L 2 NIRRT L.

2) B [7 i

i (60 8 FH 4 2 2 WA R B ) ¢ R RN B A P A A
TR T ) AR SR 1 M B st I R 3 I 2 e 2 o o

38 A 17 2R R TRD R P B S O R BB S N B T
BB = (13) s .
HTKD:*imeXm” 13)
i=1

Hobr,p, FoROIE BTG e AR E MR 6 H L2 W
B XK

3 2%

5 2 A 1l ) BT AR P A A R T R R 22
M Z A R B B A SO R AR O B R e 1 2
S R R W IR 0 B e s Y. 1 R R

HEWMR QD PR .
Sp—1— | Sem=01 a4
Ce

Hor, | Sem™0| 27 k B AL B4 AT ZE WA O B 0 2 R
J P SCIREF AN B CF oAl Bris BA R,

4) Wy B4y W

PB4 BURE T A e A B A P o N ] A R
JEE 7 SR BB S A AR A A v 5 80 B A A ) B 4 L

221000036-5



Com puter Science THEHLES Vol. 50,No. 11A,Nov. 2023

BE . PR B N g MR A7 B A TP A% B 2 R R R
(IR ATST TN

5) - 14 B 4% At ]

HH L R B BRAA R B R S — i R R S5
AR 55 J5 8 SJE: R A P ARG B DM R . AR SCR AT B
4, I [7) Sf i 4 P TR A D LBS I B9 IR 45 B 7E A3 IR 45 5T
St B RA PR AP RACR B BT R T OF- X B 44 B IR B R 4

6) T i # 1) HE L fig

HTHEEEREE —ENE =G S, KWk SR 4E#
RUIE LT A E (XD ok Z) 8 Y0 34 i HEFRRE )1, ECXO (R,
2 W T o 35 0 HE B A% 7 kR L B BT AR I P LS A B
A,

6.3 LWHERSHF

S MR B4 B4 A B L TR i 2 S L A B
JE -2 BE 44 B TR R B I 4 R O 6 AN O T 48 IE DLG_
SIA By i AE AU, 1 5 L 5 6] 28 B 47 8 4B U3k DLS 3
10190 enhanced-DLS % 3097 | DLP & k07 VLBS & 020 K
MMDSP B3k HE4T % L, B 5 30 IE T 48 SC5E 3 01 MQRA
B R

DI SCHH 0 X i 25 572k 1 5 i

FP AL A E CE B 0, % 1 2 H Wi X 25 P w
SR R 2 M BT AR I B A A A
B SCH B RICR L i — A S AR T SR AR S 5 AR [
T SCBE X 1 25 SR R W R AT AT

FH P B s SO TE OIS 0 S B AYBUETE A — 1,17,
AR 0 AEL—0. 5,0, 50 X5 X 2= SR, A 4
ol LG AR SCRATE £ EANAE S T, Bl TR R 0
FIWE /N 15 U R W N . M8 L BAE 0 & E /]
fE 2 O T HRAR A BB S L 1 A 0 1% B 2 KT g
AR BN A AT A A 22 R U — AN AU, AR S
B B SCBE O 0,

10
09
08
07
#M g6
R
W05
K
s 04
—— 0=0
v/ —o— 4=01
/ —— =02
0z¢) =03
01¢/ o §=04
—e— =05
0
2 4 6 8 10 12 14 16 18 2
£
Eal
Bi
W
o
we

(hoE (0,0.5)

4 ARNTR) SR X 1 2% e 4 5

Fig.4 Semantic differences at different semantic thresholds

2) o7 B0

& 5 KR4S SCIR A A U5 DLG_SIA #il DLS 5.3k |
DLP % #: | enhanced-DLS 5 7% . VLBS & 3 . MMDS & % K&
random S TER ] & (8 T A2 SR 17 B 4E 7 B0 X L 25 2

45 — T T

40| E2DLS
35 | B DLP

30| ™ DLG_SIA
. MMDS

A E 48

5 A kT 00
Fig.5 Location entropy at different £ values

W S g% W] DUE Y, A 3¢ DLG_SIA 836 R DLS 8
% .DLP % .enhanced-DLS 7. 7& & VLBS & ¥ 1 % &
T3 0 A AR R, PR B 8 B TE R TR) e (BT S AR 45 5 3
HEUIE B Lok 5 BEATLEE 1% R 2K 25 1R 3 S0 A 1A ABE 38 550 15 & i E A ()
ke B T A 2 35 /ME s MMDS 5795 19 07 8 5 I8 T H At 530 95 02
S SR B TR SOME I B L L RS A I8 e A i A
RPFATHER . A0 DLG_SIA 573k A= AR A7 B 4 14 137 B i B
13 T IR B I s A iR 26 10 M R, R SCE L R R
Y i F1E A0 ABE 3% 43 A1 L

3) B[] i

TEA SO, I B] 905 T > BE 38 J1) P A AS [ B 18] °F % sk A
VMR (R K SRR B B R PR ORI MR S, 181 6 2R
AN fe AL 5 A B0 12 1 I TR (A5 5 8 198 e ) 0 e A2 T LA
K F bk,

g

6 AR kAL A A

Fig. 6 Time entropy at different & values

KB 6 FT LA L Bl kA B R, 7 b B o A9 e 1) i 40
B TSGR T VLBS Bk AR SCH 7 B R _E S 2R
F+T 3.46 % Hit K FIH A, X &Py DLG_SIA 53 Al
VLBS #B LA [ b 18] B FH P % [] — {7 8 B 76 1) 37 (1] & Sk 156 B
AL E . VLBS 5535k W AR A SO 8 1 02 P oy L 5 35 W ) 38 45
HORE R 57 T Ao SRR A3 3k S ) st ) £ 5 ) o Ak 7 B O
SO 1) e e B B A . R UL L, DLG_STA 533k A B84 18 o7
AN (L RE 4% G BE 2 43 A B L T B2 A TR R R B AL
X A PR E X Er =

D HE

S0 3 o i 2 MR R AR A AR Y 1R SCE BT RREE
T SC 22 St R DU i ok 2 e 3 o 7 B O SOME B SR EE A

221000036-6



TR AL S R T S £ S A PR T A M A U

BT A 7 B A

ME 7 H ] LU H MMDS 5535 03 L2 S 3 7E 0.9
Z b .DLG_SIA B KT MMDS B 2K MMDS B EH
SEORUETE B A7 8 nl i TR X 2 5. BT VLBS Bk,
DLG_SIA kAR X 27 L& T 12.51% X &K
Sy VLBS F3% U o B 6] o & 4k A7 B S0, IF R % AL B il
SCHTUXE L2 RN R, s L E R AT 0.8 IR
HARFASCH 3, DLS,DLP } enhanced-DLS ik F H At 8 92
S B g = R W KA E R X, {H enhanced-DLS B & T DLS
H DLP J& X 0 5 Wi A Z I8 IR B R, i v DLE i X
25 51 RV B 43 TR S AR O IR IR T X T
AR SCE A BT AR .

09
08
07

EXERE

K7 ORI & FRE X2 S
Fig. 7 Semantic differences at different £ values

5) ) B 43 W

S 56 SR FH 0 B 0 O B kU 4 1 BB KD L B ) T
JE K, B A B B K, AR S S SR TR R R R BE S
kBRI 8. B 8 AR & (H I & Fh R LM
9 SRS R AH B 45 Rl Ak A A D A O B B 4
Fien iz

DLS
40 | —v— enhanced-DLS
~Z= pLP

35| —=— VLBS
r MMDS
—e— DLG_SIA

BB #

B8 AT e {EF BB B

Fig. 8 Distance entropy at different £ values

HIE 8 WAL BEE £ (HIASWIE K I BRIk 2 -5t
O, MMDS S BA SO WS BRI T 1. 37 %0 (AR B F A
B35, DLG_SIA Bk P BAR T 4.32% . HiE LB & ki
N VOB o7 A1 1 2 3 PR B K, B e BT 9 W LLF R 4 BT
S AR A T ENE, T MMDS 83k 8 56 I A7 B A
22 S RO IE T A A Y BE R B O HL B R N T
DLG_SIA &,

HiE 9 BT L i, MMDS B 3% /) 15 4 V0 B i k. Bedh.,
TE k AEAH W B9 A5 R, DLG _SIA &3k (9 - 1 B 4 3 Bl 4%
VLBS %35 fl enhanced-DLS F¥#F+ T 2. 19% M1 7. 07%,
H 5K J2 , DLG_STA 532 78 A5 WU AR A7 5 o0 B B8 05 1 Sy 3k B
P o o L3R IO 9 0 /I I 0 R AR Sy e 2B AR L RIE T
I ZAR N B AR A s R W B4 B . i bRl L, DLG_STA
VR AE G A7 B [ o B T T E A R YRR

P4 [E 4 36 [ /km

B9 ARIE kT AP35 4

Fig. 9 Average anonymity range at different £ values

6) - 35 & 44 B 8]

AR SOR S ¥ BE 44 B I ok B B vk MR AR b 8 E DLG_
SIA B A BB A B 30, TE AN & (T 4 JURD 5 3%
s X b, s g A E 10 B,

45 - -
—&— random

—v— enhanced DLS
—&— VLBS

30 MMDS

. —e— DLG-SIA

FHE 4 B /s

P10 KRR R AR T B 24 B 4 B 0]

Average anonymity time at different £ values

Fig. 10

PS50 25 JE AT, B R A A3 K, 25 Sk 1 T B 1 45 e
[ 7 3 1 0. 4% B9 0 7 X BB 44 B )L T IR AR RN T
DLG_SIA fy#a %, JE IR &, DLS 2 1 R % & ¥ 84 §UE
VLBS 5595 78 75 B0 AR B0k AR 45 R R A 3 % 4% R A 5 en-
hanced-DLS 557 5 76 5 — %6 vh 1 516 3 S AL DLP 55 9% 1 xf
enhanced-DLS B (W BB #E 47 2 £ - FI W7, 38 TR &
Ze e, ME T RTLA 1  DLG_SIA B R U8 T 24 i)
AN N B I B L 1 U X R DA = Y @ e
2 g 5 . MMDS #9735 1 44 B (8] K F B DLG_SIA 5
S Al 5 1 O R Ay G A K e BB IS T O D R B 4 L O BR
ANl R SO B B9 B . BUR AR SC DLG_SIA 53k i1 °F- 1
P 2 o ] R F H A 5 R A P TR Z RS N B
o 7 B R A RICR

Y R T AR

Yt A A FERE BRI T B 0 AR S RO, A
SRR kA R E (XO Ok BE R B0 F W HEBLRE 7. S0 86
SERME 11 R,

10

09 |\
08
07
06

EX)

05
04
03
02

01 [

0

E 11 AR EETHEX)

Fig. 11

T A 525 X L TR BE S k(B R WIS K E (XD & M

E(X) at different £ values

221000036-7



Com puter Science

HEHES  Vol. 50,No. 11A,Nov. 2023

Wb B B RN G POX = D) = L R W

NGB A R HEIR AR ) T R XA A B AT, AR
6] (9 PR 4P S0k L FE AR TR) & (BT A 53 0k 09 BO s % o 1 A
N Em BN DLS Bk H % BT M5 4 i Wi en-
hanced-DLS 5k K % J& i & i L Wi ; DLP B kU It DLS
BHRAT L2040 HW . MHE T VLBS Bk, & SCH % F
PIREAR 12, 41 % 2 Wy VLBS B3 ok 45 4 92 bR il L 2K R
BT MMDS B3k, A SCH &P W REAR 39. 27 % 2 W
MMDS 8 ik K 2 ot 8] B 2 . e i O, AR S5k X AR
RN AT Bk A SO DA R B TR B T B AT E A

CENTE T T
8§)MQRA 15 %

Tl T LA DLS B9k 2 5] 15 B 2 SR X L B 8 12 A A 41K 2
MQRA 35 d . HEE DLG_SIA 56 MQRA I i
BEVE A R AR SCHEAR ] k(AT BEAT SE 30X L . 5230 45 5L 40
B 12 iR,

RARA

B 12

MQRA Ji§ 2R 5 %

MQRA success recognition rate

Fig. 12

Hi B 12 0l LLE 76 R 5 & AR B, A8 JH P 7E R — 7 &
T SR LR M 55 o R0 il 250 o 3 9K B0 453 vk 38 SR A= A i {1 A 2 4
Je b TE vk LU A P FLSE A L, X A DLG_SIA
B P B RIE R EAT R W — 08 0T KGR B
TSR AF T 3 g R A B L AR R L P S A Y
HERIFLN 1/k, B DLG_SIA 5350 X e 2 o BoA R 4 59 B

FAPRAP IR
ERIE  FxTOA MR E AR T L AR SO I T — b

Tl B i A Tl A O P LS B AR R T 1k B
PG TR R A R L E VAR RS N SEEISE g L
SN A7 TR A9 BERA T 5 1) U A S £ 5 2 R S L I 8] 3 A L A
B SCM Yy By BO% AR T — FhHGE R S B
B B AR I o T A IR P 4 A B 0 Y Al bR A
FE 0% A W06 T P {0 2 B A 75 SR B0 A (o L 4 1T HL BB 18 AT AL
AR L 5 23 A Bl o B LBl LA A R Bl A
W, 22 4 VPR 4p B RO S 36 45 R — B E W T BT R B R B0
AR FRTAT PR T 4Rk 2 R X B AR R A9
B RRFAGRA T — 2R W 5 S B B 9 BR 8 ob Y R R R
A

2 £ x o

[1] ZHANG X J,GUI X L,WU Z D. Overview of Research on Pri-
vacy Protection of Location Services[ ]J]. Journal of Software.

2015,26(9):2373-2395.

2]

(3]

(6]

[7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

221000036-8

YAN G H,LIU T,ZHANG X J.et al. Service Similarity Loca-
tion k Anonymous Privacy Protection Scheme against Back-
ground Knowledge Inference Attack[]J]. Journal of Xi’an Jiao-
tong University,2020,54(1) :8-18.

ZHANG Y B,ZHANG Q Y,LIZ Y,et al. A k-anonymous Loca-
tion Privacy Protection Method of Dummy Based on Geograph-
ical Semantics[]J]. International Journal of Network Security.,
2019,21(6):937-946.

ZHANG X J,GUI X L,JIANG J H. User Centered Privacy Pro-
tection Method for Differential Disturbance Location[ ] ]. Journal
of Xi’an Jiaotong University,2016,50(12) :79-86.

ZHANG X J,YANG H Y,LI Z,et al. Differentially Private Lo-
cation Privacy-preserving Scheme with Semantic Location[ ] ].
Journal of Computer Science,2022,48(2) :147-155.

HUANG G,DENG K, XIE Z,et al. Intelligent Pseudo-location
Recommendation for Protecting Personal Location Privacy[ ]].
Concurrency and Computation: Practice and Experience, 2020,
32(2):5435-5446.

ZHU X Y.CHI H T, NIU B, et al. MobiCache: When k-ano-
nymity meets cache[ CJ // 2013 TEEE Global Communications
Conference(GLOBECOM). IEEE,2013:820-825.

SUN G,CAI S, YU H,et al. Location Privacy Preservation for
Mobile Users in Location-Based Services [ ] ]. IEEE Access.,
2019,7.87425-87438.

CHEN S, SHEN H. Semantic-Aware Dummy Selection for Lo-
cation Privacy Preservation[ CJ // 2016 IEEE Trust-com/Big-
DataSE/ISPA. IEEE,2016:752-759.

ZHAO P,LIU W,ZHANG G et al. Preserving Privacy in WiFi
Localization With Plausible Dummy Locations[ J]. IEEE Trans-
actions on Vehicular Technology,2020,69(10):11909-11925.
DEWRI R, THURIMELLA R. Exploiting Service Similarity for
Privacy in Location-Based Search Queries[ J]. IEEE Transac-
tions on Parallel and Distributed Systems,2014,25(2) :374-383.
ZHENG L J,YUE H H,LI Z X, et al. k-Anonymity Location
Privacy Algorithm Based on Clustering[]J]. IEEE Access,2018,
6:28328-28338.

ZHAO Z M,HU H D,ZHANG F,et al. K-anonymous Location
Privacy Protection Method Based on Circular Region Partition
[J]. Journal of Beijing Jiaotong University,2013,37(5) ;13-18.
WANG J,LI Y,YANG D,et al. Achieving Effective $k $-Ano-
nymity for Query Privacy in Location-Based Services[ ] ]. IEEE
Access,2017,5:24580-24592.

GEDIK B, LIU L. Protecting Location Privacy with Personalized
k-Anonymity: Architecture and Algorithms[]J]. IEEE Transac-
tions on Mobile Computing,2008,7(1) :1-18.

NIU B, LI Q,ZHU X, et al. Achieving k-anonymity in Privacy-
aware Location-based Services [ C] // IEEE INFOCOM 2014-
IEEE Conference on Computer Communications. NJ: IEEE,
2014 .754-762.

SUN G,CHANG V,RAMACHANDRAN M,et al. Efficient lo-
cation privacy algorithm for Internet of Things (IoT) services
and applications[ J]. Journal of Network & Computer Applica-
tions,2016,89(7) :3-13.

DU Y.CAI G.,ZHANG X,et al. An Efficient Dummy-Based Lo-

cation Privacy-Preserving Scheme for Internet of Things Ser-



TR AL S R T S £ S A PR T A M A U

[19]

[20]

[21]

[22]

vices[ ] ]. Information(Switzerland) ,2019,10(9) : 1-15.

XIA X Y,BAI Z H,LI J,et al. A Location Cloaking Algorithm
Based on Dummy and Stackelberg Game[ ]]. Journal of Compu-
ter Science,2019,442(10):92-108.

WANG J,WANG C R,MA ] F,et al. Dummy Location Selec-
tion Algorithm Based on Location Semantics and Query Proba-
bility[J]. Journal of Communication,2020,41(3);53-61.

SHI X J,ZHANG J R.GONG Y. A Dummy Location Genera-
tion Algorithm Based on the Semantic Quantification of Location
[C]//2021 1IEEE International Conference on Artificial Intelli-
gence and Computer Applications (ICAICA), NJ: IEEE, 2021:
172-176.

WANG S,LI F H,NIU B,et al. Research Progress on Location
Privacy-preserving Techniques[ ]J]. Journal of Communication.,

2016,37(12):124-141.

[23]

[24]

221000036-9

MACHANAVAJJHALA A,KIFER D,GEHRKE J,et al. L-di-
versity: Privacy Beyond k-anonymity[ J]. ACM Transactions on
Knowledge Discovery from Data,2007,1(1) :3-5.

ZHENG Y.ZHANG R,XIE X,et al. GeoLife:Managing and
Understanding Your Past Life over Maps[ C]// The Ninth Inter-

national Conference on Mobile Data Management. IEEE, 2008 ;
211-212.

ZHANG Xuejun, born in 1977, Ph. D,
professor.is a senior member of China
His

search interests include edge compu-

Computer Federation. main re-
ting, differential privacy,network secu-
rity,data privacy and machine learning,

etc.



