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Abstract In recent years,the industrial Internet of Things based on group information sharing has been widely used in industrial
manufacturing, financial trade and other fields due to its real-time, security and information exchange characteristics. However,
this technology is based on the group key agreement protocol, which has defects such as high overhead, weak security,and low
scalability. Therefore,how to design a safe and efficient group key agreement protocol has become a scientific problem that needs
to be solved urgently. In this paper,using the mathematical structure of balanced incomplete block design and the elliptic curve
Qu Vanstone authentication protocol,a new method based on structured group key agreement protocol is proposed. First.in order
to reduce the computational overhead of the protocol,the ECQV authentication protocol is used to avoid performing pairing oper-
ations. Then, the security of the proposed protocol is proved with the help of ECDDH assumption. Finally,in order to reduce the
communication overhead of the protocol and improve the scalability of the protocol,the existing group key agreement protocol is
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p* and p?+ p—+1. Experimental results show that the proposed protocol can reduce the computational overhead to QG nm) sand
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