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Abstract Electronic health records(EHRs) data has become a valuable resource for biomedical research. By learning multi-di-
mensional features hidden in EHRSs data that are difficult for humans to distinguish, machine learning methods can achieve better
results. However, some existing studies only consider some privacy leaks that may be faced during or after model training.resul-
ting in a single privacy preservation measure that cannot cover the whole life cycle of machine learning. In addition, most of the
existing programs are focused on federated learning privacy preservationmethods for single-mode data. Therefore,a federated le-
arningprivacy preservation approach for multimodal data is proposed. To prevent the adversaryfrom stealing the original data in-
formation through reverse attack,differential privacy perturbation is performed on the model parameters uploaded by each partici-
pant. To prevent the leakage of local model information of each participant in the process of model training, the Paillier cryptosys-
tem is used for homomorphic encryption of local model parameters. The security of the method is analyzed from the theoretical
point of view,the security model is defined.and the security of the subprotocol is proved. Experimental results show that this
method can preserveprivacy of training data and model with almost no loss of performance.

Keywords Federated learning, Multimodal data, EHRs,Secure aggregation, Privacy-preserving
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DP-Fed Ave™ T L B HoAib 55 56 1F (4 i P 7 S8 46 Auroc., #E i R
(Accuracy) A% & (Precision) . & 8] 3 (RecalD) il F1 ¥£4) (F1-
Score) FF 5 T #EAT T M 488, B J5 WF 98 T B R 00030 Xof AR R0 KG
1) 5 1)
6.1 EBEEHIEE

% JE&F) Paillier % R G035 IT# BK X T ResNetl8,
ResNet50 55 I B i 25 ) 4 A5 0 1| 2R 5 S5 i 2 e 1, I otk , A
SCHTA SERR R T 4 25 B 4 W 45 A% R (4Layer Convolu-
tional Neural Network model, 4Layer-CNN) , # £ % 2% 45 #4
mE 2 i,

model= Sequential ()

model. add(Conv2d(in_channels=3.out_channels= 16, kernel_size=14.stride
=2.padding=2.activation= ‘relu’))

model. add(MaxPool2d(2))

model. add(Conv2d(out_channels= 32, kernel_size =3, stride= 2, padding=
1,activation= ‘relu’))

model. add(MaxPool2d(2))

model. add(Conv2d(out_channels= 64, kernel _size =3, stride= 1, padding=
1,activation= ‘relu’))

model. add(MaxPool2d(2))

model. add(Conv2d(out_channels=128, kernel_size=3, stride=1, padding=
1,activation= ‘relu’))

model. add(MaxPool2d(2))

model. add(Flatten())

model. add(Dense(num_classes))

2 BioMed-PPFL i 22 [ 45 45 #y
Fig. 2 Neural network architecture of BioMed-PPFL
ARICHTAT S2 B H A T MedMNIST v2 $r#iE 4207, %5
Pt B2 % AR RN = 4k 2R ) IR A TRR A3 28 0 R R A R R ST e A
W AL 12 4> 2D Hdfe 42 (28 « 28,224 x 224) Fl 6 4> 3D $ 4

£E(28 28 % 28), KUIRAEMRE T E W IE =BG b Y £ ZHE
A (CT X S A %), ERF ML 55 KB (228 L
Z A TE ENED I 38 AR 25 A B KON CNBCE B T . X T
2D Bl & . 7 #F ResNetl8 il ResNet50 43 Bl £ 28 = 28 Fi
224 % 224 Sy HFE B AT IR X T 3D #HE 4, S HF 2. 5D,
3D, ACS %1 ResNetl18 1 ResNet50 #EA7 MR, A S0k
T OrganAMNIST, OrganCMNIST #l BloodMNIST i%x 3 Ff
2D s R HEATINK . B MR R 2 . AT IEM
IR IR SR Y B 4 b 3 VR4S S BT BB AR T ¥
HEREFR A .
*£ 2 BUEERME

Table 2 Description of datasets

BAEE B I8 A % I % & I i & K &
OrganAMNIST2D % 4 %(11) 34581 6491 17778
OrganCMNIST2D %4 %(11) 13000 2392 8268

BloodMNIST2D % 5 %(8) 11959 1712 3421

6.2 XWIZE

D) 5256 5

BfE RS ubuntu20. 04,CPU 4 IntelCore i9-10850K ,
KN CUDA Toolkit 10. 1, Jf & ¥ i & Anaconda3, Py-
thon3. 7. 0 fl PyCharm, BEF=%JHESL AT Pytorch &
F i /IR 55 25 2R

2) ALk

HT RN PTAR T R RE R H 5 & MY FedAvg!,
DP-FedAvg™ Jy i DL B £ S ik (1 i e ) & FedHE™ 4T T
FLi . 7E DP-FedAvg J5 ik, 84~ 5 5797 5 A B 8 3 5080 32
F) 22 BAFAME A AT . 78 FedHE Jrik 42 555 M iy it
BB BR ] Paillier B R GE M.

DS E

ARSCSH A A S 4 R 4 B 4 W 45 B (4Layer-
CNND4FHITE 28 % 28 Fl 224 % 224 Sy PER b AT I, 3
B4y FE R I BB B 4 51 5 AR A 4Layer-CNN(28) Fll 4Layer-
CNN(224), Hi S 38 Jy B KR 192,41t K/ 128,
By TE B 3, AR I R AR BN 5 A8 2k eR B AR
i, L6 78 0 Adam, W) HR 2% > R E R 0. 01, FRFA IS €
R 10, I T 2 Sk 78 AR AR S B b R b X B 3 R 9 L A8
25317 8 4 5 Epochs B 50 % A1 75 %0 I, 2% 3 g 2, H
TR S Bk 3 A,

w3 RS HEE

Table 3 Special parameter settings
= o
. " |
A E P
e PRE sm wA% Epochs

28 30 10 30

OrganAMNIST2D
224 30 10 10
28 15 10 30

OrganCMNIST2D
224 15 10 10
28 10 10 30

BloodMNIST2D
224 10 10 10

6.3 fMEBELERAGE RS

T 4 B % OrganAMNIST2D, OrganCMNIST2D #l
BloodMNIST2D % ¥ & I (9 52 56 25 SR A7 348 7 .

1D Organ AMNIST2D %48 4 1 55 56 285 5 K 43 Br

F 4 A 3—& 7 BR T OrganAMNIST2D $4E 4 119
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SEE AL St sk R FedHE 771 5 FedAvg 77 B9 4
RIBTIVEREAE Y I H R AR H R E . R T Paillier [ 5%
T E AR X BT ARG B MERA R PR AR AR T A R0, 48 10
B 7% Y DP-FedAvg R MAH Y, 55 FedHE ¥ 5 Fe-
dAveg FETEMRE LM ZEH FEEM T2 E 20 RAE SN
., HERABERE —GE, g ke S
FEURA A B 22 ) 0 35 A A
# 4 OrganAMNIST2D %48 4 A9 P REXT 1L

Table 4 Comparison of performance on OrganAMNIST2D dataset

N i BioMed- DP- Fed

R E ;ﬁ PPFL FedAvg ~ [¢dHE Avg
Auroc 0.979 0. 980 0.982 0.983

Accuracy 0. 886 0. 885 0. 888 0. 889

28 Precision 0. 889 0.887 0.892 0. 890
Recall 0. 880 0.878 0. 882 0. 882

Fl-score 0. 884 0. 882 0. 887 0. 886

Auroc 0.981 0.981 0.982 0.983

Accuracy 0. 892 0.891 0.894 0.894

224 Precision 0. 896 0. 895 0. 898 0. 900
Recall 0. 886 0. 885 0. 889 0.890

Fl-score 0.891 0. 890 0.893 0. 895

098 222 asassi

o

S 096

=
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&

£ om

7

3

= - BioMed-PPFL
092 ~-w-- FedAvg

—e— FedHE

—— DP-FedAvg
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Global epochs

# 3 OrganAMNIST2D ¥t #£ 4= 4Layer-CNN(28) #%I | iy
Auroc

Fig.3 Auroc of 4 Layer-CNN(28) on Organ AMNIST2D dataset

090
086
>
2
£
3 082
8
«©
o0
£ o7
3 - BioMed-PPFL
= —-%-- FedAvg
074 —+— FedHE
—— DP-FedAvg
070
0 5 10 15 20 2 30

Global epochs
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Fig.4 Accuracy of 4Layer-CNN(28) on Organ AMNIST2D dataset
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Fig. 5 Precision of 4Layer-CNN(28) on Organ AMNIST2D

dataset
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Fig. 6 Recall of 4Layer-CNN(28) on Organ AMNIST2D dataset
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Fig. 7 Fl-score of 4Layer-CNN(28) on OrganAMNIST2D

dataset

2)OrganCMNIST2D %4l 4 b A 52 50 25 3 M 43 #r

£ 53 T OrganCMNIST2D 4fa 4 LAy segn g i, 5
Y25 R K], FedHE 71 5 FedAvg J7 ¥ I 25 110 K 550 14 B AH
M3 HRIMEE . RY T Paillier 25 55 £ AR X 51 5 1) 45 T 4
PEREFE IR C A R0, 2177 R 5 DP-FedAvg 7k R M
A2, 5 FedHE J7# 5 FedAvg JrE7EPERE 1Ay 2 0E £ %2
220 B RA MR S ), B FRORA TS BB — A B FRAE, AT
LSS AT R 5 B AL AR 22 ) A A e A

# 5 OrganCMNIST2D $¥ 45 b 1k g %t bt
Table 5 Comparison of performance on OrganCMNIST2D dataset

N e BioMed- DP- Fed

nHE i;g PPFL FedAvg | cdHE Avg
Auroc 0.976 0.978 0. 980 0.981

Accuracy 0.877 0. 879 0. 880 0. 881

28 Precision 0.867 0. 869 0.870 0.872
Recall 0.863 0. 865 0. 868 0. 866

Fl-score 0.865 0.867 0. 869 0. 869

Auroc 0.976 0.976 0.977 0.978

Accuracy 0.873 0.874 0. 875 0.876

224 Precision 0.870 0.872 0.873 0. 874
Recall 0.852 0.853 0. 855 0. 855

Fl-score 0.861 0.862 0. 864 0. 864

3)BloodMNIST2D #§ 45 £ - 1) 52 56 45 5 K 43 #r

6 5 T BloodMNIST2D %4 4 | Ay s2 i 45 %, 52
Bk B, FedHE J7 1 5 FedAvg 77 1 Y 2k i 452 80 1 B AR
0,3 HRBMARF FE . R W T Paillier [7] 75 25 % £ A % 858
FORSBE RN RGP RE R AR T A R, R My £ 5 DP-
FedAvg TR M Y4, 5 FedHE J7 55 FedAvg J7 1 18
PERE LA 2206 32 B 2 22 40 BB MR 5 A BE R . B RORL T
SEECH] — A A BLE L 0T L3k B0 AT A M S OB AR B =2 TRl
B -
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Table 6 Comparison of performance on BloodMNIST2D dataset

gt e W w1
Auroc 0.985 0.984 0.987 0.986

Accuracy 0.918 0.917 0. 920 0.919

28 Precision 0.912 0.910 0.916 0.914
Recall 0.912 0.910 0.914 0.913

Fl-score 0.912 0.910 0.915 0.913

Auroc 0.987 0.986 0.988 0.989

Accuracy 0.924 0.924 0.925 0.926

224 Precision 0.922 0.921 0.923 0.925
Recall 0.902 0. 900 0.903 0. 904

Fl-score 0.912 0.910 0.913 0.914

4) 2 57 55 0 B0 X R RS 1) 5

& 8 JB/r T OrganAMNIST2D %4 45 I 2 595 & 51
T A RS BE S I . 7E Organ AMNIST2D %048 48 I, 6 4t
T 30 AT, T fRT A L L E N A B R A 1S
A1, W 8 T LA H . 3 f 2 5 GR 09 % 5 i T i ik &, R
K RE e T U 2 R 8 X5 e B R —E
B . 7E OrganCMNIST2D %4 4 Fl Blood MNIST2D %% #5 4
A A E 2SS .
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Fig. 8 Impact of the number of participating nodes on model

accuracy on OrganAMnist2D dataset
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Fig. 9 Effect of the number of participating nodes on training time

on OrganAMnist2D dataset
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Fig. 10 Efficiency comparison of different methods on

OrganAMnist2D dataset
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Fig. 11 Effects of different privacy budgets on model accuracy
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