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Study on Intrusion Detection Algorithm Based on TCN-BiLSTM

BAI Wanrong' , WEI Feng' . ZHENG Guangyuan® and WANG Baohui’
1 State Grid Gansu Electric Power Research Institute, Lanzhou 730070, China
2 School of Software,Beihang University,Beijing 100191, China

Abstract Network security is directly related to national security. How to accurately and efficiently detect network threats in the
power grid is very important. Aiming at the problems of small receptive field and no consideration of data timing characteristics of
traditional CNN, combined with spatial and temporal characteristics of network traffic data,an attention intrusion detection algo-
rithm based on time convolution network(TCN) and BiLSTM is proposed. First, feature coding is performed on network traffic
characteristics. Then the forest optimization feature screening algorithm is used to reduce the redundancy of the data.and then re-
sampling is carried out to solve the problem of data imbalance. Finally.the data is input into the deep neural network,and the pro-
cessed data is extracted by the TCN and BiLSTM networks for feature learning. The self-attention mechanism is used for weight
allocation.and finally the classification is carried out to realize the intrusion detection. The data set adopts NSL-KDD,and the ex-

perimental results show that the algorithm can identify network intrusion detection effectively.

Keywords Intrusion detection, Temporal convolutional network, Bi-directional long short-term memory
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TCN-BiLSTM network architecture
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i ADASYN 513k 04T TR R L A R 0 265 3 b B0 406 Tk 26 1)
NS A Y I R 5 SR 0 D A RN 2R AR 43 I T TCN-Bil-
STM [ & Sy WL AT RN G5, doc 200 0 4% O S B3 b 47
Bt AR 326

3 XWELRSM

RTS8 UE A SCHE A AR Rk o L A P 4
F & NSL-KDD Fk A7 175286 . AR 7 2 4% sk
B X Eb T i AR MOOE A 4R A o B9k 0 AT R AOE O 0k LA B R
i B SRR AR TR AR X L T ADASYN B35 SF AT RE A
-1 LA R A filE R A S A A B R0 6 BT AR 3C TCN-BIL-
STM H %11 BE AL 2% Ak L B CNN-BILSTM K 8 1) %50 5 5 [ i
XFF BILSTM JZHdE 47 T % B S2 86, 6 £ 1 2% 2R F 4 #9 BiL-
STM JZ2 4%, A TR Gt R 647 75080, 8 T & 18
BN GRAeR .  F R XSRS T A 4
3.1 HiE&E

NSL-KDD ¥4 4 2 % KDD99 %4 4 iy sle it oM i 7
JEA KDD99 B4 45 vh i 0 4% B o 6 504 4 ob (9 2048 58 Jm
WA ARBMPTSE . NSL-KDD %48 48 3 % 4> 59l 254 KD-
DTrain+ X 4 KDDTest+ , YIl 25 4 Fi 3R 4 09 1 ) Kk 24
T 51 PEAM A 3R 2 BT F), NSL-KDD il Eh & 7
39 PRt S MR 1 PR IER A, H mIlGE P RauE T
22 P ZE AN 1 P OE F 2R A 4R B AT 40 R 2R AL,
Hp B TINSGETRE S 5400 17 Fopr s 288, X
SO 2 5 0 G i 0k 260 T AE A0 A AR R AT B R
B WIAME . A% 30K NSL-KDD % 4f 5 v i) 39 b T o7 28 8 4l
4% DoS., Probe, R2L, U2R % 4 f, 03 1 51 .

E N ETE Y & e ]

Table 1 Distribution of attack types in the dataset
Hod KA W 4 AR
Probe Satan, Saint, Ipsweep, Portsweep, Nmap, Mscan
DoS Apache2, Smurf, Neptune, Back, Teardrop, Pod, Land,
0S

Mailbomb, Processtable, UDPstorm

WarezClient, Guess_ Password. WarezMaster, R2L, Imap.
R2L Ftp _ Write. Named, MultiHop. Phf. Spy. Sendmail.
SnmpGetAttack, Worm, Xsnoop. Xlock, SnmpGuess

Buffer_ Overflow, Httptuneel, Rootkit. Perl, Ps, Xterm,

U2R
SQlLattack, LoadModule

[ B 12 B R A AL A TR 3 20 S A 55 vP 3 0 A A Y [, B

230300142-5



Com puter Science THEHLES Vol. 50,No. 11A,Nov. 2023

BT A 249 487 1] U 00K - O B X /D B0 Y 43 S ME R R ARG
R T ASS AR I fiE . NSL-KDD %¥is 45 of 11 43 28 098 4 A

e 2 iy,
*2 BIREST
Table 2 Dataset distribution
Numbers of Records
Dataset
Total Normal Dos Probe U2R R2L
KDD 25197 1319 9234 2289 11 209
Train+20% (53%)  (37%) (9.16%) (0.04%) (0.8%)
KDD o507y 07343 45927 11656 52 995
Train+ ST 3% (37%) (9.11%) (0.04%) (0.85%)
KDD - 9711 7458 2421 200 2654
Test+ (43%)  (33%)  (33%) (0.9%) (12.1%)

INF 2 AT LR Rl 25 B0 04 4 A Ak B2 A SF 4 . Normal
FBE LK 53% .10 U2L 5 LL 1 HUA 0. 04 % . L R
ik 13361, XA 5 BB A YN R s B0 1] F Normal 28
0, DT B A TR A A TR S g A 3R T R T B R
B

BOPE SEILAT 43 BUVERAE L /T 41 3 R W 4% O A AE L AR 42
G i s A AL 5 43 B Sy BEAE TE B AR T 45 58 10 Sk 1Y 2 2 AL
., W A3 G S PR A B O, MO BRI R AR . f R A T
Normal, Dos, Probe, R2L 1 U2R 43 W5 4 0,1.2,3,4,

BE P AFAE 3 A FAF BB BURRE « “ protocol_type” “ serv-
ice” “flag” . E e % T AT G i, o FLIE 30 U 3R7R . LAk SR
FHBE G B 07 1%

(7] B, Sy 7 8 2 B5CHIE 43- A AN VA 1 18] 8, SC PSR I ADA-
SYN A il b B A Dt e BOE AS F- Al ) 85

I JE B R AR AT A — Ak, DO TS, B — 4k A K
K (6) s

o= x; —min(x) (16)

" max(x) —min(x)
3.2 WEZ

K NSL-KDD %% 45 4& ' ) KDDTrain + i#f 47 Il 45 , 4%
KDDTrain+20 % {fF J 6 4iF 4 , KDD Test+ 1/ Al iR 4 .

IFSFOA S 19 S BURIE 3 9 & 3 {H 1% & B lifetime
[# %€ & 15 .arealimit & 50 ,transferrate & 5% ,LSC Fi1 GSC
0 U 0 A 1) R AE A B B, A 0 R B MR AR 4R 1/5,
LSC 7 8,GSC 42 LSC i — 1, 16,

TCN BEHEE N 2 B0t 34 RO 5, X 4k 223 hn )2
WG IS e B4 5 i a4, Kb
BTN 64 A FRZ Y S ECRE O (BB AR I Bl R A, i K
HIRE ik X 2 25 5 = B0 O BOHR =2 [ 1 3% 20 P 0 5 A L
VLK A F- 2 2, dropout B # HIH 0. 5,

BiLSTM Feji 45 S 3 4 100, BILSTM J2 41 il BILSTM
RR) 26 118 R B o — ik ok 130 0 246 R L 400 AR SR B A L B B 2 T B
T2 M HEAE AH T VR W 28 2 5 i 06 DL KB BE ) L, Ry
TAHRB G BILSTM 250, A SCHEAT T 9200 ik , 45 2R 40
3 4.

# 3 BILSTM JZ U A% L
Table 3 Comparison of BiLSTM Layer models
E%  R#E/ %

1 78.6
2 80.7
3 79.1

A LUR HAE BILSTM JZ 80 B 2 20 LA 2R B i,
BT DAAS SCE 2R L BILSTM 2 40h 2,

Y25 Pt SR Bl /N BE A BE LA AE © batch_size ¥ R 256, 4
WA 2 2B AR B o A5 00 38 AR PR 85U ke e e fe k. ik s
K Adam, 2% 3 R ERE HZ8H . 1X10", 2% 3 R
SR 1X 1077, P B ASE AR e G453 B AN 4 ek R ol 2 2ok 1, [R) B 2 )
R AR AR B AR 3 ) L R IR £ 4y 2 H
1) 35 2% R A58 SRR PR TSR

Loss(ara) = — 3 xlog(x) an
i=1
Frf o SRR AS T B 2K  A
3.3 R4

A SR F P2 I 2% 455 Y R T A 3T Al 48 47 X TCN-BiL-
STM % A1I Z5 b Ft v A5 3 19 W3 45 2R AT 40 A . HodE i
TR ) T ke PP AR TR ) S P R R AN A YL 4 Bl 2 A
A I BB AR R UERR R T e A RS IR Ol . TR R
R I DA AR o8 %4 28 ) ) 53000 2 300 ok DA B AR 1) 130000 1 g 3
BB BI04 T 3o A R AT PEAG . TRVEFERE AN 4 g,

F 4 ORBHEMRE

Table 4 Confusion matrix

Pam/ B 1(Postive) 0(Negative)
1(Postive) TP ) FP(& )
0(Negative) FNE ) TNCI )

VI H 45 2 T 00 4 e I e W 1 b 9 2 X ME 4 3 ( Accura-
cy IR A Ace) BITHEE, HR IR TR B A B AR o 3 5 A5 28 i
A5 IE A 45 R B REAS BT 5 e, SRR = (18) BT

(TP+TN)
(TP+FP+FN+TN)

Hop TN 2B R 5% BB N 58 B0 TP 254 A
TE B IE 4 9 5, FN 2 3008 J 1F % B 3 I O 5
W FP RS0 55 AR BUIN O 1E #

A5 WE 3R (Precision) 28 7 455 51 10030 o4 B 49 #E AR, Hof 58 A
LA REA BT 7 i), 3Rk X A B . A B3R (RecalD
FER T W S g LA R A e A A T S LA RE AR R
K20 PR .

(18

Accuracy=

TP
Preuszoﬂf,li‘PJrFP (19)
TP
Rez,allf,li‘PJrFN (20)

EURS i R A0 A [l S 1o 2 1 B0 0P i B9 15 000 3 R B
LA R E WMkt 2 FLE.FLEARX T, K
PR 4y RN i AN A 1] R,
_2PR

P+R

KT A M4BT TCN-BILSTM #5111 fik YN 2545 3 s

0 SRR R AR S5 L ARl 8 TR .

F, 2D

0.004 -

0.003

Loss

0.002

0.001

0 100 200 300 400 500 600
epoch

K8 Y%k loss E
Fig. 8 Training loss
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Fig. 9 Accuracy of training and validation sets during the training

process
M 8 FIE 9 A& H, Y 254 400 £Z 4> epoch I, loss #
T B4 T st I 2 B 0 6 0F 4 o B R s T8, 1] s Ik
A R 36 I 4 (R YT SR, A 3% 5 JIr g,
F5 N4 R

Table 5 Training results

I 5 5 Kk W% Acc/ % B3t Acc/%
200 98.4 98.1
400 99. 2 99.3
450 99.7 99.5
500 99.1 99.2

I Ak P SR W R 450,
PR £k & 10 Fron . Hoih AP0 PR £ F A9 i D
N 0.899, XINIZ IR R B LT
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Fig. 10 PR curve
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f) 5 A2 R FPR(False Positive Rate) = FP/(F+ TN) . 9\ A b5
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WAL A R R L R AT

10

09
08
07
06

05
04
03
02
01

True positive rate

— AUC=0959

0
0 01 02 03 04 05 06 07 08 09 10

False positive rate

11 ROC %
Fig. 11  ROC curve
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Table 6 Comparison of experimental effects

(BT %)
Kk 4 Ace P R F1
K AE R BTk A
.4 78. . 77.
S B 76. 4 8.3 76.2 7.3
& i ADASYN 4 3% 77.2  78.4  80.4  79.4

1 B 7R B AE % B % 78.4 78.6 78.0 78.3
i B T ok A
FA A 2B H

A LA HA 08 2RO kR i 32 BB 9k Xt L oA 18 i o
LT 0.8% . F1EH#T 1.9% . #H ADASYN FikSt R
i P B E B SR EE T 296, F1 (4R T 2%, W ey 7 FR bR A 4k 4%
A5 BB /> T #0670 4y ADASYN 8k ot 47 T 8086 745 . (X
ISR R T RSO T ) A, 3 A G R R T R e &R T
4.3% FL A m A48T 5. 6% . w LA, BIFh 7 ik 45 & B
A SRR TE AR R Tk 0 e A 2

P UESE [ [R] B 2% AR AR b R A 3 BRUSE 1 ADA-
SYN BRIE X £ A BB HEAT X L L 25 R an 3% 7 g,

F T A BT H R

Table 7 Comparison results of various models

(A2 %)
A 4 FR Ace P R F1
it AL 2% A 72.3 73.4 74.1 73.7
DNN+BILSTM 73.2 75.1 71.8 73.4
CNN+BIiLSTM 75.6 76.9 78.1 77.5
TCN+BILSTM 78.1 78.9 79.3 79.1

CNN+BiLSTM
EE N AHH A
AR A 80.7 83.2 82.8 82.9

76.7 81.4 80. 8 81.1

Al DL A SOl 9 TCN-BILSTM A 5 46 0 A5% #5145
THABBIR BA R A0 a5, A TCN A8 Lt F fff Hf DNN
HICNNLHER R FEFA T 4. 9% M 2.5% , FL AT 5.7%
H 1.6 5 F A SCRE RS AR LY A ] CNN-BILSTM 7 & J) 5 A
WERRIET 4. 0%, F1 EHRF 1. 8%, X i BT A SCHE iy 48
RN AR T B 4 1 2 2T RE T A AT

AR SR A AR ST AT AY L T W 46 i R AE TU 4 ) A L 4
T AR AL FRAE 36 IO L 0> T RO SR A 4k B L, e SR 4 R
T T IR TR R LA BB AR T 6 T R AE R S 4 )
LT ADASYN Bk i SATRI R ME 6 R A T8 W
B3R T RIS AT TCN-BILSTM #5, #f — L5 T AR
A 000 1 o 0

AR S AR K I BT TET I A R ] AT R TR B R U 7
ZE AR SCHE 4 ARG 0 AR Y X I 4% g o B A B o Ak T A B —
FE R I RRAC L 56 R i iR 25 e 0 R R AR A R 8
T REAR A A 2 K 52 A i A TCN-BILSTM #5252 )
B TR R LR,

GETRIE H AR IR ) B T AR AR T B
Z R — > K a3, TON-BILSTM BT 3543 K ¥ T #i 45 W) 4%
PR EAR A [R5 S A B A3 B3 MK TCN-BiL-
STM R 7 T AAR K J7 i . 3 Fh J7 6 PR AR T 404 19
FRE WA T SHCR R T BRI R0 R, 5 ik [F
B 1% 7 e iR 4 TR T Y R B L A [l CNN-BILSTM i &
FIRER AR R TE 4. 0% F1ERT 1. 8% . AR5
TR X ) 2% 2 A A AR e DU B AR R SE T 1B S AR A

230300142-7



Com puter Science

HEHES  Vol. 50,No. 11A,Nov. 2023

T J T T 1 F 9T SR 0

AR SCHR H P ARG T Ty VR IR AR — SR R L T S S R A
28 R T AR AR 1) B30 5 /0 T SO R 17 o I 23R8 A R T A I
HBATIZE T NSL-KDD 4 4, J5 827 KL 3™ R T £ 11 54
Pk ik — AR AL AL RE ) .

TCN-BiLSTM #5#8 1y ik — 45 4k DL B oA ok B F A (2
R 1) AT G L TT LA 540 A 3 4SS D 285 4 I AR T A T 1l SR
5. T SESR AR AL FE T LA T A K B A AR R AT R A
B 5 LA B U o] 305 7 B A 250 R AE 2 AT . G O B AR A
b, Aok Bl B A AR A I A 52 1 2 R FRATTIE 58 o B S A
2RI 1 B 7 T e . fE 0T 2 BOHE AR AR 1 SRR TCN-BIL-
STM #AIT] LA ik — A5 Ak He 45 0 L SE 30 s ik

2 % x W

[1] NIKOLOVA E,JECHEVA V. Some similarity coefficients and
application of data mining techniques to the anomalybased IDS
[J]. Telecommunication Systems,2012,50(2):127-135.
ALAZAB A, ABAWAJY J,HOBBS M,et al. Crime toolkits: the
productisation of cybercrime[[C] / IEEE. IEEE, 2013: 1626-
1632.

XIAO L,CHEN Y,CHANG C K. Bayesian Model Averaging of

2]

[3]
Bayesian Network Classifiers for Intrusion Detection[ C]// Com-
puter Software & Applications Conference Workshops. IEEE,
2014.

[4] JING X Y,BI Y,DENG H. An innovative two-stage fuzzykNN-

DST classifier for unknown intrusion detection[ ] ]. International

Arab Journal of Information Technology.2016,13(4) :359-366.

[5] OHKIT.GUPTA V,NISHIGAKI M. Efficient Spoofing Attack

Detection against Unknown Sample using End-to-End Anomaly

Detection[C] // Asia-Pacific Signal and Information Processing

Association Annual Summit and Conference ( APSIPA ASC).

2019.

[6] ALSAADI H I, ALMUTTAIRIR M.BAYAT O.et al. Compu-

tational Intelligence Algorithms to Handle Dimensionality Re-

duction for Enhancing Intrusion Detection System []]. Journal
of Information Science andEngineering 2020,36:293-308.

[7] TANG C F,BULI N, Al Z. Research on networkintrusion detec-

tion based on LightGBM[]]. Computer Applications and Soft-

ware,2022,39(8) :298-311.

[8] YU Y.LIU G,YAN H, e t al. Attention-based BiLSTM model

9]

[10

[11

[12

]

]

]

[13]

[14]

[15

]

for anoma- lous HTTP traffic detection[ C]//15th International
Conference on Service Systems and Service Management. 2018
1-6.

TAN M,IACOVAZZI A,CHEUNG N M M,et al. A neural at-
tention model for real-time network intrusion detection[ C] //
2019 IEEE 44th Conference on Local Computer Networks.
2019:291-299.

AHSAN M,NYGARD K E. Convolutional neural networks
with LSTM for intrusion detection[ C]// Proceeding of 35th In-
ternational Conference on Computers and Their Applications.
2020:69-79.

GURUNG S,GHOSE M K,SUBEDI A. Deep learning approach
on network intrusion detection system using NSL-KDD dataset
[J]. International Journal of Computer Network and Informa-
tion Security,2019,11(3) :8-14.

HSU C M,HSIEH H Y,PRAKOSA S W,et al. Using long
short term memory based convolutional neural networks for net-
work intrusion detection[ C] // International Wireless Internet
Conference. 2018:86-94.

GHAEMI M, FEIZI-DERAKHSHI M R. Forest optimization al-
gorithm[J]. Expert Systems with Applications, 2014,41(15)
6676-6687.

CHU B,LI Z S,ZHANG M L,et al. Research onlmprovements
ofFeature Selection Using Forest Optimization Algorithm[ ] ].
Journal of Software,2018,29(9) :2545-2558.

BAI S.KOLTER J Z,KOLTUN V. An empirical evaluation of
generic convolutionalandrecurrent networks for sequence mode-

ling[ J]. arXiv:1803. 01271,2018.

BAI Wanrong, born in 1985, postgra-
duate, senior engineer, is a member of
China Computer Federation. His main
research interests include network secu-

rity and machine learning.

230300142-8

ZHENG Guangyuan, born in 1996, M.S.
His main research interests include arti-

ficial intelligence and network security.




