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Abstract As a specification for the interaction between devices,network protocols play an important role in computer networks.
Vulnerabilities in protocol implementation can cause devices to be attacked remotely, which poses a huge security risk. Fuzzing is
an important method to discover security vulnerabilities in programs. Before fuzzing of protocols.it is necessary to conduct reverse
analysis on them,and generating high-quality testcases under the guidance of protocol format and state machine model. However,
in the above process,testcase generation requires manual construction,and the constructed testcase is difficult to cover the deep
level state. To solve these problems,this paper proposes an automated testcases generation technology. Defining testcase genera-
tion rules in the template, building complete test paths based on the state transition path generation algorithm,and effectively per-
forming fuzzing on protocol programs. Experimental results show that compared with the current advanced protocol fuzzer Boo-
fuzz, the number of effective testcases generated by the proposed method can be increased by 51. 8 %. It is tested in four real soft-
ware to verily three open vulnerabilities. At the same time,a new flaw is found and confirmed by developers.
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Fig. 8 State machine after deleting secure paths
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Fig. 9 Comparison of RTSP and ICMP message format inference results
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Table 2 Protocol information to be tested

Protocol Program Stateful/Stateless network protocol
HTTP aiohttp v3. 8.1 Stateless network protocol
DNS BIND 9 v9.9.6 Stateful network protocol

FTP OpenTFTP 1. 65
RTSP

Stateful network protocol

Live555 v 0.93 Stateful network protocol




64

Computer Science THEHLEL2  Vol. 50,No. 12, Dec. 2023

XF£ 2 Ry 4 AFEF 4 B A AFLnet, Boofuzz, NAP-
fuzz WK 24h J5 B R & BLE AN 3R 3 Brgl. 3K 3 1, type
Ui 25T, detected F7m 72 7 46 B13% I 1 5 time R 7R
B Iz W B R, R F 24 h RoRFEM K 24h NIEA LI
Pl . 7E % BB [ NAPfuzz B8 & B AFLnet J¢
Boofuzz & 3K I A 3 52 I T I 1 28 Y 60 4% 22 b X363 AL

R AL A B R RUR R A . 7E TR & B0 B R 1, NAP-
fuzz BT FH @ B IE) > F 55 Ab W R T H . 6 4h, 3R AT 4 aiohttp
v3.8. 1 AR T —H B, Hai G &i&E ST R AN,
HEB T I L AR BN, AFLnet BEHLAS 5 A4 5l Y 00 3% 1
T8l R 35 2o 155, 17 Boofuzz A2 SR W L3R T 50, S B LT K
SR I . B 3 AR R aiohttp T BREE

#* 3 Wi & B B

Table 3 Vulnerabilities discovery
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Rrogram CVE number Type - - -
detected time detected time detected time
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BIND 9 v9.9.6 CVE-2021-25216 buffer overflow Y 5min9s Y 9mind s Y 12min32s
Lightftp v1. 1 CNVD-2020-22689 format string Y 8min46 s Y 11min20s Y 20minl2s
Live555 v0. 93 CVE-2019-15232 Use-After-Free Y 1h23 min Y 2h12min N A F 24h
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