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RVTDS: A Trace Debugging System for Microprocessor

GAO Xuan, HE Gangxing,CHE Wenbo and HU Xiao

School of Computer Science, National University of Defense Technology,Changsha 410073, China

Abstract Software debugging is one of the most challenging factors in embedded system development. When debugging high-
complexity, high real-time systems, single-step-breakpoint debugging time overhead is high,and tends to corrupt program execu-
tion behavior;the JTAG interface with serial-connection mechanism is flawed in achieving parallel access to complex multicore
processors in operation. The on-chip tracing and debugging technology solves the problems of traditional debugging methods such
as single-step-breakpoint and JTAG in debugging highly complex and real-time systems by non-intrusively obtaining program
execution status through dedicated hardware. The existing on-chip tracing and debugging technologies mainly trace complete in-
formation,and generate a large amount of meaningless data, which easily causes path blocking or data loss,especially during con-
current debugging. In addition,the transmission of compressed data on narrow buses is not considered. A non-intrusive trace de-
bugging system based on RISC-V for multicore microprocessors, RVTDS,is designed and implemented, which solves the data loss
problem during high-speed parallel debugging of multicore microprocessors by reusing the platform-level interrupt controller
within RISC-V cores. A data-flow tracing scheme for an on-chip bus and a control-flow filtering mechanism based on instruction
bit domain matching are proposed to realize signal filtering and provide bus bandwidth statistics. A data compression method
based on differential coding is proposed with an average data compression rate of more than 82%. A data packing scheme is pro-
posed to realize the data transmission problem on a narrow bus with an average of about 1.5 path information per effective data
beat. The system verification results show that RVTDS has a small amount of trace data compared with traditional debugging
methods,and accomplishes the acquisition, transmission,and storage of multiple on-chip operation information of complex multi-
core microprocessors flexibly and efficiently.

Keywords On-chip tracing and debugging, Non-intrusive, Debug.,RVTDS, Multi-core Microprocessor
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1. for every PCdo
2. for every valid CSCdo

3. CSCon, =0, IR, =1,CSCTri gi=0

4. if (IR, &-&(PC==1IR;)) = =1, then
5. CSCop, =1 1IRep, =0

6. end if

7. if CSCop, ==1 then

8. while cn t;<<TC R;do

9. if PC&MR;==T;, HAE# CSC;G<<D) FKfi % then
10. CSCTrigi=1,cnt;++

11. else

12. CSCTrigi=0

13. end if

14. end while

15. CSCop, =0

16. end if

17. end for

15
18. if 2 CSCTri gi>>0then
i=0

19. is Trigger=1,PCBackup=PC
20. else

21. isTrigger=0

22. endif

23. end for

Bk 1R R R
ZHOE LN 1RSI,

#1 WA TEAESEE X
Table 1 Parameter definition of instruction filtering algorithm
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Table 2 PC encoding format

PC-ID APC
00 ®g
00 APCE {6.8,10,12,14}
01 APCE {x|16<<x<<2%,2€ Z)
o1 10 APCE {x|28<<x<<2!%2,2€ 7}
I 0 APCE {zx|x=2'2,2€ Z)
1 APCE {x|x<<0.2€ Z}
10 2
11 4
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%3 Timestamp %i %=

Table 3 Timestamp encoding format

Timestamp-1D At

0x0 &
0x1—0x6 SB ET ALK 1~6

0x7 A€ {x|6<a<<20,2€Z)
0x8 A€ (x| 28 <x<<21?.2€Z)
0x9 A€ (x| 2P <<o<C2'%,2€2)
0xA A€ x| 28 <2x<02% ,2€ Z)
0xB A€ (x| 2 <<a<<2%0,x€ 2Z)
0xC A€ {x| 230 <2<C2%0 , 2 € Z}
0xD A€ x| 290 <2<02%2 ,2€ Z)
0xE A€ {a=2 € Z)
0xF FEHX N EEEE A

5.2.3 ERFREAEROGHEITOT X
AR URE B E R AR B L AL i [R) A, Path-TSU R H
B9 s By A% =X R 46 J5 A8 AT 4T Y48

15 14 13 8 7 21 0
Form.1 | Bf| ('fl Trace-Item | Trace-Item | 0 I
15 14 13 i 0
Bfl Cfl Trace-Item I

Form.2 I Bf I Cf I Trace-Item I

[ o ]

& 9 Trace-Subitem %=

Bf| Cfl Trace-Item

Fig.9 Trace-Subitem format

Trace-Subitem H, Bf 3 & 5 J& #5 & i . { — 4~ Trace-
Ttem$]] 43 f) Trace-Subitem, Bf i 4[] ; #1 4 Trace-Ttem 2 [i] ,
BIf7 0 F1 1 &2 B B, Cf 7~ 7% Trace-Subitem W {1 & (1)
Trace-Ttem P40, #% 2 38 B K& 43 I 8], Trace-Ttem {37 58 4
6. AH 48 70 4~ Trace-Item {7 5 ¥ 25 6, Al LL4T 42 2 1 4>
Trace-Subitem, JF-4 CI A EH“17, El h Form. 1 BRI A b2,

6 WiIES5aH
VA RVTDS R 09 52 FI M AR SCHRE T 5 2 B A PR A%

FT-XDSP ) FPGA R R IEF S & T — IR ik R 4,
WE 10 iR, B2, RVTDS 1010 4 4 88 L 45 A J5 A B HL 4
Wi, he’E 2 FPGA IIEF & 5 Hk i ] RISC-V #iXF & 58 il
RVTDS Bt & ; i )5 - TE M AR I R AEE s TR T .

RISC-V
Debugger

i

FPGA Embedded
F—th 45— Verification Development
Platform IDE

RVTDS
RTL Code

A
v

B 10 IhERRIE RS L5 H
Fig. 10 Structure of functional verification system
6.1 REXZAMEDW

AR A bug (9 77 2B IE R 48 9 M BT BT
DMA il T iy 2 A7 45 1 25 5 L2 Cache [A] 9 048 22 B3
2, Wiz AR 1R,

BF 1 A EH DMA iz A7

1. DMA_Cfg(DMA_Num, 0x0,0x10,SRC_ADDR, DATA _SIZE,DST _
ADDR,0x0) ;

2. DMA_Start(DMA_Num,0x0,0x0,0x1) ;

3. DMA_End(DMA_Num,0x1,0x0) ;

4. COMPARE(SRC_ADDR,DST_ADDR,0x20).

AR P, DMA _Clg Hl T %5 3l DMA Bt %, DMA _
Start I )5 8 DMA, (R 4%52 45 5105 . $447 DMA_End, %
M DMA, COMPARE M F It # #% i5 60 /5 204 2 & — 2.
DMA it & i} , SRC_ADDR #iI DST_ADDR 43 5] v 52 4 H 4
FH Ry b s DATA_SIZE 03 it Hod & 16 47 24 25408 il
B AR 16 D7 g T

RVTDS %4t A i/F 38 B N 51 46 8 1 46 4 B . 46 & T i
B K 0 S A8 A BT I Z1 3R B EEHL I T DL 58 4 2 B4R A B
050l 5 8 A X, R REHIT R B IEHR .

B EE Bk 4 TR TBOE 3R DMA J2 75 1E % 58 B0 i
iz it f, HOR 4R H bk K K8 0x0C000824, 0x0C0008E2,
0x0C00094 A Fl 0x0CO00A30, >k J7 i 2 UL , 4% 45 7 72 ¢ B AN
BRI AR hE . E MR A7 AR TR S AT I8 G A
WE 11 Froas. AWE 11 o7 %0, 88 )% 67 #0477 DMA_Clg,
DMA_Start #1 DMA _End, & #1417 2 COMPARE., # ¥ #
DATA_SIZE 2y 0x0, Jif % i i B s Wi 5 =17 ik ¥ 0, %%
P Z T A BB PUAT. K E B RS TR T , ), Data-
TSU 7= A4 kil k55 . SR A &I, B2 B0 1%
W) B iR R . 58 B A SRR T R R E

Slgl us 511| us 512|us 513 | us
L L 0 L 5 I I N I T I O I U N O 5 I I I N O O O 5

Time sllllllls?ﬂll‘ll_slIIIIIIS?_Q!UISIIII

SysCLK[@]

PC[31:0]

pcBackup[31:0]

B1T Sl v A 58 BR AN 2R
Fig. 11

6.2 EERFESW
B T AR PR, 5 T AR O, — B TR R SR
F7 I8 JT 4 8 v I ] 5 0 AR 2 A T 2 A 8 Ak Rk

Path tracing results in example

A GRS R i L
P12 285 0 7 PR B0 T S TN Ak R AL T I ] fih
RH ARG,
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5 !

&, 1 7 Time uigger %

5 —#—- Bytes trigger

2
0 »

S e N T I S
Ca) DA I 1) A5 5550 b ik JF 8 46 31 10 45 21

N --@- Time trigger I =

'g e — +—- Bytes trigger

2 1K

S ilé g

E s !

g i :

3 i

2 l
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(b) TR $0AT T B G 71 9 25

& 12

T Ak /N ) fik A 55 2R gt

Fig. 12  Statistics of byte sizes/time triggered results

P12 rp L DR fik 2 D7 XA 22 S T A A A 25 R i 4R
K 2 T I [ fh Az 495 2R 1 5 O IS ATS AT 0 £ i TR A B
fih 5 S AF K AT AR K . I 12 ) BT A AR T E)
A OB UL IR TR U6 AT B B 38 B0 4 By B R R fik 2k J7 XA e
A TR) 5 72 B8 Fe A i I B 4 B AT A R R — L, A
I i 1 309 FT AR A 10 A O RO S TE SR KU AR B A R
R [R] fih 4 24 22 R AT L LI SR BCIR RE h R . WA 12
Cb) T B 4 52 B o i e AR A R P AT RO L R BROAT T
W TC B SO S AT o SR DR AR R R TR A AT
HATLEE S L2 RAT . o, NG &R RE . ICF*
SEREBOR VAL 5 TR BEIR . AT A5 B A Uk BE K R el >
6.3 BRERGERSH

TRWREILIEM 12 MAFRRF , 82T LS E 24
1684 BUfEATIB B, LI T IZ RS TERE .

6.3.1 FAitiELER oM

RS T 4 Fhd, (0,1,2,3) 18 , LLAM T A Rl o, St B 2
SERME W, X e AR P AFZIEHEER S, K
M, (Pro) HRRIF 484 BAEL M, (Pro) T8 B4R S A H.
BB e SR dy, A M(Pry o dy, ) S T DEBE 3 AT
MG ANEL N(Pry o di) ) N B FIG AN B p(Pry s dy) TR
AN B S A E L 0

M, (Pr,)=M(Pr,,0)

M(Pr, sdy) —M, (Pr)
M, (Pr,)

(D TTH L dy 2 0 B 58 4 DL EC . RIfE 45 F 77 38 & 48
SAK, F 4 AL AR XCE T AR d, (5 5 H Y DL R
B Fed,, 2 B TCR ORI TIR 9435 % fih 2 8% 1 5% i
M, F 538 55 3] B+ S 80 TIR, 3w 46 #6003 TIR w7 i 2
K (6) B4~ % ; Unlimited /8 A X TCR dE 47 Rl 5 1. 2 X TC
FR TCR T TCs W&, TCR#'E K TCs 19 1. 2 1%,

D

p(Prisdy)= (&

* 4 EEA RS

Table 4 Number of matches
dy, dy =2
Pr 0 1 2 3 M, 1R, TCR
M N /% M N p/% M N p/% Unlimit  1.2XTC

1 388 497 24 28.1 500 4 28.9 725 3 86.9 601 95 10349 759
2 248 307 56 23.8 464 12 87.1 799 9 222.2 387 1027 23979 607
3 355 477 39 34.4 672 7 89.3 1256 4 253.8 429 239 19767 642
4 673 999 101 48.4 1287 16 91.2 168 3 623.3 695 160 14909 932
5 636 699 114 9.9 2915 12 358.3 3316 4 421.4 952 1947 24372 1419
6 455 665 133 46.2 1312 16 188.4 2259 3 396.5 803 1 73060 1019
7 585 1181 59 101.9 3814 14 552.0 7099 3 1113.5 746 901 30585 1294
8 341 536 68 57.2 695 15 103.8 3383 4 892. 1 606 187 14435 943
9 363 499 37 37.5 553 13 52.3 602 7 65.8 540 329 15620 777
10 593 658 82 11.0 839 20 41.5 2979 3 4024 965 126 1719 1439
11 292 339 43 16. 1 796 17 172.6 5209 7 1683.9 546 31 36862 1061
12 1023 2340 107 128.7 1530 16 49.6 10290 3 905.9 1831 14234 422993 2774
anv 496 766 — 45.3 1281 — 151.2 3565 — 589. 0 — — — —
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dn 1R B R M A BUE K F 4 Path-TSU 1Y 3@
EHAAEES RN AT E BB ERS. dah2
Bb A5 2 P 28 19 S B £ T 16, HL X 28 el — 35 ) — A4
PC. & SR X REH M B /N, du h 3 B RGE T 56 28 5%
BETRS . FIBRd, 2 WP EAMEER L 151, 2% . d,,
93 B AN B BE HE R 589. 096, BUA SCHEIL , 7E R 2Kt d,
WERH 2.

AN AN E TR, AT IR 2 B BB AL Pro Al Pryy S2BR
BEES RERFBEIR S BARNK, EARITBESE R K
K, X F Pr,.Prs, Pr. ¥ Pr,  fEVCBE 738 545 A 10 C
ICRKRBLELIES, WK E IR, 244 CSC K ) %t TIR
T i 3 3 D T 56 15 2 AR KA ROR D TU AR B B

AP TCR Ry (A, 2 M H & 4 CSC KR 7% 2 ¥ %
FriB ER 462 1M 4> CSC i BB ER Ay (A A, # TCR AAEKR
Tl K 38 R B K T e A B BR e A AR A I T s
JUAYIE IR S AT RE 56 48 VT C A7 3B R 4R 4 A SCEE T TC ek
TCRECE, 7% 4,5 H N 1.2 X TC, figtk T 8 4 i i
[7) R,

6.3.2 HEBLEZERIMN

ARSCAHT T R 4E PR BE 45 AR 5 g, o C AR B
L, C, R EGE G B B po, R BOHE TR 45 2%, AN HEAT R 4 S 15
if, 44 Trace-Ttem 7 %8 N 80 %, He o i i) # 48 i, PC
32 A WOBE B i C B 38 5 B 48 4 S8 X 80bits, LZ-
MA ZHTF LZ77 Hiet B 0 — il R4 5k . 5 £ 5,

AR SOR H R A 55 R AT T et
£5OEEMERRL T

Table 5 Statistics of compression performance
Pr M, C/bit C,, /bit pep/ %
1 759 60720 9376 84.56
2 607 48560 9312 80. 82
3 642 51360 8368 83.71
4 932 74560 12832 82.79
5 1419 113520 19472 82.85
6 1019 81520 16 800 79.39
7 1294 103520 16992 83.59
8 943 75440 14064 81. 36
9 777 62160 9760 84.30
10 1439 115120 20256 82. 40
11 1061 84 880 14480 82. 94
12 2774 221920 41264 81.41
Anv 13666 1093280 192976 82.35
LZMA 13666 1093280 427456 60. 90

R A 25 53 R4 i 5 5 BOHE - 2 R 4 R 0T 3k 8296 5 [R] A
FOHR AR T AT B AR 38 R i, R4 % 1 80 %0, B FRAR T
FEITUARRE .. Ak, LZMA 35 [E 45 %54 60. 900, 1% T 22 53
AT S

BEE B ERAT B RS 5 . 75 2 4% IR A% T
Trace-Item. A &2 B8 15 i 75 5K . Trace-Ttem ¥ 1% 5 37 4b B
4 Trace-Subitem, % 6 # i T 8 4R 4T 6@ 5 ) /3 45 5L, Hovh,
(ts,ti) Fe 7R Trace-Subitem N4UH ts H XN A9 Trace-Item 4~
B]h i,

®6 HARITESUIAE ARG

Table 6 Statistics of data packaging and segmentation results
Trace-Item 4™ #
Pr (1.2) (1.D 2.1 (3.1) 4, 2N, i%

M(Pry »0)

Ny  b/% Ny o p/% Ny o p/% Ny o p/% N, bis /%
1 309 66.45 131 28.17 5 1.08 5 1.08 0 0. 00 465 61.26
2 201 44,18 169 37.14 25 5.49 9 1.98 2 0. 44 455 74.96
3 264 65. 35 99 24.50 7 1.73 5 1.24 3 0.74 404 62.93
4 355 57.35 194 31.34 16 2.58 10 1.62 2 0.32 619 66.42
5 576 64. 36 226 25.25 31 3.46 9 1.01 1 0.11 895 63.07
6 363 49.52 222 30. 29 66 9.00 4 0.55 1 0.14 733 71.93
7 521 60.79 198 23.10 27 3.15 24 2. 80 3 0. 35 857 66.23
8 383 62.89 143 23.48 23 3.78 7 1.15 4 0.66 609 64.58
9 334 71.83 94 20.22 10 2.15 3 0.65 2 0.43 465 59. 85
10 543 54.52 269 27.01 68 6.83 16 1.61 0 0. 00 996 69.21
11 435 61.53 144 20. 37 14 1.98 32 4.53 1 0.14 707 66. 64
12 893 46, 37 952 49.43 27 1.40 9 0.47 0 0. 00 1926 69.43
Anv 5177 56.70 2841 31.11 319 3.49 133 1. 46 19 0.21 9131 66.82

— > Trace-Ttem # £ 1] 4= i 6 4~ Trace-Subitem, B />
Trace-Subitem #x £ 0] f#-fi i 1~ Trace-Ttem {5 & , 8 (£5,¢4) 3
£(1,2),(1,1),(2,1),(3,1), (4,1, (5. DF6,1)3X 7 Fli
. N, 938 B 45 52 i & 45 T 4 7 19 Trace-Subitem %1, p,,
FIRN, T i Trace-Subitem PN B 6], 24 (s, 20) M (5,
DA, D, FENRFEIT BN, MR ER P,

6 L AT BB B (1, 2) SR R KRB T
50% . Hih Pro KT 70% . teAb.d =1 BRI LS 80 % LU
S BEARZTF 80% Y36 BRAF B AT LA — > Trace-Subitem
W, FEPAT 2200 TR 45 5 500 4T A A 31 5 L 38 B {5 B b Trace-
Subitem 445 75 T2 I8 B B W38 S B2 LI ME N 66. 829, X

B B Trace-Subitem P[5 #) 1.5 NI AE{E R,
HERIE AT RISC-V B BT T — F i i fl kb 2
BB B AL R 4 RVTDS, B 78 LLA X AT 48 49 7 =X b Bh
TN BBy 1R b 5 it AT R R A R e A
st 14 3 {9 ) R, AR ST ) b R T — R TR
T BT ) B A 38 R 4, R R AR AL 1 5 /e I % 1
Mg hRe . st AN BE 2 8 4 BB B )
B AR SCHRE T —Fh 35T PC 3 38 DT it 14 35 4 3t 58 AL ) L 42 3t
TUE T A AHE MR DIRE s R T 3 T 25 43 S B 149 R 46 7 28 4K
i34 46 3235 82 %0 LA b s S MR vl B ME B8 R LB
I 22 B 0] R, B 1 T — b BCHE AT A T 5 3B R A B R K AT
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R, RVTDS B #3% I JF i RISC-V 2244, 8] A JE & %
JEINT RE TG AL, R G AFAF A% WUEC B RISC-V

WP B LM% B SR A X REIF R IR E L, 6l 2
TREM M. KK REHTEBT, HBRITTAR Y E 5 [
A SR FH W] B A 2R S B AT A7 4 B B T AE L B it RISC-V i
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