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Domain-Flux Botnet Detection Method with Fusion of Character and Word Dual-channel

LI Xiaodong,SONG Yuanfeng and LI Yuqiang

Information Center, University of Electronic Science and Technology of China,Chengdu 611731,China

Abstract Domain-Flux is a technique for keeping a malicious botnet in operation by constantly changing the domain name of the
botnet owner’s command and control(C&.C) server, which can effectively evade the detection of network security devices. Aming
at the problem that the information extraction of Domain-Flux domain names is not comprehensive and the key classification fea-
tures cannot be effectively captured in the existing detection methods, this paper proposes a detection model based on fusion cha-
racter and word dual-channel. It extracts local features and global features by using convolutional neural network(CNN) and bidi-
rectional long short-term memory network(BiLSTM) on the two channels respectively,which enriches the feature information of
input domain names and improves the classification performance. In the character vector channel, the local spatial features are ex-
tracted for random character domain names. In the root vector channel,based on the TF-IDF algorithm, Intra-class factor is intro-
duced to weight the root importance into the word vector,and then the temporal features before and after the combination se-
quence of domain names are extracted. Experimental results show that the detection accuracy of the model based on fusion charac-
ter and word dual-channel is improved by 7.12% and 5. 86 % compared with the model of single TextCNN or BiLSTM. It also
has higher precision for dictionary-based Domain-Flux detection.

Keywords Domain-Flux,Botnet, Term frequency-inverse document frequency, Convolutional neural network, Bidirectional long-

term and short-term memory network

P BB H R AR 0 4% S 4% b R 4% 50 AT R L T A 5K
TE A IR 45 ooy AR B B3 B I W IR A s 4 rfﬁﬂ’ﬂ%
M 2% H BT IRC WK W 4% H, A O IRC B Lk 17 i 4 35

1 3l

il

iR SR R & N DRV N N o R VA AN

2Rt S0 B 0 05 5 T TENE 0 L © 8O AT A 3 S AT B sk Y —
WAy B2 T R ) 22 4 [R] R AS BT TR B, s R kR I 4% U
LI NPT N USSR i ol S P R 3 L VA= N R
2022 4 1 H & 4i I CNCERT H.BE [ 22 4 g i 4 45 ) 8. -,

2022 4F 1 F e FE B P9 R G K I ol R ) 4% TR R T A 4L b
BRIk 446 JT A A A S ul fe )7 4 1 R 45 A TP B

22550 A, 87 4 BB JE K, I 4% 22 4 R Y o I B
Rz — BAMENGFE, b TS W% EA B8 0Bk

F e H#1.2022-10-23  iR1& H#1.2023-03-11
WAGEVEH R4 (lixiaodong@ uestce. edu. cn)

il BEJE £ T HTTP Prill 6948 7 W 4 HF R A7, 2016 4F,
Mirai {7 4 5083 T BT 6 P08 B0 A L IF K ok 28 1% 45 4R
T R A R 3 AT AR 4 IR %5 Wi, 9 2 OVH, Dyn 4
S TR IR AR HER S5 . 5 04 I IDT  Mirai 837 19 45 32 1l
B ToT ¥ 4 4 Bk 60 74, S0 i DDoS I i Jii & /5 ik
1.2Th/s. BbJF .3+ ToT 4 8¢ WA ) I 4% 0 R BF 98 A B
(SESERE S AT e o N I 3k -
TE A 0 &, G 3 X B gl B R A5 (9 Mm  45 L



338

Computer Science THEMEL2  Vol. 50,No. 12, Dec. 2023

FEAE W) 45 B ) 45 45

7 0 2% 19 2 I AL 5 4 F2 AL (Bots) AT I 45 428 1 2
(Boot Master) ,C&.C(Control and Command) fiy 4> #5 il {55 i
34T, B g ok 2 R AR g U L 4 I S O i
AR H P EHLIE R AR BT 8 C&C iy 4 4 il {5 18 i
R 7 ML B AT . R AR T 2 e
CR-C M55 73 193k 4 ol 1P Hb ik A 4 % 76 4 ) AR 5 b, AAE
Yok P HVE T F AL AD B T4 [ E BN S MU X R E
JR 4 Y Bl 2% . B Fast-Flux, Domain-Flux il URL-
Flux 55 5852 J% 57 [0 1) 58 15 B AR i s 30, 47 190 4% 1 1% 1%
il 7 IR M T R R 45 I 2% 2 A WF 5T N B R TR Bk
. AR SCER X T Domain-Flux # AR A4 7 W45 347 TIRA
ST A A H AR AL B SRR R T — PRl IR OGE 1A
A Domain-Flux fi )7 9 £ & I 75 ¥ , % 77 ¥ AA Domain-Flux
B 45 0 CRC 5 3 B0 4 1 7 79 440 1l A0 o 1) 201 45 A 2 2
PEATRFAE 53 BT o SR FH — 4 45 B 25 189 46 CONIND 42 I 44 5 4%
HAE 1R ERAE , [ B £ F TF-IDF(Term Frequency-Inverse

DNSi# K

BFEM

222 N

BFEN # JAIDNS R % %

|:| DNSi# sk

LS
B F £

Do-cument Frequency) 8 7%, 51 A Z& P9 I 7K 18] AR & 2 Jin
A ] i A2 A 00T A 3019 12 R 2% (BILSTMD) 38 Bk
S WA P F TG R BB BA 2 RRHE. s KR ER
FRAEFI 2 Ry RRAE EAT Bl IR softmax 58 BRI

2 MXIIE

Domain-Flux™ J& A8 - % 46 o |32 i 1 /Y — Fh fir & 5 4%
il {5 E B A B AR . B A 844 22 8 % (Domain Generation
Algorithm, DGA) /R IKf 1 i 28 CR-C 4 1l o A 358 44 LA 30k b 59
2 U A RN L 52 B R AT HE 3 25 (OB I 2% 42 1 %
PLZR e 18] $4 s ] 5578 S Fp =, F)F DGA Rk AR il K &
WA TF M 43 5 (20 BEF ML LA R R 1 i 1 R 12 2R
— R BN BEHLI 4 L IF 1) DNS Bl 55 2% & 2% AT ig oK s (3) Foop
FHTE AT s CRC RS MIER. BT Do-
main-Flux £ AR R H 19 DGA %% B8 78 417 1 7] P9 A A K it 3
A% e 9 245 4 4 B R T 1 DRl 43 BT O BEL UG L 1 0 T R
W 25 B fH: M . Domain-Flux M F L B A 1 FiR.

C&C Boot Master
b
i
2
4

g: éﬁﬁ l‘ﬂ - )ﬁ%{
L% Y% 503 + DGA#i4
14 % #7 » LD »

K1 Domain-Flux il {5 i &

Fig. 1 Process of Domain-Flux communication

22 R B X Domain-Flux {8 F R 2 BF5R E A, Bl 322
B A W 5 32 T 3 Sy 2 1 T 0% Ik REAE N RS T B4R SOAR AR 1
Rl 7 5, kT 4 O 1 R AE 0K T 5 vk N T EALS
C&C IR 55 2% i@ A5 A & L 2240 L 57 T 0 % I 45 it 1
A TR 500 AR 45, U DNS A8 45 45 % il B 8] . NXDomain
i A T AR R I B TP MBS0, B i T DNS
Pr B B 2 A B 4 v A7 7E R D 89 DNS S8 15 2
P R 52 2% FLIEAA 9 DNS B0 3 A — K2 BRI i 46 00 o ff =%
A 5 2 T 304 SCARKRAE PRI B R 258 T A SRIE 7 AL HL Y
SRR, MBI A A R B R U A B SR AE LUK R 42 R
DGA 4 5 15 % 384 1 IX 31, 33 10 45 A HLAs 2 20 53 1k U1
8P R 2  Woodbridge 25150 T 2016 4 4 16 B b 45
26 N T TR R A AL LSTM J2 42 BU & 7 45 417 [7)
I PR AE 20 1k BE A R ARG T S M 4 L TG A e
DGA RiEZ 428, Liu S0 TR TR s
11 VR B Ak 25 I 465 1) AE ) I 465 6 0 1, 1 0 42 2 45 ke
S one-hot 4 i ) &, 4R J5 R 2 R ) 5 O AR 45 TR
PREIBUR IR R AE , B 5 A IR B AT 43 2 A B Ak 2 I 45 AT

WRIZ UL SR, 75 0 A A [5] o U A B0 80 4R B A SE g 3R 1,
%07 B A AR R R, Lang TR TR T ZES
FRAERLA 1Y Fast-Flux & 2504 860 5 i % 5 %A GCN
R BILSTM A MLP B A 208 A T 3k 4 g B 1) 2 45
AHE B2 T T 40 4% R R

Li b YRR EOR K 2256 T Hlas s S Bk, Bk
A 25 AR R A ARG I B 95 T 45 80 K % 2R 1T Domain- Flux 4%
R F AL IR0 6 e A 0V 8 AN o

3 EtS =R WiE E B9 Domain-Flux & il 4 £

REALAL T 40 A 2 L SCAR 60 )2 R AE 4 L2 RN 4 2
ZBAREEHIE 2 B . AR 58 4% R AR 1 A o 4L Ab
AR R A L AN AL S SO R B bR
Al Ak 35 1 0 44 SCAS B 45 Sy ) BEOE 2, O BRI A A
YRR AE AN B 3R] 21 & R AE 43 3 B Word2vee B i#E TF-
IDF 77 i #4718 #t A 2R 5 Rl Word2vec #8Y 3J 3 44
FF s ok e it TF-IDF 57 2% 3k Bk 44 38 4 1) &2 . 4%
A $2 U2 IS 44 1 5 45 A B RN B9 2 D 4 6T SO AR



ZRIGEAC A . — R RlB 52 1R BGE IE 19 Domain-Flux 817 [ 26 46 7 74

339

TR 218 SRR JEAT 43 B 5 2R A — 4k 465 B AP 22 W 45 (CNIND 42
Bk 42 7 75 09 R 58 9R 5 AE , SR H W ) K Wi 12 W 2%
(BILSTM) 4% Jift 38, 4 i8] 42 77 1) o9 30 AR 81 o &= . 40 28 i o

J2 T e X R BEAT BE 4 SRR TE A T 4 00 R AE I AR A
749 30 28 51 53 B, B Jm A softmax K 43 BB G O 26 51 4 %
LR .

i
: : ( Softmax )
I I L)
| | C AHEE D)
| | 2
|
| | OO COO D O |
|
B | wwe | | wwe | | wwE | -
RE 4 Y A hy hy hy
! [Lst™ }»{LsT™ ][ LsT™]
| — — —
| | hy Iy hy
. | BT (R (R | (e e (o
: : Kernelsize=2 | Kernelsize=3 || Kernelsize=5
| | A A
: D VR Vil i
T oo (T
KT B ¥
SE | 7 y
: : | Word2vec# &1t ‘ t_uﬁ)ﬂ TF-IDF-Cit ¥
: : Word2vec ] & 11,
| | R, )
|
| I
| ! | ok A |
*
B | g

M2 HE

Fig. 2 Diagram of model structure

3.1 BIANE

1E Domain-Flux H', C&.C {5 i 38 4 h % T BE ML 745 =K bifi
HUERIRI 2 G H i, i A2 B 57 30 44 SR M AR oAk b 21, 40
5% T 2 Jal 44 R JC A 45 4 4 L 2 B R T B 4 Lo B B A A TP Y
- TERRRATS
3.2 XAFRRE

SCAR R R 2 A0 TR bR 1 Al A 3 9 38 48 SO B e R BU(E
] i, DA ARAE SR BUZ AL BT, 7F A ARG 5 AL B , SOAR 9 3=
RIT i FEF 532 One-hot M $4 G 5 1 43 A 20 3R 7R W5 K26
One-hot Zi % (I {E R 0 F1 1, i 4K 8 7 (0 77 76 1n) 1 6 B L 26
JE G A () o A R IR AR B M & W AR T, ] — A
FELEZS [ ) 1) 1 R 7N » 3 E AL $E FastText, Word2vec %5, %
& 2] Domain-Flux 3 4 (4545 w55 B8 LA F1 515 21 & 1% BE AL 1
PR RF o A5 0 SOAR SRR 2 N A TR) AR R 4 4 BE R AT 1] 44k
IR,
3.2.1 FH#AN

TEFAF ] 1 A6 3R R B Be, AT B Word2vece B 36 4 1
24 SCA T B A S A e A5 Dy — D T 5 46 0 7 R B L T
H Vo

Ve € R [@D)
HA Vo, R 5 0 F 45 &, u 28 A T S ER
SEd, R ARV o 0B — AT I — A A A A,
SR I EALR R G R R B4 0 X557 X4 — F4F
] K
3.2.2 EMHA

E 1A AR i Sk Ak R B B S H 1A AR L SRR R H

“ 2966

22 ROSF WY 8 14 RO 44 SO 1 3 AR O A R0 1) L R
e 9 TE-TDF 553 31 55 48 A 1) MR A9 B, 4 J ot 45 i A
TS B B A AR R B R R . TR R OA TR W

& 3 FroR .
/ ERE /
v

o E O AR BUE AR

(windows=2,3.4)

TF-IDF-C AL 4 A

@4 (TF) | | # s XS E (IDF) | | interC |

S | )

LA AR e &

M3 TR TF-IDF 5k i AR A

Word root embedding based on improved TF-IDF
TE-IDF- 2 — i J] T 38R SR AR T AR i BeoR . T

FER R G SOARIEYT . FRAET7E SCRY b i A 00 30 e, AR

REFMETRE L, R 2R, ARt A= 2 .

Fig. 3

TF—IDF,,=tf,, X log( N ) 2

/
n;



340

Computer Science THEHLEL2  Vol. 50,No. 12, Dec. 2023

Horp e f AR TR R RRAE A FESCRY S B R N &
SCRY BB e TR E T RIE T @ R SORY B

B T % 45 TF-IDF S83% A 2% 58 R AR 00 AE SCRY o ) 43 A A0
A7 R DR 3R A3 S 5 1 AR 2 P R 3R BB 1 AR 1
Oy AR TE L . 2P0 DR T A R 0N L 5 I 2 TR AR X HE PR A D B
L AR RKEE S RZ R R (3D R .

interC,=1/S; (3)
Hr, Sy R ¢ 3800 5 himsrdE 2. S, myit 5 =X dn
K s
S f, 1,
- k
H e ARG j A0 BRI bl B AR
FIREL o of AT 7 FEZE 5 BT A 4 o Ik Eny 18
B, W= (S PR

S, = 1

U= %éz 7 &

BT RN K TFAE R TF-IDF-C & /93 52 20 o
LGP

TF-IDF-C,=TF, % IDF; * interC, 6)

5 AR Word2vec 1) i) i 5 TF-IDF-C {H #1515
AU fE AR R R R . BARE R (D FR .

V.=D, * TF-IDF-C,, 7
Horf, D, /R A Word2vec il [ 4,
3.3 HERNE
3.3.1 AT —#4 CNN &9 5 fF B 3p 4 42

A BB 25 IO 246 I — T IR B & o BT, e A 0 A T I 4 Ak
LK R (R E PN T By s (T gt 4 (L A L B e N R
T B JR) A S PR ), 3R AT JR) BB AR AIE 2 B R B i A —
A B ML 2RI 246 BT 84 554 m i T B His
B AREB R AR, BTSSRl 4 TR .

| | /\ | [

Ve85 5 4 10 8 EHE Ak B Cr 5 AR AAHE

PRl 4 BT CNN B 1 4 Joy 38 R A 42 1

Fig.4 Character local features extraction based on CNN

(DB R

TEBBURAE T, AR RIS TR I/ 19 4 BURK 48 BRI 44
15 W B E F 3 (Feature Map, FM) , B — 4k & KN E
MR hX v, h BBEBRBRA BB E L SER Y, — 4
B TR 2% 2 i3 B R =X (8) T

Fi=f(S M, 1+b (8)
H M, FR A8 AHEFARE ] AAS TR m
AR 0 2 B E; R AR R RO R BG F, R i B R

BRERMEBNEZHAEFZFNE | NFIEE.
FRAEE FM 40 (9 7

RERFHW

FM=(F, ,F; " ,F) (9)
(2) M AL AR AR

S REAR 3t 40 XU , b b 35 A Xk 36 ARA AR 15 3 1) R A [
ik 2k SRR AE R B AN ME B AT k.
3.3.2 A F BILSTM #4334 5 7] 4 42

RNN 76 31 b 25 19 4% 2 — Ffr b 155 91 Ak B0 408 308 47 1 52 40 47
B2 ML, FRiER) RNN 3¢ LSTM H A8 2% )% 51 19
SE B O A A YA A S A (B i — 2 2 R
HRFFIFEAE R 5 56 R, R ) K 8 19192 12 W 4% BiILSTM
PEUF 5 4 SR AR AE . BILSTM W 48 454 &1 5 s

5 BILSTM W45 4544
Fig.5 Structure of BILSTM

BiLSTM 7£ B J2 8 H P 4~ RNN 2 51l 4 B8 H A5 17 5 (IE
Tia)) 1 Ji 1) B CR2 ) ) B4 P ot 3 30 A, 8% I H  ] A)  1
MR . WESE IR TR B AL, SRR A% ST B 2w AR 1 AT S
LHEXAER . B D={w sw: s w, ) TRV (w) &
283k TF-IDF-C 1158 (9 1) 4R il 2 K wo, 21 19 385 4 1 5 o 3
BHERES,; HH S, =[V(w ) . V(w,),,V(w,)]., KRG, %
A BILSTM X34 55 F4: S, AT /05 )7 SRR IE i $2 1, oo,
A A1) 09315 =N = (100 R

W =HW'Thi_ sz, J+b) ao
A5 m TR R QD R

he=HW'[h: sz, ]+ an
I Z RS H, s Q2 iR

H,=ah{ +ph! (12)

Hf o 2RI LSTM B F.8 &J5 M LSTM [H ¥ .o Fl g B HL
EilF WMGEENGFHE, H o+p=1.
3.4 HEBHE

Syt R ek R M softmax B H . %V, =
Ve DV ord A FEH 2 M50 ARV, SRR AE $2 U2
FRRE IR R A R AR P, BRI B s
SRREERH O=c(A,V, b Hirh A, 4 i 32 2 3 iF s e
T b, Him B M, e NI B, 7 softmax 2 |
HAD MR QORI IR A B R R,

O, = softmax(s (A;V,,+b,);) (13)
softmax(x) = ‘\;e ’ (14
et

k=1



ZRIGEAC A . — R RlB 52 1R BGE IE 19 Domain-Flux 817 [ 26 46 7 74 341

4 XBWELERSN

4.1 SLIGIRES

A ST IR 64 £ windows 10 #RIER S, T RIES
4 Python 3. 7.6, VREE #1445 HE 28 R I Keras 1 4 1 3 »
TensorFlow fE 4 J& i . AL E 1K LN 1 frg,

F1 HMSHE

Table 1 Superparameter settings
R LA
W EEE 128
CNN [ # & 7 A # 128
ERAE 0K 2,35
CNN 3 7 i@ % Relu
BILSTM & # & ¥ & # 128
Learning_rate 0.001
Batch_size 32

BiLSTM # & i@ # Sigmoid

4.2 HIEBERITMIRE

MO TF R 42 R 3 1 Y R R A AS 25 T R4 . Hih
M Alexa™ Gi il TOP 1M 34 3 % 3B BL 15 J7 4 &k
#HE K FuRE 4 N DGA Domain List, Malware Domain List
A 1200 [ 3 W 4 Domain-Flux 344 1 W IEFEA, # % 2022 4F
8 A .360Netlab 3£ %1 52 4> DGA IR 4% 1, B A1 b Pk
3848 BORE KT 1000 1 B L2 4 38k 4 5% 0 i) L 5 38 44 R
W 31T 10 05 5, VIZRERAR 4 | 50 3 508 4 R IR 5500 4R 4%
8:1:1 MY L% 43 B AR TRAG an sk 2 iR g,

2 BRGNS
Table 2 Datasets details
HA ik HE/A
HER 4 Alexa TOP 1M 150000
. 360DGA ## Malware Domain # &
Domain- %.4 % chinad. banjori. ngiowh 100000
I:]ux j\,ik‘ % A chinad, banjori, ngiowb

conficker % % jk

S Yk BUAE 1 2R ( Accuracy) H B 38 (Precision) | £f 42 %
(Recal) fil F1-Score 1E R iF M 4845 . i+ 5 A5 00F -

Precision= % (16)
Recall= TPZP < an

Hodr, TP 78 ) 1F 8 45 1 B 49 Domain-Flux 3 4 ; FN IR
#4 Domain-Flux 34 B2 N & 284 A EG FP R4k
B4 4k Domain-Flux 3844 094~ %0 TN 2= 78 8 1E 6 K
Ak .
4.3 HERFW
4.3.1 st E®R

Shy U6 IR A A ROV L A — 4L ST N H T £ B R IR B
BRI R IR . B R BRSO R AT ARIET 4B
A JEAE, BRI R B TextCNN, BILSTM , CNN 46 25 Hi i #1 7 2y
FEL TR AT X LS5, FRH R AT

(1) TextCNN: 3% ] Word2vec 458 7131 45 3] ] 48 2 37 %

A2 A B B O AL AR A R IE R R

(2)BILSTM : 3k F 3] | 45 11212 ) 4% 1 73 ZE A8 T

(3)LSTM+ Attention: &5 & 1 & J1 AL 04 K 5 B 212
AT RBER,

(4)CNN-BiGRU : 1 J1] 5 B 1% 45 FH fil 28 ) 2% F0 406 31 #f 4
Do 265 A5 AR (1 43 S A

TEREE RN 3 ig .

#£3 LRES R

Table 3 Comparison of experimental results of each model

CHLAE . 26D
methods Accuracy Precision Recall F1
TextCNN 89. 04 85. 60 89. 88 87.69
BILSTM 90. 30 91.15 90. 63 90. 89
LSTM+ Attention 91.91 91.52 91.75 91.63
CNN-BiGRU 91. 45 92.06 91. 28 91.67
ours 96. 16 95. 38 95.94 95. 66

H 52 30 25 SR AT R0, 0 SR T B — R JBE i 228 0 2% A S U AR L
FETIREW A M MRS BRI BAA T S iR, =%
JE PR 2 B — ot £ o) 24 A T 1 3 RS AR Ry AR R A 5T SR R A1 Y
R ZR L T AN TR J2 R OO A R AR . AR SO R B il &
AR B B — ) TextCNN i 48 W 45 #5570 i ok B & & i
7.12% B R 6.06% , Fl-score F i 7. 97% . Wi, H
TA SRR 25 5 25 S8 T A5 AR ML 238 44 1 e A5 FE SO 3R
E By B 45 45 st TF-IDF 8025 18 7 i) AR 76 B i) 20 5 v i A
T[]0, I R FH A B 22 I 4 R[] < S 3T 1 12 I 45 B
iy B A 1 S 5 AR AAE R AR 2 B 00 R S AR AE L 5 R IR A
FERIAH L AR B R DRG0 R A nl & F1 B3 Frig Ik, 50
UE T A SO i s
4.3.2 HEkER

R T VEAR B F ek i TF-1DF 5532 (1 18] AR A4 A1 12 BRUAR e ki
Domain-Flux Ja] #3535 44 6 U 1% 202, Fe AT 00 88 1 B B0 45 4
PEAT T 88 A S0, R ERAE . (1D R Word2vee Ul 5
TR S8 B 45 SCA 9 A7 ik AL SR 5 SR IR 4T 89 CNN I
BiLSTM #5 7 4 B2 45 Jmy &8 RN 42 Jmy R840, d )5 o DR 3 09 4R 4iE
B softmax JZHEAT 4328 5 (2 FE CAR R IR 2 1 e X 345 S04
RBUAMR LSR5 R AL 48 TF-1DF #E 47 0 MR % A L 75 H5 AF 42 B
JZRHFEAT Y CNN Al BILSTM A5 & 4 3K J=) 3 Fl 4 )5 R 1E
HJE i A softmax J2 HEAT 43 28, SE O R X HE T iR S @
matsnu,ngioweb . suppobox X 3 Z& 3 & F K P47 K, 5L 56
S RXT A E 6 FTR .

SH AR AR AR SO TR A 1A B2 S 4 1 R I 7E RS A
LA —2RF. WA Domain-Flux 34 — B i & + 4~ 1
Jal PB4 A . 40 scale-hold-reputation. com F& Hi 3 /% W FA id)
scale, hold, reputation ¥t 4% 4 i 1 38 44 . 55 A~ B3R 78 & & FIl
FFAE B 1 55 1E B 35844 A 8L AFL BRG] 22 R A A G PR ER S L 384 1Y
P 18 N R g i R R (SRR R = e S Y ST B A
BT Word2vec 1A ] 48 19 P 25 I 2 455 78 S ] 43 A =X i) )
RN FBI BAR R 3A B A A B D BEA R A A ] Y
JR) R RRAT o AR X B 0] 4 G 22 AT 1Y) ST MR AE 43 A R A2 5 B otk Ay
POKGAf R K. SR A TF-1IDF A EE 5395 1 i 42 I 2% 455 70 7 35
24 SCA ) g A B B AT ) AR A, 38 A 43 AT 5 1) 3R AR Y



342

Com puter Science T HMLF2:  Vol. 50,No. 12, Dec. 2023

TR R o AR B R A A AR L B 5t TF-IDF 5k R
% FE A AR 09 43 A FOAL B TR R G 52 e, A PR RS AR . AR SO
EURASIAZEN HF B TF-IDF AU B, M PR §] i 1 AR 41
I BRLGR) 20 5 B) 04 3R AR A3 A E AT R DG M A BT . A ] 1) B Bt
FIH TF-IDF B A i 2 A E R R 5l A SN+
TR ARTE AL 943 A A S A BRI . ol T IR AR R BRI A 1Y
FEACELZ, IE W 1) B 28 5 42 7 SR AR 44 AR AR 43 A 5 T LA
BARMW ALY 45 6 28 W F 1 TF-IDF % 858 o 76 38 4
A5 48] ) £ rh Rl A TR AR B S A A R AL, B i — 2D 42 48 R
T2 A Z ) A AR DG HERRAE , A A S5 A T R IO E R iE
SCRRAE o PR A ST 96 0 57 44 A B ATL P A1 AL 3] AR 4 45 B
ML e 1) 37) B 28 358 44 LA T g F) R D AR

matsnu suppobox ngioweb

% Word2VectCNN+BiLSTM ~ ® TF-IDF+CNN+BiLSTM  * A X 3%

Precision/%
ER852233888

0

K 6 Domain-Flux il 2%

Fig. 6 Test results of Domain-Flux detection

ERIFE AW T — kA 5 i B 38 19 Domain-
Flux f& 2 BRI 7 2. DL SR T 5 AL By R Oy BE i, I8
AFZ 48 Domain-Flux 37" B 25 (1) 38 2 55 5. A L3 AT 1 2R
— K J7 %5 TextCNN Fl BILSTM, AR SCHE CAR R R JZLM T
B4 AT R AR R TR T BG# TF-IDF 583 A B 1) ) AR %
AZRTR S TEFRAE B2 B2 DA 25 (] 4 i R [ 44 3 il BECJR) 35 0 4
JRRFAE . T2 A R R ] A SCTT BN A RE A 0K T BE AL A
A4 0 AR D ) ) S A4 R T o A S R RO R T

% x

(1] HEFEB® N Z 5.0 (CNCERT/CC). CNCERT H 3k W 4 4 &
il iz 45 [EB/OL]. https://www. cert. org. cn/publish/main/45/
2022/20220222162441001864709/20220222162441001864709_
html.

[2] HUSSAIN F.ABBAS G S.PIRES M I,et al. A Two-Fold Ma-
chine Learning Approach to Prevent and Detect IoT Botnet At-
tacks [J]. IEEE Access,2021(9):163412-163430.

[3] WU D,CUI X,LIU Q.et al. Research on Ubiquitous Botnet
[J]. Netinfo Security,2018(7) :16-28.

[4] GUO X M, LIANG G J,XIA L L. Domain-Flux Malicious Do-
main Name Detection and Analysis Based on HMM [ J]. Netinfo
Security,2021,21(12) :1-8.

[5] XIAO Q.SU K Y. Bonet Traffic Detection Based on Random
Forest Algorithm [ J]. Microelectronics & Computer, 2019,
26(3):43-47.

[6] IBRAHIM H N W,ANUAR S,SELAMAT A.et al. Multilayer
Framework for Botnet Detection Using Machine Learning Algo-
rithms [J]. IEEE Access,2021(9):48753-48768.

[7] HOSTIADI P D,AHMAD T. Sliding Time Analysis in Traffic

Segmentation for Botnet Activity Detection[ C] /2022 5th In-
ternational Conference on Computing and Informatics (ICCD).
IEEE.2022.286-291.

[8] YADAV J,THAKUR ].BotEye:Botnet Detection Technique
Via Traffic Flow Analysis Using Machine Learning Classifiers
[C]//2020 Sixth International Conference on Parallel, Distribu-
ted and Grid Computing(PDGC). IEEE,2020:154-159.

[9] LOPES A G.MAROTTA M A.LADEIRA M,et al. Botnet De-
tection Based on Network Flow Analysis Using Inverse Statis-
ties[ C]// 2022 17th Iberian Conference on Information Systems
and Technologies(CISTD. IEEE,2022:1-6.

[10] ALGELAL Z M,ALDHAHER E,ABDUL-WADOOD D N,
et al. Botnet Detection Using Ensemble Classifiers of Network
Flow [J]. International Journal of Electrical and Computer En-
gineering(1JECE) ,2020,10(3) :2543-2550.

[11] XIAO L S,LONG C,DU G Y,et al. Botnet Detection Based on
Flow Summary [J]. Computer Systems & Applications, 2021,
30(8):186-193.

[12] NIU W N,JIANG T Y,ZHANG X S, et al. Fast-flux Botnet De-
tection Method Based on Spatiotemporal Feature of Network
Traffic [J]. Journal of Electronics &. Information Technology .,
2020,42(8) :1872-1880.

[13] ZOU F T.TAN Y, WANG L,et al. Botnet Detection based on
Generative Adversarial Network [J]. Journal on Communica-
tions,2021,42(7) :95-106.

[14] LIN H G,ZHANG Y L,GUO N X,et al. P2P Botnet Detection
Method Based on Graph Neural Network [J]. Advanced Engi-
neering Sciences,2022,54(2) :65-72.

[15] WOODBRIDGE J,ANDERSON H S, AHUJA A,et al. Predic-
ting Domain Generation Algorithms with Long Short-term
Memory Networks [J]. arXiv:1611.00791,2016.

[16] LIUX Y,LIU J M,LIU C,et al. Novel Botnet DGA Domain De-
tection Method Based on Character Level Sliding Window and
Deep Residual Network [J]. Acta Electronica Singca, 2022,
50(1):250-256.

[17] LANG B,XIE C,CHEN S,et al. Fast-Flux Malicious Domain
Name Detection Method Based on Multimodal Feature Fusion
[J]. Netinfo Security,2022,22(4) : 20-29.

[18] JING L, HE T T. Chinese Text Classification Model Based on
Improved TF-IDF and ABLCNN [J]. Computer Science, 2021,
48(S2) :170-175.

[19] Alexa sites [EB/OL]. https://www. alexa. com/topsites/.

[20] DGA domain listt EB/OL]. https://data. netlab. 360. com/dag/.

LI Xiaodong. born in 1982, postgra-
duate, engineer. Her main research in-
terests include artificial intelligence, in-
formation security and software engi-

neering.

SEAT S 3 - T A7)



