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Sparse Adversarial Examples Attacking on Video Captioning Model

QIU Jiangxing, TANG Xueming, WANG Tianmei, WANG Chen,CUI Yongquan and LUO Ting

Hubei Key Laboratory of Distributed System Security, Hubei Engineering Research Center on Big Data Security,School of Cyber Science and En-
gineering , Huazhong University of Science and Technology, Wuhan 430074, China

Abstract Despite the fact that multi-modal deep learning such as image captioning model has been proved to be vulnerable to ad-
versarial examples,the adversarial susceptibility in video caption generation is under-examined. There are two main reasons for
this. On the one hand, the video captioning model input is a stream of images rather than a single picture in contrast to image cap-
tioning systems. The calculation would be enormous if we perturb each frame of a video. On the other hand,compared with the
video recognition model, the output of the model is not a single word,but a more complex semantic description. To solve the above
problems and study the robustness of video captioning model, this paper proposes a sparse adversarial attack method. Firstly,a
method is proposed based on the idea derived from saliency maps in image object recognition model to verify the contribution of
different frames to the video captioning model output and a L, norm based optimistic objective function suited for video caption
models is designed. With a high success rate of 96. 4% for the targeted attack and a reduction in queries of more than 45% com-
pared to randomly selecting video frames,the evaluation on the MSR-VTT dataset demonstrates the effectiveness of our strategy

as well as reveals the vulnerability of the video caption model.
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Benign video frame

Adversarial video frame

Original inferred caption:
a ship is moving in the sea water

Targeted caption:
there is a bike riding on the road
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Fig. 1 Adversarial examples generated by targeted attack

331
) CNN CNN Youtput Jtarget
Video Frames x Pretrained  Outputs = A There
o ™. B "oy |lis
n = E\'il!/-' 18 a
. @ I:>I:I = I:Dplaying tree
5 @ i [y
m
B
[ ) ﬂ l
0 non
1000
0 Loss(Voutputs Vearger)

Key Frames Mask M Pel‘tlll:batloll

B2 Az A A AR A R Xt T AR A 1) 4 A S A
Fig. 2 Overall architecture for generating adversarial examples
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2. for t <= 1 to T-th frame in x do
w< getFrameWeight(t,x) ;
weights. add({t,w});
.end for
. sortReverseByWeight(weights)
.fori<1 to N in weights do
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Table 1 Results of targeted attack on S2VT model

¢

Method Metric
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Table 2 Results of targeted attack on S2VT-Attend model

Method S/ % Q A/% loll, EMR/%
Our 24.3 432.6 96. 8 5.4351 70.7
RandS 24.3 830.4 89.9 8.9214 46.5

Xof Bk R OB B9 4 BT - TT LA e T 25 SR A Sy 3 2L B 3
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Video frame

Original inferred caption:
two teams are playing volley ball actively
Targeted caption:

a group of people were playing in stadium

Original inferred caption:
a man is hitting the ball in a baseball game
Targeted caption:

a girl is hitting a wall in a bathroom

Original inferred caption:
players are on the soccer field

Targeted caption:

a boy playing playing playing playing playing

&3 Bt 5k WOHE: A5
Fig. 3 Example of attack failure
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Table 3 Results of different evaluation methods

¢ BELU-1 BELU-2 BELU-3 BELU-4 ROUGE METEOR
10 0. 46 0.59 0.37 0.29 0.48 0.26
102 0.72 0.55 0.48 0.38 0. 65 0.35
103 0.56 0.67 0.52 0. 40 0.58 0.38

4.6 MEEESTEL

H OG00S0 A AT B2 5
— A% A A A A R AR BT PR AT Y . R A A
FR L R R A A ASE A (3 X B A A T it o ) A A 3 A
B, X B AT A Xu %48 I 19 1 Densecap Attack
(DA Xu 2548 1 B 757 Latent SSVM(LS) VE R % b )7 12
E R T3 P AP O ik 0 50T 1 B AR Ak R BN —#E IR 2 54
Xof 45 R 23 7 AR S, PRt 2 b i BOHE OF R Be SR )t Ui
WE—Fh 7 TR AT . BN 4 BB SR L AR ST IR B R T R
B 3% ~5 A LT LS MR Th &tk DA B4y 2%, X2
K DA 7775 19 B AR 6840 24 T R 8 A 0 B ) Y 4 — A
& SRR B0 TC Wk A0k B Hb 8 A F P R — A BT Y AR
B. T LS O kS X AN 07 L Y B ] B 2R AR B
P %07 A B AR T AR R — L G BT A RT BE R 4
T 22 () 6 0 B AR AR R R KAk . 3 T LA i LA T A AR
B 5 SR AL (SVMD AR AE . IR AT DU Y % i
) A R R R B AR R A, R B R R K
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RREAL

% 4 DensecapAttack FIA )5 ¥ X) 11

Table 4 Comparison between DA and our method

Method S/% Q A/% lol, EMR/%
Our 24.3 395. 45 96. 4 8.8361 68.7
DA 24.3 722.50 88.5 9.3872 65.3

LS 24.3 594. 24 90. 2 5.2824 66.5

4.7 XETF CNN WE BB E
DAL S 86 36 30E 1 A0 8 R A B AR A 5 R B 6T CNNH-
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RNN M XPIREAR TS . AT R R R T 50 UE A A 78 A 3k T
CNN W3 T ideoE . A SOy il i 8 1 H bm t 4k ok 51
H | TR RNN 88 4r. ifi xt F R /A5 45 24T 55
KAl o 1) B R BEREN BARBR 2 (— A B i) 7R A AR 4
A rh s B AR S, R U (AN 2 S T CNIN 38 43 i &2
REASBERY O RAN S e 7 AR . O T 3000 X — A8k K r 48
FEH FFGSMP2), CRW | L-BFGS™ #1 Deepfool™® It f
BT . X LR R IZ B T 43 SRR I X BT A
ARWFGE LAE 0T AT AL A B0 45 v ik B 500 4~ 485
B ARl A R ALY . Ry T T I S B T 5y 12 X B2
G5 T (52 W) AR IR 2 f AT TR) A G S i 4 0, [
9 TR CNN il 7 sk i s o) R 8 &, T4 METEOR ¥
4304 TR (H 15 B R T AR (9 K- 0. 25, SRR 5 B9 S5 45
A RLA AU F ONN M IGE BOR Bt i 22 T A U %, I
FGSM W TR HA 20 4%, FH A K ECR 970. 9, CRW
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Table 5 Results of targeted attack only based on CNN
Method S/% Q A/% lelle  EMR/%
I-FGSM 24.3 970.77 20.4 14. 8361 8.7

c&w 24.3 890. 30 27.3 3.5681 10.6
L-BFGS 24.3 920. 53 22.4 8.4728 8.3
Deepfool 24.3 947.92 24.3 6.8872 9.2

4.8 MMMARERENENF 20

A B T X PR AR BT A9 45 5RO P A A B N TE AL
W HEAT AT S5 10E . INBER LR A0 4 A A5 A0 1Y 28 44 4
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Table 6 Results of targeted attack selecting sentences in

MSR-VTT dataset as target statements

Method Q A/% EMR/ %
Our 979. 63 6.7 1.3
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