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Network Asset Security Assessment Model Based on Bayesian Attack Graph

ZENG Kunlun,ZHANG Ni, LI Weihao and QIN Yuanyuan

National Computer System Engineering Research Institute of China, Beijing 100083, China
Abstract Current attack graph models do not consider the reuse of vulnerabilities, and the calculation of risk probability is not
comprehensive and accurate. In order to overcome these difficulties and evaluate security of network assets environment accurate-
ly,a network assets security assessment model based on Bayesian attack graph is proposed. Firstly, successful probabilities of
atomic attacks are calculated according to vulnerability exploitability, host protection strength, vulnerability time exploitability
and vulnerability source. Then attack graph is quantified by Bayesian network. Secondly,successful probabilities of partial atomic
attacks and corresponding prior reachable probabilities are modified according to the reuse of vulnerabilities to evaluate static
security risk of network assets. Thirdly,reachable probabilities of related nodes are updated dynamically according to real-time at-

tack events to realize the dynamic assessment of network assets security risk. Finally, the proposed model is analyzed and verified

effectively by experimental simulation and comparison with existing works.
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Fig.5 Probability calculation of Bayesian attack graph
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