wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

EFERAPEIEEE_HEQ‘“HSHMH*&ME
WEWR, & 8BRS, B, EES, TIF

5IAEX

WER, g, 8RB, B, EFF, TF. EHARAPERAMERNXTIMERED]. HENRE
2023, 50(12): 359-367.

YANG Youhuan, SUN Lei, DAI Leyu, GUO Song, MAO Xiuging, WANG Xiaogin. Generate Transferable
Adversarial Network Traffic Using Reversible Adversarial Padding [J]. Computer Science, 2023,

50(12): 359-367.

BN EEE (SERXINEE IE SR EENE)

Similar articles recommended (Please use Firefox or IE to view the article)
EFERIENTRE RMESHERECTEREE

Low-dose CT Reconstruction Algorithm Based on lterative Asymmetric Blind Spot Network

HEHNRIE, 2023, 50(12): 221-228. https://doi.org/10.11896/jsjkx.230300014

EA T EGS BN aES R SRR
Continuous Dense Normalized Flow Model for Anomaly Detection in Industrial Images

HEHNRIE, 2023, 50(12): 212-220. https://doi.org/10.11896/jsjkx.221000183

ETW=EHE B RBENZ I IEEERE RSN
Multi-temporal Hyperspectral Anomaly Change Detection Based on Dual Space Conjugate
Autoencoder

HENRIE, 2023, 50(12): 175-184. https://doi.org/10.11896/jsjkx.221100092

ETHIIMESHREEESSEBREN

Feature Fusion and Boundary Correction Network for Salient Object Detection

HEHRIE, 2023, 50(12): 166-174. https://doi.org/10.11896/jsjkx.221100203

HEF TransformerH RS AIRT [EF5 2354

Transformer Feature Fusion Network for Time Series Classification

HEMREEE, 2023, 50(12): 97-103. https://doi.org/10.11896/jsjkx.221100112


https://www.jsjkx.com/CN/10.11896/jsjkx.221000155
https://www.jsjkx.com/EN/10.11896/jsjkx.221000155
https://www.jsjkx.com/CN/10.11896/jsjkx.230300014
https://doi.org/10.11896/jsjkx.230300014
https://www.jsjkx.com/CN/10.11896/jsjkx.221000183
https://doi.org/10.11896/jsjkx.221000183
https://www.jsjkx.com/CN/10.11896/jsjkx.221100092
https://doi.org/10.11896/jsjkx.221100092
https://www.jsjkx.com/CN/10.11896/jsjkx.221100203
https://doi.org/10.11896/jsjkx.221100203
https://www.jsjkx.com/CN/10.11896/jsjkx.221100112
https://doi.org/10.11896/jsjkx.221100112

http: /www. jsjkx. com

DOI:10. 11896/jsikx. 221000155

St A 2
COMPUTER SCIENCE

& F RAP 4= BRI & 57 Y X #1048 i ==

BEXR? W B OBERE B OB EFE FMF
1 MM AFME = %25 M 450000
2EBEIRA¥EEIE%E M 450001

(202012332015247@gs. zzu. edu. cn)

W E AMRMREOREFIZHEMATHRIARNBRZSREES ERNLGTRT TR R LR Z(AND O B, 34 W L%
FTAMATRAEZIFZEOMELRESLETMNER . IR FHLLGHF AAMBARGRR, MEARG TR & xR
RETUNEATRMELAZTEFAFRALEAT AL XELEFEAGTRELLCALTRNEBAZTHRREE RFRELATE L
THTHORABRFGZE, XPHOHTHREAERALAZTESFALESF LARRAZIL R ETEATHRAL R TG KL
# 3 % Reversible Adversarial Padding(RAP), RAP #| il M %% & Packet KA MB AT X EMAKIEWG AR, £ EHFA
ARBIAEZA -ball RAF G *FHRMIL, FH AT HEALEZLE AR REGSRALLS FHRRA A E ARG FM, T F 47 H
THRAKZ AGEFETHRKARES R L ETETERAES S LB LT HARGY 0, EREAN . RAP A IUBEE T MA&R
FTB G B, M LKA T R R E R BRI S,

KR REFT s WM& R E T E

HEESES TPISI

Generate Transferable Adversarial Network Traffic Using Reversible Adversarial Padding

YANG Youhuan'*,SUN Lei*,DAI Leyu’,GUO Song® , MAO Xiuging’ and WANG Xiaogin®
1 School of Cyber Science and Engineering,Zhengzhou University,Zhengzhou 450000, China

2 School of Cryptography Engineering, Information Engineering University,Zhengzhou 450001, China
Abstract More and more deep learning methods are used for network traffic classification, at the same time, it also brings the
threat of adversarial network trafficCANT). ANT will make network traffic classifier based on deep learning method predict in-
correctly,and then cause the security protection system to make wrong decision. Although the adversarial algorithms in the vision
field can be used to generate ANT, the perturbations generated by these algorithms will change the header information of the net-
work traffic,causing the network traffic to lose its attributes and information. In this paper,the differences of adversarial exam-
ples between network traffic tasks and vision tasks are analyzed,and an attack algorithm suitable for generating ANT is pro-
posed,i. e. ,reversible adversarial padding(RAP). RAP uses the difference between the length of the network traffic packet and
the input length of the network traffic classifier to fill the tail padding area with no -ball perturbations. Besides,to solve the pro-
blem that it is difficult to compare the effects of different lengths perturbations, this paper proposes gain on evaluating metrics,
which comprehensively considers the impact of the length of the perturbations and the strength of the adversarial attack algo-
rithm. Experimental results show that RAP not only retains the property of network traffic transferability but also obtains a
higher gain of attack than traditional algorithms.

Keywords  Deep learning, Netwok traffic, Adversarial attack
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Table 2 Distribution of P on test set

Domain(P) ISCXVPN-2016 USTC-TFC2016
(—20,0] 11328(31.47%) 5218(21.74%)
(0,100] 151€0.42%) 400(1. 66 %)
(100,200 100€0. 28 %) 364(1.52%)
(200,300] 285(0.79%) 450, 19%)
(300,400] 266(0.74%) 295(1.23%)
(400,500] 404(1.11%) 933(3.89%)
(500,600 649(1.80%) 597(2.49%)
(600,700] 9742(27.06%) 3656(15.23%)
(700,784 13078(36.33%) 12492(52.05%)
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Table 3 Performance on ISCXVPN-2016

CRLp 2 6D

Kind Accuracy Precision Recall F1-Score
FileTransfer 93.09 81.10 86. 68
Torrent 99.52 83.19 90. 62
Chat B 66. 40 72.72 69.41
Streaming 1978 81.69 83.82 82.74
Email 66. 41 75.76 70.78
VolP 91.65 85. 84 88.65

4 {# i FGSM, BIM, PGD L & RAP #4720 3R i, 76
Accuracy T WL 35 4y A AT 35 0. 670 4 (12, 74%), 0. 647 7
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Fig. 3 Gain of Precision,Recall and F1-Score on ISCXVPN-2016 test dataset
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Table 4 Performance on USTC-TFC2016

CHAL: 26)
Kind Accuracy Precision Recall F1-Score
Skype 97.76 94. 67 96.19
Facetime 100. 00 100. 00 100. 00
WorldOfWarcraft 98. 60 99.75 99.17
FTP 99. 21 99. 21 99. 21
Weibo 93.51 81. 82 87.27
SMB 88.03 84.43 86.19
MySQL 99.01 99.92 99. 46
Gmail 96. 50 88.11 92.11
BitTorrent 95.24 100 97.56
Outlook 87.48 97. 86 92.38
90. 14
Cridex 93. 86 89. 37 91. 56
Tinba 99. 50 98.92 99.21
Virut 68.62 73.70 71.07
Shifu 99.17 89. 16 93. 90
Neris 74.58 75.18 74.88
Htbot 80.57 82.92 81.73
Miuref 75.24 85.33 79.97
Geodo 80.41 79.19 79. 80
Zeus 89. 40 83.80 86.51
Nsis-ay 89. 20 89.41 89. 31
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Fig.4 Gain of Precision,Recall and F1-Score on USTC-TFC2016 test dataset
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