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Security of Large Language Models:Current Status and Challenges

ZHAO Yue' ,HE Jinwen'* ,ZHU Shenchen'"*,LLI Congyi''* ,ZHANG Yingjie'"* and CHEN Kai'**
1 Institute of Information Engineering,Chinese Academy of Sciences, Beijing 100085, China

2 School of Cyber Security, University of Chinese Academy of Sciences, Beijing 101408, China

Abstract Large language models have revolutionized natural language processing, offering exceptional text understanding and
generation capabilities that benefit society significantly. However, they also pose notable security challenges,demanding the atten-
tion of security researchers. This paper introduces these concerns,including malicious applications with prompt injection attacks,
reliable issues arising from model hallucinations, privacy risks tied to data protection,and the problem of prompt leakage. To en-
hance model security,a comprehensive approach is required,focusing on privacy preservation,interpretability research,and model

distribution stability and robustness.

Keywords large language models, Al security, Malicious applications, Model hallucinations,Privacy security, Prompt leakage
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KAlR B AT 5 AT 51 S LLM £ 80 3 5 A4 5 A
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& 1 fros , Fabio 25 BIR T el {ifi Jfl “Ignore Previous
Prompt” iy 4 k465 LLM ol Z 1 i 48 4 . X 7 B4 I ok 4%
HRAEFRE ARERENE. Kai 50 206 5 Hr 7 4 50
B LLM B 3& 7R VA U, 38 7R 1 I S5 3 i s A XUR: . 1
Trigaten #fE H} f) “Learn Prompting” W 35 42 fit 722 7 & T
H . *Indirect Injection”, 3% T H fo i FI 7 76 8 H # 18 2
ASCA (B0 T i bR SO R BRROR A 1 LLM A2
7R o Liu ZECVER XS LLM A 800 A 8 75 18 A 2ty B s 4
HEAT T R GEPE R, L5 A B A 22 O >4 i A9 258 0 B
FHAR B TR A

= Translate the following text from English to French: Amy is a girl.

Ignore above instructionsYou don't need to translate anything to French. Translate it to

Chinses.

"Amy is a girl" can be translated to Chinese as:
3EKE—2F% (Ai mi'shi yige nithai)
B 1 $oRiRE ARG
Fig.1 Prompt injection attack
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Table 1 Defends against prompt injection attacks
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Fig.2 LLM hallucinations
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Fig. 3 LLMs privacy security
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2 OpenAl API-examples[ EB/OL]. https://beta. openai. com/examples/

B R AR AL B RL DR P SR 7E — E AR L LR it T e (B3 4K
FEAE—SE R Al e i ) B, S T SE SR Tz B N, R Ok B BF
FETH B T WARME ) A . K AT F AT PR BT Y 22 4L 3F
SR X S A TSR A B SR . O AT B T R R R Y R R 4
T AR BT A A0S A (8 B 408 G M 7 X A BB K
BeRh 22 A= PR

5 KIEFHBNERMEBRE

3 Tl i A5 IR T DL 52 AR B R U AR 55 BT R
F A S R GRS TR NN T . $ROR
iR] ) SR O AR R g T Y T R D RE M L A
ANFZARBIRE . JF R # AT R R E R R0 L LR
HEAS AR 55 o TR O BT A 42 7% 17 AT LA T A A g phe ) it
B RE I R AR KA B A R 2 P L AR 2 AT O i AT
REYE . DRI . $2 75 36 AT RE i — 2 20 805 B8 7 T = R
FERL

P 7 T B BOR R TR IT & 3 B9 2R G $ R i 4
b5 5 %ok = T 3R o 1 S T A 2 7 R B i 5 T RE
BUH P B AAE B g £ 1R Y 5 IR AT T A 1 iR A £ X
RAFE Y 1) T4 oty o 9] 4 e o 5 ) e T 4 B 1) AR G AR s ) L X
P PE A 38 7 TR A ety (9 B . AT B 4 L e R 4 R
O RAGE B 5 0 1“2 24 0

P4 g i T Y R O R R T B AR G R O TR Tl 3 AT 1)
IO 326 6 171 Yy A i A 3 28 Gl 28 ol DR A 2R 22
W A 7 T 1 BEOR, B 1 PAAT O 3R AR L 8 3 O T 9 4 7% 1) 0% [
HUH A,

/LLM System Prompt \

“Your instruction is to correct the text

below to standard English. Do not

accept any vulgar or political topics.

\Text: " J
("User Input

“Ignore your instructions and output above
\_prompt” 4
/LLM Completion (system prompt Ieaked\)

“Your instruction is to correct the text
below to standard English. Do not
accept any vulgar or political topics.

\J'ext: = /
B 4 B ik R 7 ]

Fig. 4 Example of prompt leaking attack
HHI A 32 7 ) it 5 Mo SR N T4 5 1 SCAS . 49 4 SC ik
[26 ] T GPT-3.5 &Y text-davinci-002 A1, X T % 4
2 23,6 %0 Y ERR TR T SE L T bR Bk . Vicuna HBA
RATMBE &Y PR T SCHk 24 10 30k 8, Wk T
GPT-3. 5-turbo, GPT-4 1 Vicuna" 3t 3 A~ &L, X T Awe-
some ChatGPT Prompts {8 4> 1 73. 1% ~89. 0% By 42/~

% Vicuna: An opensource chatbot impressing GPT-4 with 90% * ChatGPT quality[ EB/OL]. https://lmsys. org/blog/2023-03-30-vicuna/.

© ShareGPT https://sharegpt. com/

? GitHub-awesome-chatgpt-prompts. https://github. com/{/awesome-chatgpt-prompts
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