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Cryptocurrency Mining Malware Detection Method Based on Sample Embedding

FU Jianming' ,JJANG Yugian' . HE Jia’ ,ZHENG Rui’ , SURI Guga' and PENG Guojun'
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2 Technology Center of Songshan Laboratory,Zhengzhou 450046, China
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Abstract Due to its high profitability and anonymity, cryptocurrency mining malware poses a great threat and loss to computer
users. In order to confront the threat posed by mining malware, machine learning detectors based on software static features
usually select a single type of static features,or integrate the detection results of different kinds of static features through inte-
grated learning,ignoring the internal relationship between different kinds of static features,and its detection rate remains to be
discussed. This paper starts from the internal hierarchical relationship of mining malware. It extracts basic blocks, control flow
graphs and function call graphs of samples as static features,trains the three-layer model to embed these features into the vector
respectively,and gradually gathers the features from the bottom to the top,and finally sends top features to the classifier to detect
mining malware. To simulate the detection situation in real world,it first trains the model on a relatively smaller experimental da-
ta set,and then tests the performance of the model on another much larger data set. Experiment results show that the perfor-
mance of th proposed method is much better than that of some machine learning models proposed in recent years. The recall rate
and accuracy rate of three-layer-embedding model is more than 7% and 3% higher than that of other models, respectively.

Keywords Cryptocurrency mining malware, Static analysis, Machine learning, Graph embedding
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Table 1 Performance of basic block embedding model

Basic block data set Accuracy/ % Loss
Training set(80 %) 94,27 0.1620
Validation set(20%) 92.70 0.2132
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Table 3 Performance of function embedding model

CFG data set Accuracy/ % Loss

Training set(80 %) 97.94 0.0662
Validation set(20 %) 97.73 0.0750
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Table 3 Performance comparison of machine learning models on experimental datasets

Ranking Feature Model Accuracy Precision Recall Fl-score AUC
Basic block-t Three-layer-
1 ISR, . 0.9978 1.0000 0.9822 0.9899 0.9904
CFG+FCG embedding Model
2 CFG MAGICL6] 0.9859 1. 0000 0.9573 0.9782 0.9787
3 Raw bytes Malconvl 4] 0.9761 0.9949 0.9330 0.9628 0.9653
4 Opcode LSTMLE3] 0.9569 0.9573 0.9195 0.9364 0.9479
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Table 4 Performance comparison of machine learning models on real-world datasets

Ranking Feature Model Accuracy Precision Recall Fl-score AUC
1 Basie block Threelayer- 0.9778 0.9970 0.9428 0.9692 0.9706
CFGHFCG embedding Model
2 CFG MAGICL16] 0.9574 0.9931 0.8717 0.9285 0.9344
3 Raw bytes Malconvl14] 0.9504 0.9719 0.8768 0.9219 0.9320
4 Opcode LSTML15] 0.9144 0.9453 0.7967 0.8647 0.8861
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Table 5 Performance comparison of three-layer-embedding models without CFG features on real-world datasets

Ranking Model Accuracy Precision Recall F1-score AUC
1 Original Three-layer-embedding Model 0.9778 0.9970 0.9428 0.9692 0.9706
Three-layer-embedding Model
2 . e . 0.9772 0.9751 0.9630 0.9690 0.9743
(without CFG edge encoding feature)
Three-layer-embedding Model B B
3 0.9679 0.9596 0.9375 0.9484 0.9584

(without CFG depth feature)
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