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Memory Security Vulnerability Detection Combining Fuzzy Testing and Dynamic Analysis
MA Yingzi,CHEN Zhe, YIN Jiale and MAO Ruiqi

College of Computer Science and Technology,Nanjing University of Aeronautics and Astronautics,Nanjing 211100, China

Abstract C language is widely used in the development of system software and embedded software due to its high speed and pre-
cise control of memory through pointers,and is one of the most popular programming languages. The power of pointers makes it
possible to operate directly on memory. However,C does not provide detection of memory security, which makes the use of poin-
ters can lead to memory errors like memory leaks,buffer overflows,multiple releases,and sometimes these errors can cause fatal
damage such as system crashes or internal data corruption. At present,there are some techniques that can detect memory security
vulnerabilities in C programs. Among them, dynamic analysis technique can detect memory safety of C programs at runtime by
staking the source code,but it can only find the error when the program executes to the path where the error is located, so it relies
on the program’s input. While fuzzy testing is a method to find software vulnerabilities by providing input to the program and
monitoring the program’s operation results, but it cannot detect memory safety errors that do not cause the program to crash,nor
can it provide detailed information such as the location of the error. It also does not provide detailed information such as the loca-
tion of the error. In addition,due to the complex grammar of the C language,dynamic analysis tools often fail to correctly handle
some uncommon specific structures when analyzing large and complex projects,resulting in stubbing failures or stubbed programs
not being compiled correctly. To address these problems, this paper proposes a method that can detect the memory safety of C
programs containing specific structures by combining dynamic analysis techniques with fuzzy testing techniques and improving
existing methods. The reliability and performance experiments show that with the addition of C-specific structures.the memory
safety of programs containing C-specific structures can be detected,and the combination of the fuzzy testing technique can have
stronger vulnerability detection capability.
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3.7 HHIEE{EH const &1
FEAREACAD 1 2ok 72 vy, FRATT 2% 380 Ao 1o) P AR AD 4 A — 28
CIEFTHEMMIGABRES FAM, fFExX s, jj
Txiﬂﬂ?ﬁﬁ%qﬂWﬁ—dﬁ%«ﬂﬂ@h{wu STEIR WA R 51
Bk R H AU bR B i A — NS PREFI X ret_val » HEHE%%
715 BRSO IR [, HC 2 10 B0 Sy o B0 R (B A 2 80, IR AE IS 2k
%BWEJJIEPXTE HATIRAE B AE . 2 R B BB const ﬂkfﬁ
A o A AT A AR S AR S5 4 A B PREFI X ret_val (381 25
B const B, Xof LK 1 <% i 4546 Ak )5 A9 AR S iR 0, IR R
B const MBI IYAR B A E AT LB B . UL ZB A &
PREFIXret_val WZET ¢ i 3 £ 47 BF 6 28 R 55000 o A
R A AR Y const 18 147 M B , > 52 0 AE oA 40 X% A8
B — IR Z KRG,

4 IKBWESH

H T CVE %1 2 rfv 4 2 30 52t 55 v (o 1 9 078, IR ot fi 1)
CVE RAENMAEEHLAEHLENL, HCVEMEZEZ,H
R 35 ARSI F W R E X CVE $#R 47 0 1 /5 15 1k
PS8, 33X HUR IR O 26 b o B WA, AR SRR
S C R BY T T RS UL PR I BF — A O BE AR i 2 CVE B2 P
RAE AL C B S S 15 B A AR SO X P9 77 5 15 A6
HAR BT, W LA A4l CVE BT TR 28802 A7 %2 4
dfﬁ{lﬁl

sscanf 1=

S e S L AL EEEE T 16 4> CVE fE Jg 5286 i 3 4k
B 6:‘ W/ T fig2dev, ffjpeg, jhead, libsndfile, ytnef,
dmg2img, ngiflib, epub2txt Pl & ezxml,

ST T RAEXT CVE #2 )3 247 U T AG I 14 2o 42 o, o
TFAEAETCIEAL TR C BRI b i 45 i 45 4, R b TG 12 5 Al P9 A7
R 7 . EAS SCHR M A X C 78 T vh 4 E 45 A AT N T 22
BT KB IR T B AFL 5 2400 ik 09 30
A4Hr T B Movee 45 & )5 , ¥ Google i ASan, SCet fil Val-
grind 76 A] M A RO R RE Y I EAT T OREAL . AR SR i
AT BB A2 0 20 PE B 885 < Ab B3 N Intel® Core™ i5-10210U
CPU,A#.CPU T4 1. 60 GHz, N1E N 16 GB. B ER SN
64 f Ubuntu 22. 04. 1, a8 M gee 11. 3. 0, A & i
bash,

4.1 FAM
£ ASan, Valgrind fll SCet H1,[% T Valgrind A Ll B $ 4f
PR SCHEAN B ANFI A TR AT RS R
Makefile, H:r, ASan 75 2 78 4 13 15 388 Il 2 1% 146 Tl - fsanitize =
address e FF I N A7 K6 1 2 B8 s SCet AS AW 75 B2 18 A1 24 135 106 101 -
fsoftboundcets , i Wi ffi 1] Clang 2 %% K 4 i L F , Btk =2
HNA T B R L 0 L AT B A R L 45 A AR B R
TR, HAE 46 W B0 T A R (H T R B R i 2 AL Val-
grind M 7] DL ] “ valgrind --tool= tool_name program_name”
A R X FRF HEAT N Z AR D . T Movec W 32 45 3 14 e

TE 3R 4 1% . & RERE 46 A J AR I o i o 00 95 S Y SO e
#E’[a‘i@mﬁiﬁ H 2 A 1 Makefile e 4 54 B 5 AR .

Zi4 iR M H ASan, Valgrind DA S SCet, Movec ELA T
R AT
4.2 B

T B AE Movec X T AE LE (9 P9 AR 15 AT R T 1Y
HME AR SOl H B S 1) Movee 55 ASan, SCet Ph & Val-
grind 7G5 1) CVE WL 4R Ll 47T 7 SC 58, HAR 9 SE 50 24
gk 1 g,

1 AR LS B

Table 1  Validity comparison

CVE % # #T 89 Movec  Movec SCet Valgrind ASan
2019-14275 YES YES YES YES YES
2019-19746 YES YES YES YES YES
2019-1010302 ERROR YES NO YES YES
2020-26208 ERROR YES NO YES YES
2021-3496 ERROR YES YES NO YES
2021-28277 ERROR YES NO YES YES
2021-34122 YES YES YES YES YES
2021-44956 YES YES YES YES YES
2021-44957 YES YES NO NO YES
2021-45385 YES YES YES YES YES
2021-3548 ERROR YES NO NO YES
2022-23850 ERROR YES NO NO YES
2022-30045 ERROR YES NO YES YES
2021-3246 ERROR YES NO YES YES
2021-36531 ERROR YES NO NO YES
2021-3404 ERROR YES YES YES YES

F1H L YES £RTIA R CVE RS2, T NO NI AH
S ERROR I 7 i 4 T H A7 98 W 452 4 J5 A9 A A% JE % 1E
Wik, MFEFTLIFEH, ASan il Movec A] DL M H B A
CVE 1 fJ481% , SCet il Valgrind M TGk 4k CVE ™ (1) 43
HEIR .

FIHSCGHRTR X C BRIFPHEATAFLZ LIS THE
Movec I3 CVE 5 8f, LA H it CVE H1 B4 12 .

B, X R R Y C R )T AT W& 2 sh & 4
B 7 36 U At 3 25 43 W7 T LG e B, b B et T
B EL A AT 3004 T VA DU BE )
4.3 fEgE

S T U8R 25 A BRI G X A A AR A S M 0 C R Y
THNFLE B0 T B Movee 191z 17 M 68, X B {# A
ASan,SCet DA M Valgrind 5 Movec 347 P A7 45 15 46 10 B[]
WXL . IR RIFFE IR 22, 36 FH T 5 WL 50 19 7 S5 (A 1B R 45
RS RME 2 FrH, Ko time KR BHAL, B0 s, H
TSR B0 4 A AR 5 4 i VRS ok S 3 Y A
2 4 Y MR A T 23 RE 5 T G 128 A7 AT S 0 R O AR 0 Y FT BROAT SO A
B AT U0 IR 5 g R R AR T A L T ERAT S 32 4T e TR AN
)L DR G E T. R, R4 M5 19 R 7 5 TR R I 1952 A7 i i)
A EE A8 T LA 0 VR M O 2% B 4 A TR s fT e BE L AVG
T. R FRAA TR ML b iy CVE /Y7 X 46 12 i /]

B, NFEHRTTLLE H . Movec B 246 12 £5 U2 1. 87; SCet,

Valgrind Lk 2 ASan ¥ 7 3 #i 1% £% £k 43 5% & 2. 86,43. 15,
5.20, Hrp SCet TILAM A CVE i it £, Wb H 75 #
AR S % 5 XA K Valgrind 19 57 29 #i 18 1% 50 i
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KTF Movec, % B Movec HY iz 17 1 fE i€ it f T Valgrind;
ASan 45 2 i 18 £ B0l Fb Movee 895 34 #i 18 £ 20K, R

%2

L5 BUMIIN LA X F R E A C R R BT AR A )
B HT Y T A Movee MPEREIL TRA M3 TR,

Tt 38 A7 I 18] X b 552 6 5 9

Table 2 Program runtime comparison

Movec SCet Valgrind AddressSanituzer
CVE origin
time/s T.R. time/s T.R. time/'s T.R. time/'s T.R.
2019-14275 0. 40 0. 44 1.10 0.49 1.22 4.63 11.58 0.49 1.23
2019-19746 0. 40 0. 40 1. 00 0.43 1.25 3.90 9.75 0. 49 1.23
2019-1010302 0. 40 0.05 0.13 0.40 1. 00 3.32 8.10 0.56 1.37
2020-26208 0.05 0.05 1.00 0.05 1.00 3.33 66. 60 0.56 11.20
2021-3246 0. 40 0.43 1.08 0.40 1.00 3.28 8.20 0.45 1.13
2021-3404 0.05 0.05 1.00 0.40 8.00 2.78 55.60 0.43 8.60
2021-3496 0.05 0.05 1. 00 0. 40 9.20 3.69 73.80 0.51 10. 20
2021-3548 0. 40 0.42 1.04 0. 40 1. 00 12. 14 30.35 0.63 1.58
2021-28277 0.05 0.45 9. 00 0.40 8.00 3.53 70. 60 0. 64 1.56
2021-34122 0. 40 0.40 1.00 0.40 1.00 2.99 7.48 1.00 2.50
2021-36531 0.05 0.05 1.00 0.05 1.00 2.89 57.80 0.05 1.00
2021-44956 0.15 1. 00 0.15 0.41 8.20 15.67 104. 47 1. 00 6.67
2021-44957 0.05 0.05 1.03 0.05 1. 00 2.71 54.20 1. 00 20. 00
2021-45385 0.43 0.43 1. 00 0. 40 0.93 28.09 65.33 1.00 2.33
2022-23850 0.42 0.49 1.16 0.42 1.00 3.53 8.40 0. 60 1.43
2022-30045 0.05 0.41 8.20 0.05 1.00 2.91 58. 20 0.56 11. 20
AVG T.R. — — 1.87 — 2.86 — 13.15 — 5.20
4.4 5 ASan B —H3FLE 4.4.2 jhead P # M & R
M T1E ASan, Valgrind LI & SCet 1, ASan JE 45 & £ 8 FEXT CVE-2019-1010302 #F A7 4 A 5 £ U Ay i 2 o

T P B B A 43 BT T DR U A Ak 4 5 5 AR I 3 A e it S
i) Movec 5§ ASan #47 T B BE— 2L MXF L, 1T ASan fE£
D30 55 — AN 158 2 57 5 1R 38 4T, IR UG 5 22 56X CVE iy
T T R AT UE BB G AL, FEAR 4R CVE 45 i i A SC
T8 32 X M S 0 AR A AFL A7 AR 0 42k 458 1 ot A i T
Z TR, X LR T 25 %0t Movec i EJ5 19 B2 P i 4
{HR — 8 2 ASan #t4 th R P P RS R

TS G % ASan 7E P9 AR ZE A T I A DU Y R R
T4,

4.4.1 libsndfile * #9 P9 & = 1A 44 3%

FEXF CVE-2021-3246 (1% 4 A 5 AR A5 2E 47 48 80 00 € ) o
AR R T 2 AR SO B AR 8 B A B AT Movec 16 BE
Ja WO T o A A0 B B U R AR AR ) Y R SO AE R
ASan HEAT AA R RS AL T A I BB AR, T,
HRAE e 485 A5 26 0 3F 47 56 4, % 48 & 16 A H hk (B Y
0x556d6acebe7e, H Hi T H: 25 & unsigned int” , B I H K/
H 4, {H Movec & i Ml i 72 p S H AT EE (19 pmd 1Y base
bound [ 2218 7 2., 33X 5t 5 30AE U7 [R) 48 £ B < 8 11 48 10 N A7
AT R TSR bR . FEIEARES o, X e A A A2 1
Xt 8 925 8 K unsigned short, H size i 2, F 1t Movec £ K
A5 EF A A pmd B ECA HBUAS R Bl i R R T P R
SEAFAE R [R] R

1M ASan JG A6 M 2132 485 152 02 K 2 B JC ¥ f I 214 R
T o T 0 28V L AT A s Bk A A E N AE SR JE Y red zone,
ITEANC BRI NAE D o R 8 B o A 3 (B Y 78 i 4
F A ) — > unsigned short Z$ A A % 57, ASan 7E ff FH un-
signed int ZE AU B 48 £ X PUAE HEAT U7 ) I, U ) B9 407 ' 2 25
HH T 0 bk A PR, L PR U () Y st AT AR A S 5 6 A 4 T
B P9 A 5 D 4 38 FRL P 33k gl 7 45 0kt Ak 1 R R 7 IR S 43 0 L
o DR 7 X R B R v o AR [e) R b O R N R R A A
A T B Movec i F ASan,

Movec 2 B HE 15 L ASAN il A9 45 32 22 11 T P A7 i O

TE 285 Movec $li At f5 19 AU b oxh 20 8 5 28 17 99 1 B
EAEXS A2 SR A R Y pmd HEAT I BRI 2 Y A O L 3 i
gdb X H pmd #E 47 HER X5 & W H pmd & S EOWE TE
WA LIS BB )P B AT 8 R A & AR A2k, H pmd 1%
A MR B Ay JHE 43 IC 14 N A7 5 A R LR T B (A 75 B
B0 10 | R (=RTaa  rp ab  R Sa QR S R E  a i
T 2 72 PP i B SEAF TR B N AF DR

T F T ASan 76 86 52 B o AR 22 4 JR Xk 42 A R A ST
redzone, JLIE K U ] C & 5 4 )5y X 42 09 36kt DA 2 i T 30
G I FE X C R 7 4 Jah X 42 (0 U I 2 45 8 BN 77 T T
Y [a] #_- , Movec J& T ASan ),
4.4.3 epub2txt P& % A 1 AR

1 F ] Movee Xt CVE-2022-23850 #EAT 17 4 5 4 i A4 1
PR A7 7R B R . OB S R T A TE 48 4R b aik o
Ox7{ffffffeded , BHR/NHN 1, HH pmd PAEAERY B AT H
43 & OxT7I{{{{fcdbO A1 Ox7{f{{{{fcdcd . A b 7E BE AL 25 Y Bl 28
) YA . FE IR P P L AR BT AR ) — > K/ 20 Y %R
WM IFERF BT R F B A T A . e,
S e A 2 A K B T 20 B9 AF R 00 H 7 IR B A
21 A FAF I 23 R s R AR

M ASan J2¥ N A7 AR IE SR AE R F W AF T TEXN N AF
PEATHRAE I3 5 T AR A2 N AFBR S . B T3
PR AT LB 1k PRAE 7 [0 i L B R A A i DX, 22 v A X
LA SR A7 A DX S T W R S S TEAT RN . PR L R N T
PEAT A7 2 A Aer i i), o 4% 338 25 B Y 7 4 R BT TE N A7 IX
TR 28 S B BT 43 E PN A7 S IR 4B A7 A% X, ASan TE iR
e 0 M A2 N AE i S PR) O R D 2 s R R K Y Tl I
3R C 757 € 45 M I W AF % 2 31 5 T2 Movec fi T
ASan,

7 4.3 355 3] Movee Ml ASan 78 1 fig - R EAIH L {0
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ARAE AT o 9 1A 25 AT DLAS 31 25 2 B0 I 48 A B0 9 Movec
FE A7 T i A6 DU 8 1) B AR F ASan, H Movec BT LA U 45 i3
METIH ),

IRSEE R X AR E R C R F AT A AE
WA ENAS M T H Movee 454 AFL, AT LU A7 34 H. 5 20
Xt C R 7 A I N A 22 A2 T 1R HEAT 4G

BRE AXFENRT MU EERERLESHHNC
AT NAFALE 2T Irk. @il X K& CVE #
e HEAT S A AR U5 A5 B A TE vk AL BB C AR e Th BT L A5 A
TEE A J7 1 Y BE A b 39T Xk S8 45 04 Y A B, AT AE 95 A6 T
£ R RE A Y C TR P TP AR B AR A TR R A0 I K
FR GBI EORME S S m T WA TR B seR .

AR 3Cad SR B E IE B A S 56 IR B A 7 s Sk T R R O i
MR R IERR M . (0 H R AR AR G 2 m] KL AT
4 AR LA R L R E S A Y C R R AT N A AT
B0 75 15 S A A 3 AT BOR G54 , dRe A AN b B () AR A A 5 4 T
it 1 22 S AR IR AT B AR SRAR T E A9 R BER AR

2 % X w
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