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Global Top-K Frequent Flow Measurement for Continuous Periods in Distributed Networks
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Abstract In distributed networks,the measurment of the top-K frequent flows is crucial for applications like resource allocation
and security monitoring. Existing works on top-K frequent flow measurement have limitations such as being unsuitable for dis-
tributed network traffic measurement or only considering single time periods. To address these problems, this paper proposes a
scheme for measuring global top-K frequent flows over continuous time periods in distributed networks. This involves deploying
compact probabilistic data structures at distributed nodes to record network flow information. At the end of each time period,dis-
tributed nodes send necessary information to a central node, which aggregates this to identify the global top-K frequent flows
from the start of measurement to the current time period. Considering that each flow may appear at one or multiple measurement
nodes, different methods are used to reduce transmission overhead. For flows appearing at a single node.a method of transmitting
segmented minimum values is used to obtain a threshold. Experiments show that this method reduces the transmission overhead
by over 50% compared to full transmission. For flows appearing at multiple nodes,a multi-stage error-free processing method and
a single-stage fast processing method are proposed,catering to scenarios that cannot tolerate errors and actual high-speed network
traffic, respectively. Compared to using existing single-period methods in each time period,experimental performance of transmis-
sion overhead reduced by two orders of magnitude. Finally, a method using historical average increment information to reduce
communication delay is also proposed,and experimental results show that it effectively reduces the average relative error of con-
straint information.
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Fig. 3 Example of multi-stage error-free processing method
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InsertAndUpdateHeap(T.H,e);
TransToCentral(H) ;
threshold= WaitForThreshold() ;
/x BE o« /
for each packet e in D[0]:

sendList. append(e) ;
SendToCentral(sendList) ;
blm= WaitForBlmQO) ;
/o =B/
for each packet e in D[0]:

sendList. append(e) ;
SendToCentral(sendList).

if e not be sent and e. frequency > threshold:

if e not be sent and e. label in blm:

FA /N e HOWG 53R T 20 A 17 s Bt n

i
1.

T W N

~ o

2 top-K % GES S
) x H—B B« /

. if not first period:goto 8;

L. =WaitForTopkList();

. for each item in L:

InsertAndUpdateHeap(T, H,item) ;
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8./ x S BL x /
9. L=WaitForList() ;
10. blm= BloomFilter() ;
11. for each item in L:
12.  InsertAndUpdateHeap(T,H,item) ;
13.  blm. insert(item) ;
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15,/ % S =K BL =/
16. L=WaitForList(O ;
17. for each item in L.
18. InsertAndUpdateHeap(T,H,item) ;
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20. Send ToDistributed(threshold).
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Fig.4 Example of single-stage rapid processing method
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L if first period:

2. for each packet e in D;

3 f=S. insert(e) ;

1. if { > H. TopFrequencyO) :
UpdateHeap(H, [, e. labeD ;

SendToCentral(H) ;

ol

. if not first period:

for each packet e in D:

© o N >

[=S. insert(e) ;

10. if { > threshold or e. label in blm:
11. sendList. append(e) ;

12.  SendToCentral(set(sendList)) ;

13. threshold= WaitForThreshold () ;

14. blm = WaitForBloomFilter().
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6. UpdateHeap(H, f,item. label) ;
7 if f >H. TopFrequency()/n:
8. blm. insert(item. label) ;
9. threshold= H. TopFrequency() /nj;
10. SendToDistributed(threshold) ;
11. SendToDistributed(blm).
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Fig. 8 Accuracy comparison with different CM parameters
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