wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

EANRFREEGR
= B 28X Al

5IAEX

= Bl 82X, Gl EANRSRZEMEAN]. TENME 2024, 51(6A): 230800086-6.
WANG Zhen, ZHOU Chao, FAN Yongwen, Shi Pengfei. Overview of Unmanned Aerial Vehicle Systems
Security [J]. Computer Science, 2024, 51(6A): 230800086-6.

HBUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)

AN SIHEREBERENEANSE

Scheme for Maximizing Secure Communication Capacity in UAV-assisted Edge Computing Networks

HENRIE, 2024, 51(6A): 230800032-7. https://doi.org/10.11896/jsjkx.230800032

HAEFBRCHRIN SRFEESZREBARLETEAR

Soft Real-time Cloud Service Request Scheduling and Multiserver System Configuration for
ProfitOptimization

HEHEE, 2024, 51(6A): 230900099-10. https://doi.org/10.11896/jsjkx.230900099

&= ARDSERIMERERNARRTBRS
Facial Expression Recognition Integrating 3D Facial Dynamic Information and Optical Flow
Information

HENRIE, 2024, 51(6A): 230700210-7. https://doi.org/10.11896/jsjkx.230700210

—FhEHREE R TRREIT R E X
Fast Path Recovery Algorithm for Obstacle Avoidance Scenarios

HENRSE, 2024, 51(6): 331-337. https://doi.org/10.11896/jsjkx.230400015

HERERERIENAIRERHERENTTE
Segmental Routing in Band Telemetry Method for Endogenous Secure Switches

HENRSE, 2024, 51(5): 284-292. https://doi.org/10.11896/jsjkx.230400030


https://www.jsjkx.com/CN/10.11896/jsjkx.230800086
https://www.jsjkx.com/EN/10.11896/jsjkx.230800086
https://www.jsjkx.com/CN/10.11896/jsjkx.230800032
https://doi.org/10.11896/jsjkx.230800032
https://www.jsjkx.com/CN/10.11896/jsjkx.230900099
https://doi.org/10.11896/jsjkx.230900099
https://www.jsjkx.com/CN/10.11896/jsjkx.230700210
https://doi.org/10.11896/jsjkx.230700210
https://www.jsjkx.com/CN/10.11896/jsjkx.230400015
https://doi.org/10.11896/jsjkx.230400015
https://www.jsjkx.com/CN/10.11896/jsjkx.230400030
https://doi.org/10.11896/jsjkx.230400030

http: /www. jsjkx. com

DOI:10. 11896/jsjkx. 230800086

Sy THHF

T ARG RS MR

F E B & kX AMBTE
HEARMMKE 63891 WL TE %M 471000

 E AR AAMBERRAZRE, RAANEEF R R@Eh O S EEFEMUIRAFERGEN, X
FERAMBAMBAET AHEH A2 AL RANMX G ELFSHEBRST, BEF TR LANBATSE, FH A LA
HATRRAGHEFS., AR EREEAHATETF AL RANGER ., RANE Z—FF it g e s, AsHEA
A MEREAMK G AL, MEAANBRELZAG Y ABG ELABAEG—ANAEZHKS, TLE FRANEHIEATT /24
BRE AR TATHEHRRRARANAAABRERAN TN, RE,AZ T RAWEE R 5o &% A F A e 7T 486 i#
RAE,

KB RAN; RAMZ A RERA R A BT E

hESES TP393

Overview of Unmanned Aerial Vehicle Systems Security

WANG Zhen,ZHOU Chao.FAN Yongwen and Shi Pengfei
Unit. No. 63891, Luoyang, Henan 471000, China

Abstract In recent years.with the increasing popularity of unmanned aerial vehicle(UAV),UAVs have enormous potential in
various industries such as military, agriculture, transportation, film, supply chain. and surveillance. Despite the various conve-
niences provided by UAVs,security incidents related to UAVs are constantly emerging today. Malicious parties may attack UA-
Vs and use them for life-threatening activities. Therefore,governments around the world have begun to regulate the use of UA-
Vs. UAVs require an intelligent and automated defense mechanism to ensure the safety of humans, property,and the UAV itself.
The protection of UAV operating systems is an important part of preventing intrusion attacks. Firstly,a brief introduction to the

structure of UAVs is given,and then the security of existing operating systems for consumer and commercial UAVs is studied.

Finally, various security issues and possible solutions for the UAV operating system are investigated.

Keywords

1 3]

ill!

T NHLBEE S ) T 46 FL T 455 B 4 AL D o 0 A 4 o
FEBAMARA N EER TAPC LA AfE
SR TE R U RO T DU T 2 A R R A %
Frredi SN AL A TR P gk A R Uk
8. BEAh L TCNHLE I 3 A 25 AT 45l B BIF 52N B IE 7R R 7 5
A A IE AL 1 T7 8, B R IR ECE T 0 £
Al 3 R R BIIE TR HL 2

FETA BB HCAR — R, B AP AT LB =, W
MU EEG A EREE s, TAEE EERM
— A TRAT PR 2 P A A A N SRAT A  4
i I 3 G B T R R AT AR . B B AHLR
BEAR AR 5 2 BN EF X 100 26 | ) 48 L 0 4R B B o 2 A L
HEmMdi., HATA Y28 APUHESCHF AR MaEs ™, —
SR RO AR T KA A A BORY . JE A BLAR AT fE X
B AL A 22 42 3 BB DT L i — R B R Sk N &
T XA T AALTE FATT B9 AL N 25 B TRAT L AL R T g
PO R T AP N . RS b DA A% ML E

SEASVER . £ 72 (45778695@qq. com)

Unmanned aerial vehicle, Unmanned aerial vehicle security,Operating system security,Solution

EAPRSE T ANETAER ., B, 2T AL A
WTE A WT & J L BT BR B T RS AR S BB AL,

B TR TN AN A B R AL AT T T AR AR T
MG Z MR EETHE NS, BHREMATERR, T
AHLA IS B %5 T8 A AL A 190 2% Tk 7T AT R 2L R AL AL
3 AN S0 7 46 Wy T S PR R B T R Y 222 A XU . A T8 AL
32 B Wit AT BE £ Lol 1T A 0 R K. R,
AR AT Ak — 8, To AL B o B2 T A 0 0 A Y
HaM.

AT T AN L M FEAMNZ - ZRIERS. A
T K 22 B0T0 N ALATS 98 6 O o A BLTRAT 22 1 4% & 17 % il 1Y
LA SN A BE AR R AR R G/ . P RO A9 TE AL 2
RHARE RS LI R AL md R b | F . AR
BN T A T IR R AL BRI RS R
BT T RANLERAE R GEA 2 RN FE i 2 T 2T
R B9 AR S TE LR 1 2R G T e 1 22 A PR PR

2 ZTANMNA
Austin " REANE X NEEHFLZ T REM ARG L

230800086-1



Com puter Science FFEHLEIY: Vol. 51,No. 6A, June 2024

HAT R CTEAAUTT LA A o) 42 ) oy (R Al o
TR FUE AR TR GE . A B 1R 225 W R[] 28 20 9 B A AL e G
B A O i R
2.1 AWK

TN EZIONA 3 Fb . e 2 e ME R, 3
JEFETNNA — A KIEFR L IMNE 55 A IR, BRI
i AL TE AN AR DL (H 5 IR, RAT RS K
AT RE I . ZHEFL T A YL A EL i EL AT AR 48 e 3 A £
AT R LA AU BRI T AL (4 D ERD . £
e IE ML IR G T 45 1 5 AT I (] R 28 amf B8 0 A PR .
SE 3T NHUE &R AR AL 58 CHL AT E 0 S LS A
5 e A A 0 . M R A AT R R i = T i L AfE
VIBLSD . [ B PR RAT /T, AT I )R L AR
REFEZS e, 1 R/R T 3X 3 FJE AHL.

-

(b) £ Jig 3 (o) [

e

B 1 AR TC AL
Fig. 1 Different types of UAV
T AL R AN TR 72 20 58 7 B4R = BE A 2 7
mE A RFEEES . #1507 AN RS B ILRRAE
#£1 TAWK R BRI

Table 1  Dimensions of UAV and its characteristics

A% Hl % = & /kg #EEE/m AR /km  H ke
AN A /INTF 0.2 /NF 90 0.090 /MNTF 0.2
ANA 0.25~2 /NF 90 5 0.2~0.5

INEL 2~20 /NF 900 25 0.5~10

G /NF 150 /NF 1500 50~100 5~50

KA X F 150 /NF 3000 AT 200 25~200
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Fig. 2 Architecture diagram of UAV system
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