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Airborne Software Audit Method Based on Trusted Implicit Third Party
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2 School of Electronic Information and Automation, Civil Aviation University of China, Tianjin 300300, China
Abstract The distributed cloud storage technology provides a new distribution and storage method for an increasingly large num-
ber of airborne software. This means that airlines have lost direct control over the software, therefore the security of airborne
software has become one of the most concerned issue of airlines. In order to improve the security of airborne software in the cloud
storage environment,an airborne software audit method based on trusted implicit third party is proposed. Trusted hardware de-
ployed in the cloud is used to audit instead of users,which solves the problem that the third party auditor is not completely trus-
ted in the publicly verifiable audit mechanism,and records the audit results in the form of logs for users to query,which not only
reduces users’ computing costs,but reduces users’ online time. Compared with other trusted implicit third party audit methods,
it saves 10% of the time consumption in the audit calculation process.
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Table 4 Comparison of audit calculation time
(ms)
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BE/AN FOSTARER ipl g yp 18] % i
10 2934 96. 38 77.02 69. 35
50 2948 123. 45 98. 56 88. 64
100 3194 146. 25 116.67 105. 34
300 4563 177. 54 142. 30 126.48
500 7259 206. 36 164.92 149. 27

Table 3 Communication costs of TITP
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|[ER| = |Uid | + | Cid| + | Tid| + | Sign]|
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