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Abstract The influences from Byzantine nodes are important for the reliability and the usability of the entire network.
The design of light weight Byzantine fault-tolerant protocols has a key significance to enhance the fault-tolerant ability
for large scale wireless sensor network, We first researched the status and development of Byzantine generals problem
and fault-tolerant problem for WSN briefly. We analyzed the security targets and the security threats for WSN in detail,
then on its basis, summed up the focus and technological difficulty about Byzantine fault-tolerant in WSN, which are
choosing the appropriate network topology and the appropriate eryptography, Combining with fast ECDSA optimal
threshold scheme,we proposed a lightweight Byzantine fault-tolerant protocol( ELBFT) through OPNET simulation,
ELBFT based on double levels hierarchical architecture, operates different BFT to reduce the communication messages,

ELBFT balances energy consumption and vastly improves the fault-tolerant capability for large-scale wireless sensor

network,
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