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File Encrypting Method on Kernel Level For Specific Application

XU Guo-chun YIN Hong-wu
(Jiangnan Institute of Computing Technology, Wuxi 214083, China)
Abstract Encryption file system such as eCryptfs and dm-erypt can avoid information leakage by storage lost. But they
do not distinguish processes accessing the file.so they can not prevent information leakage by the trojan program, This
paper introduced a method which puts the cryptograph in the kernel page cache, and only the specific application can ac-

cess the plain text, This method eliminates the way by which the trojan program accesses the plain text.improves the
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