wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

KBFHRMBAR IR FE RN 5 E
SRENS, AL BIRS, PRez, TF

5IAEX

SRS, HIE BIRS, i, FF XEFERNBANRSEGHERWLITEND]. HENRE 2024,
51(10): 196-207.

Sl Jianpeng, HONG Zheng, ZHOU Zhenji, CHEN Qian, LI Tao. Keyword Sensitive Fuzzing Method for
Embedded Device Firmware [J]. Computer Science, 2024, 51(10): 196-207.

HUXEEE (SERXMEE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
BRI N R R

Robust Binary Program Debloating

HEHNRIE, 2024, 51(10): 208-217. https://doi.org/10.11896/jsjkx.230700008

ETRERAFIN ZHHARERNTTTE
Fuzz Testing Method of Binary Code Based on Deep Reinforcement Learning

HENRIE, 2024, 51(6A): 230800078-7. https://doi.org/10.11896/jsjkx.230800078

TFREFRESHED TRIBEIHE S EREIRBITT %
Function-call Instruction Characteristic Analysis Based Instruction Set Architecture Recognization
Method for Firmwares

HENRSE, 2024, 51(6): 423-433. https://doi.org/10.11896/jsjkx.230500087

EFERBSHNEMERTNELNERGIE
Cryptographic Protocol Reverse Method Based on Information Entropy and Closed Frequent
Sequences

HENRIE, 2024, 51(3): 326-334. https://doi.org/10.11896/jsjkx.221200147

HEEMUEAHS O TR EZ2REEN
Memory Security Vulnerability Detection Combining Fuzzy Testing and Dynamic Analysis
IHEHEIE, 2024, 51(2): 352-358. https://doi.org/10.11896/jsjkx.221200136


https://www.jsjkx.com/CN/10.11896/jsjkx.230700068
https://www.jsjkx.com/EN/10.11896/jsjkx.230700068
https://www.jsjkx.com/CN/10.11896/jsjkx.230700008
https://doi.org/10.11896/jsjkx.230700008
https://www.jsjkx.com/CN/10.11896/jsjkx.230800078
https://doi.org/10.11896/jsjkx.230800078
https://www.jsjkx.com/CN/10.11896/jsjkx.230500087
https://doi.org/10.11896/jsjkx.230500087
https://www.jsjkx.com/CN/10.11896/jsjkx.221200147
https://doi.org/10.11896/jsjkx.221200147
https://www.jsjkx.com/CN/10.11896/jsjkx.221200136
https://doi.org/10.11896/jsjkx.221200136

http: /www. jsjkx. com

DOI:10. 11896/jsikx. 230700068

St A 2
COMPUTER SCIENCE

KEFH BN & E GBI 7T %

AR H M AIRE B & F
HMEIRAFHESH IAEFE R &L 210007
(1183373785@qq. com)

i E XFITFAIXNREOAGRE Web B , 7 R2A P S REEFREFFTE, KM, XL Web B2 FFHELAN
L HANREEGEAT RIE, A HEAXEEES T Web B o RAAMNF X2 ER DGR M, I — 2T
Bt N X3 & B 4B 3K 7 % KS-Fuzz(Keyword Sensitive Fuzzing) » & 2 ¥ 3F $ A X% & B 4 & Web 4 & 64 4 32 3 4 i
AT 3K, 3% kB i AT )G ok UM ) R IR AT, A R B R 00K R ), R AL ] R At AR P 9 R B AR &G 3k SR X AT 9 T
HAEFOI R SRR E T T REMMN XSG EEEE., XPEA KSFuzz & 5 3% £ R &M A XX &2 470
K, L3 4E KS-Fuzz 89 R A5 A A1 . 5+ 5 SaTC,I0TScope, FirmFuzz 5 I A & R A5 3k 5 sk AT W88, 2 R AW, A0 LI A B
RAZIE T % KS-Fuzz B P37 6 36 L A B 47, TATkidiB B AR X &0 o, EAHM KSR P RIALE S08%
R

KRR AN K XA B K R K KRB AT R A F AR

hESZES TP309.1

Keyword Sensitive Fuzzing Method for Embedded Device Firmware

SI Jianpeng, HONG Zheng,ZHOU Zhenji, CHEN Qian and LI Tao

College of Command and Control Engineering, Army Engineering University of PLLA, Nanjing 210007, China
Abstract The firmware of most embedded devices provides a Web interface, which is convenient for the users to configure and
manage the devices. However, the security problems of these Web interfaces usually bring challenges to the security of embedded
devices. However, the existing vulnerability detection methods for Web interfaces in embedded device firmware have high false
positive rates. This paper proposes a keyword-sensitive embedded device fuzzing method KS-Fuzz(keyword sensitive fuzzing) .
which efficiently performs fuzzing in the processing logic of the Web interface in the embedded device firmware. The proposed
method generates high-quality test cases through the association analysis of front-end and back-end files, and records the refe-
rences of keywords in the target device’s back-end files to front-end files during the fuzzing process,to guide the direction of test
case mutation,and improve the fuzzing coverage. In this paper,we use KS-Fuzz to test embedded devices of major brands to eva-
luate the fuzzing ability of KS-Fuzz,and compare KS-Fuzz with existing vulnerability mining methods,such as SaTC,10TScope,
and FirmFuzz. The results show that by analyzing the correlation of front-end and back-end files. KS-Fuzz can quickly traverse
the functional interfaces of the target devices and discover vulnerabilities effectively.

Keywords Embedded devices,Fuzzy testing,Grey box test,Correlation analysis, Keyword sensitive
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Fig. 2 Sub_ 54E14 function in httpd file of NetGear R7000
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Fig. 3 Workflow of test case generation module

B S e X A 2 A K [ R R AT SO 44 TR R S S



ARG L 45 OB R A i A U TR SR T 37 1

201

RHR A3 B ke W S IS o SC A SRS B BUS s SO 5 URL B
PR S 45 5, A2 L URL #8245 & . TS i SCPF BT
A T AEf# AT URL 5532 09 40 1 3t b 5 £ 4 % . 2k i 7 1] URL
HEEE . AR I A T K7 R SRR ATE R ok 2 R O a0 T S il S0 1
fEATRA A URL 82 . 5, 76 5 o SCOR A 48 R 51 A 2
URL #6419 form R4, KWL URL 5 #2 w] #2238 1) = Hfn 42
S H0 7 = A SR d i 4

PRI W32 ) A= A T 12 0 A DG T T i SR 1 G B G
FOAR AR B Web 2 1140 BRA AL FRAF , X DL 7E DU 3t 4
T b A 5 i A 2B A 1 [ 1 o RS o SO R ARAS . KS-Fuzz (1
T4 5 A B 3k T LA AR T e T s S A A% I 481 4R U
TN A TE M
3.3 BT A4 H RN

KS-Fuzz & FI T A i 09 B0 3K 75 =X, iR 48 HTTP B
TSCHAL 1 R 30 3L A AT T O S 11 A B Curl, keyword s value)
=R, GBI R M R U T B AR A A,

FE T A RO I R e T2 AT AR R R S R B
T SRR Y [l 0 o 45D W 95 B AR A B ATIRAS 3 R4 TR,
BHACHRIE HTTP W i HE Al Curl, keyword, value) = JG 4H 4
A 0 3R AR S TS 1A R N 3 A 9 SR A 1T R R
T >R AT A9 BR AU 7E AR K 26 R R SC AT KS-Fuzz 75 BT
FIRREL, FEH T HEH Ui B AR 4 09 HTTP 3 K fE1IE,
T 1 (7] AR i 4 [ 4 00 PR 2 09 32 58 . 76 OB I o 72 oh , %
TE H bR 5 I I A T B AR R A B 55 S I AR
FORAIE T e BAR 38 I 0R
3.3.1 AR L

HTTP 2 3C— ¢t 18 R AT 35 3K 3k & 3 sk 1 B IE 4l
. KS-Fuzz B AL R J7 X AR HC HTTP i SCHY I i AL A,
WA R HTTP W7 B, 45 & Curl, keyword, value) =T
2 A 3 0 3R 4 S

T 3“9 5K T 7 B i 75 B4 A URL B 3251 1
. WA 4 FiR 1 NetGear R7000 [E 14 1) Adv_USB. ht-
ml ) form £ 8, 38 i “method” F B M & T %t “usb_ap-
prove. cgi” M iF K 7k I “POST”,

o1. | <form id="target"
02. | <input type:
03. | <img class="

name="adv_usb" method="post"” action="usb_apprc
n" name="buttonHit"><input type="hidden" name="
image" src="<%77%>">

Pl 4 NetGear R7000 [E ##) Adv_USB. htm ¢4
Fig. 4 Adv_USB. htm file of NetGear R7000 firmware

7E HTTP i3k 3k #5 , “ Content-Length” 5 Bt Ji 3k & 7R
R B E XK B, T A 38 19 B 4% Content-
Length” 1) 4b 332 48 7] 8 A2 75 T T 20 4 19 38 SR R 5 KR
“Content-Length” 7 Bt B 43 B (1 N A7 Bt , 535 78 5 K 19 “ Con-
tent-Length” i ¥ 1 7 [0 8 /1N (9 N A7 23 ) vh B A 1 22 9 B0 4
M-S 80 . 40 Netgear R7000 (1) CVE-2021-31802 i i &k
S W TS S SO B Z 5T “ Content-Length” 5 B {H 1) % 4 PE AR
B, B o XU R . (AR, SR HTTP 4 3¢ Con-
tent-Length™ (B 5 1 3R 1E 3C A4 J3 R — 550, W24 S0 KA R 2
B AR A BN R BOCRREAR . 3R I R L KS
Fuzz % “Content-Length” 5 B I 9] i {8 1% & R 5 i SC i ig ok

K —2 IR B AR SR BB E . 4 Content-Length” ¢
B 78 S OCBOR I A R 5 A i & i3 8 . 3% % Content-
Length” 5% Bt (9 48 5, 76 5 22 W i i A2 f Kk & “ Content-
Length” <% B (8 W1 4R {8 PR IEASTRI U IR 280%

TE5E R HTTP Prisll 5 Be i i3 8 5 - 5 2 2 B Curl, key-
word,value) = JGH % T 1 keyword FEBAE N PR S
B FR I value FBUE N keyword - Bt 18 BROME . IF X5 91 4R
i) value {H #4725 5 ¥ keyword F B Fl value {H 1Y 78 2 45 R
PrzE)a o AR I 3 R SC T X R A 3 R O SR HTTP B i
0, B 3 g R S
3.3.2 R EIHRAN A S

T K i [0 9 bR ARk B F T U 1) B AR R A HTTP 3%
SRATAE , AT AE % 17 7] B AR 4% [ 4 IR )2 2 8, DL Net-
Gear R7000 7, % % 9 HTTP 53K (51 & 54045 8 483
FA5 ) I ) 3

BRI T RAE R & P &0 R R AU R A& AT
A PRI A — R SRR A A B SR AR IR, F P T
VLR A B 45 1045 30 00T , O 64T 75 2 B SO UE I R4 TR ek
WEME AEFERANRES EMNE TR E %, L
HORTIE BT, RAExT & & #4746 R A, LI Net-
Gear R7000 by il , % 5% FEAiE By “ Cookie” 5 Bt I “ Authoriza-
tion” T B AL . 15 4% 75 OB 8 SR SR R SR, &% ¢ Authori-
zation” - BLE M Base64 fift %5 A 3, J1K5 fi 25 J= (4 BH SC % 15 A
B # PN ATt (00 55 A5 10 47 LU 3¢, TR 38 R 4R 0 35 8 i) 7 4% SC v 1Y
“Cookie” F Bt i {H J9“XSRF_TOKEN="H1— & 10 {3 i bl $ir
A%, I B X R PR A B EAR IR B R4 . NetGear
R7000 ZEHCE] 5 [ 45E cgi i HTTP 3K J5 . £ 4 I 5 5K )
SC A ) R A v U I A R I R A S i
ZEAFEEFT IR cgi A

T R I I 9 B 1) 4 8 BT L SR U 0] 3% 4 8 AR
E TG A& % 3. 3. 1 5 4 5 A 4R 30, KS-Fuzz il 38 %
B SR TR 9 BRI AR, T LA R A M B AR i 1 A HE B
P AR
3.3.3 BEAHREEBTRE

O WA bR A AE AT RS S T LK IR 224 i O )
TRE T BIRiZ 4 Web IREMRH . AXEZEMLT 3
EKRE,

DS E S . 55 S 5 2 Il 4R Sl & Web iR 55 1)
T i1 B e R T S L 51 Web IR S5 W% i . {2 Web
IR 45 4 SR T LA AE ST Bt B 4 48 R A A RN S L S B
A I 3 20 A

DWHEER ., WA Y WM il & Web IR 55 19
T I B e R B O R, B B A R e T g e TR Bk
HAR & AR TR 55 . 5 A h X FahF|n . 76 3L br
DU 2o AR v & 3, 2408 4 T B T U I L TR IR S5 A DG T B
AR AT FR M B, TR R R,

DEMEE, WABMA G HAER, W 3.3.27
AR SO T I T O N B I T TN S [ s o i)
HTTP & 3K FEIE M RCRE 5 22 0 D0 4 St T8 i % B bR i 45



202

Com puter Science M2 Vol. 51,No. 10, Oct. 2024

S Sty SCA A 3 S R AT A S R

YF Edk 3 MR IEN, KSFuzz BEA WA, 4
AR DU 38 2o AR v T % 2K B R ik SC B TC L IE K Web i %
A 2 a0 R Sy S i R ST R R, A ST AR AR 5 4 R,
PSRBT RE F W SO A R R,
P 7 S 3R T LA A AR O A AR IR S B AR R R I
EoE i i e W ol U a7 | R o S Tl o
Web M55 . 7E4& 0 2F 2 4G 2] Web JIR 45 Wk & 1E % J5 . 4k 825
T ASTR I

AR 3 5 R e R 4 SCR [T 401 IR A T B ROR &
BN SR SO AR AL 0] 45 3C o ol a0 2 B 4 A5 R0
IR TS 3% AR BB SRR . T IE A SR W E
B 16 £ 38 AT IR S TE R 8 J0 1% 16 5 5, D00 b IR 3 4% S 7 oK
BRI R BT H AR B4 M5 SR FRIE . KS-Fuzz 2 id %
AR S IR R I T E
3.4 XBFIREREHR

KHEF B A SRR T A (8 G A ST SO 1 5
FAGLE  — B DL oG o S50 R SO I . i A& Y
Web 2 709 J5 3 SCHF 0 JCEET 51 S FE AL 38 7 4 AR, W7
23 R PP B A e O R ) AR 7 i PN A AR R
i) i A R ALY ) SR o (H AT Y B 250 TR 42 48
Tk RERS LRI ST A S Z MR KR,
Y A ot 28 R (6 ) 3 A 91 = A B S i SR AL R AT R AT
Sy

SaTC 38 st 42 BT /5 b b 22 06 5 57 05 8 0 38 2% 1 44 oh iy
Je Sty SO Y S B B S AT ER A TS AL TR AT L R
w1 AT . B SaTC 2 #3400 ik 2 IR )7 18 17
REF LM ST Qe 280 S 5] A, Bl o &
BT AR A B G S8, BRATE L 50K R, &
FEXEFHRAGI AR, BaU5] 7 A 2 i i 4
HOHERFHRANRXGIH LR ERRANLESIER. 58
AEFRET AR, Ra5] T W B AR T bR
A7 rp ol o R )Y A8 MR AR A AE B AT RE IR B L T SaTC )
DA X J OGRS FHOC &R o AR SO WL T LAl 3 7 Ak g 72 2
RIS AT I B v Xt ST B A SRR B, W A U R
BRF L R A B R R

KS-Fuzz ) 56 7 e BB 3 58 i 56 7 51 A SR I
FOCHE T A R TAE . SCHET 51 A SR IO 8 o A
G M7 VA IR S SO R B G T BT, SR BT T A R R
5 15 2 A ASOR I 32 TF Uf AR DG B 51 A A 7R ADR I i
3o AR v 3 BRI ity S 7 A HEE 3 4 SC S | ) R Sty SO O
T NP R BB S ui SO B BT e R, ORI A
Curls keyword , value) = JC4L H7 , 11 J5 #5135 45 45 7 B 15
S BT S BT 0 I 4R SO 2 R S LS 51 AR AR
ST . IR R A TAER AR A 5 TR .

W S B R K S Fuzz T LU i W 6 87 5] A,
ARG S SC A4 7 Ak 20 3K 4 S R v TR 0 I o DG A L A
17 43 A7 45 31 £ T 3 56 B b TR PR P i AL B R B i S
T R T R 1T R TS I 3K 1 7 T

KEFIINA

BFERE U

4 R
73|
AR

il
AR

l
-

MMM T %

#
AT

KT Vi 5

L

AT
R

)

ERaRIE S

5 eI A H T AR R AR #
Fig.5 Workflow of keyword extension module
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Table 2 Experimental target embedded devices
i ] A LS CPU # 4 %
1 D-Link D-Link 823G V1.0.2B05_20181207 MIPSEL
2 NetGear R7000 V1.0.11.100_10.2.100 ARM
3 Tenda AC15 V15.03.05.19 ARM
4 TOTOLINK T10 V5. 9¢. 1485_B20180122_ALL MIPS
5 CISCO RV110W FW_1.2.2.5 MIPS
6 linksys WRT54G V4.4.21.5 MIPS
7 TP-Link TL-WR740N V3.20.1 build 200316 MIPS
8 wayos WAM_9900 V21.10.09 MIPS

4.3 Tk A B E R

KS-Fuzz i I3 FH 4] A= BUBEE T 2 2 Jr 5l i 8 kit A =X
W W AR EAT T 05 S SCPF R S A 20 URL S 42 42 BUR A
T W0 P ) 4 S A L 5 A s I P £ 7 R 3

KS-Fuzz 764 1% W 12 H 61 28 72 v 22 17 0] 3 3% 4 199 et it
P, X BRI 0 — M T 5 i T R IR, B 1R S K
B TERAS TH G0 v 18 07 A 3% 0 A T g 42 11 B Ok K 8 R R
18 A BR A A — 8 AN T 4%

LI NetGear R7000 5l , KS-Fuzz 18 i3 A J& 3 3C £F 3¢ B
PRSI E T heepd S5 3 SCHE, IF PR B 885 4~ URL
BERE AT A 2ead ik, HEBR T 80 %65 )5 i 3C {4 JG & B URL
BERE B0 E T 135 A 8 URL #1244 )840 4 0 3 7 4610 48 L A
i 68min, MM, KS-Fuzz fib & T 156 WIRFFEja R H .13 K
WHEERSW. L KEDESESF.

ZHRFEERASN R MEsERFEMEEERRFH
% J& NetGear R7000 P4 5 Y IR 45 5 Ji A% 4% 58 A D Rg 4% 01
VA Al o R A R A 36 3 A, AT LA o BT A heep 35 R
WA PAT R 6 1Y R AR

KS-Fuzz 755 35 sy 4 il & T %% 8 & 58, vl DLAEC
TR LT B B R S R T AR SR
R

T R Web 45 P T A9 % A% B AR W An &l 9
JIE R T BEYGUE A SR R A I 00 SR R I 7 i A T IR
R HT A I T R A A R YRR . AT
PR A ES R B S A R RER S, ZH
T8 A B AL A PR B AT B L B E RS .

KS-Fuzz 7E M 12 51 42 B F2 Ay DS 3 SO heepd 32 2
WL cgi HEHE . SR AR S DU 32X 510 44 3 O S R L R IR A

R 19 “ Password Reset” UL [H] JC 75 16 56 J5 4 %5 15 35k ] LAA& 2k
BB A7 AEA PR S8 ) B 2 4 m)

IR X o]

old Password
Set Password
Repeat New Password
Enable Password Reset
Security Question #1*: | What was the name of the first NETGEAR product you purchased? v

Py pe———

Security Question #2*:  Wh: your youngest sister's first name? i

Last time pas: reset

9 NetGear R7000 ¥4 £ % & % i 5t 1

Fig. 9 Password setting interface of NetGear R7000 device

4.4 XEFSIANRIRF
FKHEF GRS TAE B KS-Fuzz B 358 5 4 R AR B 58
o AR 2 Bl 8 i A 2B A i PR AT 43 A . R
T 4.3 795 RS SO TR ) AR 3R AT TS SO 5 IR )
Br A3 8% 3 i sl G 7ol A S F1K,
£33 ERRR AT AR

Table 3 Recognition of target device keyword introduction points
ERR & J& 3 X KEFINA
DLink 823G goahead mxmlFindElement

NetGear R7000 httpd sub_1A558
Tenda AC15 httpd sub_2BA8C
lighthttpd
TOTOLINK T10 system. so websGetVar
firwall. so
CISCO RV110W httpd get_cgi
Linksys WRT54G httpd nvram_get
TP-LINK TL-WR740N httpd httpRpmDataGet
Wayos_ WAM9900 jhttd jhl_nv_get_def

4.5 i 8 STl
AT R 2 BT 8 Fi A U a HE AT T BB I,
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PAUEOR 4 36 KS-Fuzz 19 5 7 4 W 68 1. 5 & 48 40 07 05 ik
SaTC M Bh 2543 ¥ 77 3 10T Scope, FirmFuzz # 17 % o, Fo &%
Sy KS-Fuzz 56 1F B 401 17 192 8 A %0 U 17 19 B
4.5.1 S 4miRiR M IR AR A PR AE

FES S R B op L O U R R 4 TR B n 3k 4 g, KS-
Fuzz BERSBGAIE 6 8 1N , SaTC BE 88 K AiE 2 A B 0 U i
1I0TScope Tk Kk 4 T3 9 & AR I , FirmFuzz 7T LIS E
FAPH1ANRR,

PL ZDI-20-712 N i . 43§ KS-Fuzz % 1 © 51 I T 14 )5
M, MG AR URL 85 8 09 32 BUSR 0%, )5 3 SC#F htepd Xt
URL #%f 4% “ upgrade_ check. cgi” i 4b ¥ 5 ¥ 2 Hb X J5 ¥ 3C
PN % 00 4 B R SR (9 URL 4% 320k 15 3% Web i 5K 19
Ih 3

W 10 BiR , httpd SCHEAf A strstr o8 50H B Web 32k
24 & URL 8% “upgrade_check. cgi”, I 4R §E J] i 2% 3=
e 5 5F O (1) A T3 A

F4 O I EXS L
Table 4 Comparison of known vulnerability verification
N KS-Fuzz SaTC 10TScope FirmFuzz
bR R % 5 iR X A & > . . R X
L S ks AR BEAA  RFRA  RFAA  RFAA
CVE-2020-25367 Dlink 823G @A EN /HNAP1 N/ X X N
ZDI-20-712 NetGear R7000 S X i mtenFWUpload Ni X X X
CVE-2020-10987 Tenda AC15 A E N devicename N N X X
CVE-2022-42525 TOTOLINK T10 A EN hostName N/ N X X
CVE-2020-3331 CISCO RV110W ok K ubmit_button Ni X X X
CVE-2022-24355 TP-LINK TL-WR740N Zob X %0 /tmp/ N X X X

o1. | if ( stristr(s1, “Content-Dis|

02. & stristr(s1, "

03. && stristr(s1,

4. 8& (stristr(sl, lication/oc st

5. || stristr(s1, on:") & stristr(s1, “Conter

6. || stristr(s1, " n:") & stristr(s1, "Cont
(

{
8. if ( stristr(s1, "filename=\"\"") )
09. goto LABEL_351;

10. goto LABEL_306;

1. |5}

am") || stristr(s1, "MSIE 10"))
t gth: ") && stristr(s1, "backup.cgi®)
ent-Length: ") & stristr(sl, "genierestore.cgi”

Bl 10 FIWriE R URL $542“upgrade_check. cgi” iy 4b B 1% 45

Fig. 10 Determine the processing logic of request URL link “upgrade_check. cgi”

AR Hh A4 3 00 3 FH 481 19 5 W s KS-Fuzz 8 117 3 3C 44 “ Modem_
upgrade. htm”## 5 £ “ upgrade _ check. cgi” #8951 . W& 11
FIE 7R o 78 5 A i SC2F“ Modem_upgrade. htm” ) form 3 ¥ i
Sy Hr P 3R 453 oK upgradecheck. cgi” B9 7 & “POST”,

HAR M K S50 “mtenFWUpload” 4%,

KRG KS-Fuzz ffi il URL #%4%“upgrade_check. cgi” 153K £
#“mtenFWUpload” %5 1 2 5t B A {H #4) 1 Curl, keyword, value)
= I X} cgi #E % “upgrade_check. cgi” #F 17 HUR U3

o1. <form method="POST" action="upgrad: heck.cgi" ENCTYPE="multipart/form-data">
02. | <table border="0" cellpadding="0" cellspacing="3" width="100%">
03. <tr>
o4. | <td valign="top" align="center">
05. <h1><%1258%></h1>
06. </td>
07. | </tr>
08. <tr>
@9. | <td colspan="2" background="1iteb f" height="12"></td>
10. | </tr>
11. <tr>
12. | <td colspan="2" align="center"> <b><%1607%>:</b></td>
13. | </tr>
14. <tr>
15. <td (olspan:"/" ﬂl]g”:"»\‘?«‘\ "><INPUT TYPE="FILE" NAME="mtenFWUpload" SIZE="40" MAXLENGTH="128" value=""></td>
16. | </tr>
17. <tr>
Kl 11 51 “upgrade_check. cgi” {4 {1 ¥ 34 Modem_upgrade. htm
Fig. 11 Citing the front-end file Modem_ Upgrade. htm of “upgrade_check. cgi”

W 12 Fizs, Ja o S0 7E Ak 21 ¢ 5 “ mtenF W Up-
load” #RIRAY P 4 AR 2R 74 % P i A BEAT A A . KS-
Fuzz 75Xt 280 “ mtenFW Upload” i # 17 48 5 J& » 7 46 T 21 53X
AR b kIR %5 R R .

25 v7 = *((unsigned __int8 *)src + 5);
26 v8 = *((unsigned __int8 *)src + 36);
27  *((_BYTE *)src + 37) = ©;
28 *((_BYTE *)src + 36) = ©;
29 *((_BYTE *) +38) = 0;
30 v9 = v5 + (v6 << 8) + (V7 << 16);
31 *((_BYTE *)src + 39) = @;
32  memset(s, ©, Ox64u);
@ 33 [Minenicp
34 calculate_checksum(@, ©, 9);
35 calculate_checksum(1, s, v9);

12 NetGear R7000 2% #ft [X % tF I I
Fig. 12 Buffer overflow vulnerability of NetGear R7000

4.5.2  K4nRiR AL L R A

AR R AZ A Ok 5 B8 KS-Fuzz 7] RUZ 48 11 4
KA, SaTC ol IAZHE 5] 6 AR M UsiH . A E . 10T-
Scope 1 FirmFuzz ¥ K588 8] Oday Jil . £3 AN T4
Br s bk U i 34 JE T 52 b R TR R . 250k F L R Net-
Gear R7000 ¥ £ B} . KS-Fuzz & BLi% & [ 7F 78 4k 2 5 A4
“fwSchedule. cgi”4f 2 i . i FH sprintf bR FCH 52 OC 8 09
S 1) B A B A R A (R HT L A HEAT A S0 K BE RSB L A A R
e, KS-Fuzz 7 %t Dlink 823G # % 4 “ SetWLanRadio-
Settings” 4 F H#EAT M I, o 5 0GBl 57 10 8 388 B K 5
e, WA B IR A RETARNRKRERR., B8R
strncpy PRELHEAT AL PR, S 3T W AE T 0] 53
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Table 5 Discovery of unknown vulnerabilities
. KS-Fuzz SaTC 10TScope FirmFuzz
. ol x4 F . .
wEEE 0T RAkR RAkE RAke RAAk
- RS REAK RRAH OREANK
Dlink mxmlFind
2 0 0 0
823G Element
NetGear sub_1A558 3 2 0 0
R7000
Tenda sub_2BASC 3 1 0 0
AC15 -
TOTOLINK
websGetVar 3 0 0 0
T10

SaTC 2 A5 s 10 A6x I 77 v , s T A 00 B 0 40 060 T 5
3T T H RO ik BE A 5 $RAT T 2L oK A B ) S S i
TR, Hh TRy Ss 7 REWN L5, S
A3 M L RO Gk B MR SR A FEAR R W i ik 25 ], #E XS SaTC
B #9243 BT LAY SIS 45 SR AT A T R L AFEAR 226
1 F“[Param “wep_key no_an” (0x0010b1bf) , Referenced at
FUN_0005b12c: 0x0005¢f80]>>0x0005d38¢ 3> FUN_0005b0ed 5>
0x0005b29¢c— >>strepy” (M fa B B 42 . XSGR B4R 10 & L2 5
35 30 hitpd 7E B %E FUN_0005b12¢ B 0x0005¢£80 il &b 5
T 85 “wep_key_no_an”, 5G5S T AR LAY P 465 A BL
TE B E FUN_0005b0e4 [ 0x0005b29¢ #i ik &b 8% strepy 41
U5 b bl BAT N A PE DL BR AR, EE S AN T4 AT kL
0x0005b29¢ Ht 41l 4k /9 strepy PR X0 8 F 6 % FUN _
0x0005B12C, 1fi 4k PR %X FUN_0005b0e4 ., SaTC Ji 43t F ik
FER 9 R g 45 SR HEAT VS 5 A B MRS AT, S IR B R T
BEBEUR AR BAC I IR i E], T O AR T B, H B SR
Kut iR,

IOTScope I FirmFuzz J& 2 4 I 18 46 W 77 %, ) L) R AR
Xof B 2 43 BT B8 1 AR (RS PT I TR SR G B S5 P
A OG0 B A B, T 3 A T A 00 5 R b S B A o Ak 3
FH P i A0 RS 3% 58 AR B i ) 5 B0 = 4 3 491
P45 [ F i Bl 35 . LASE Dlink 823G % 4 19 U 17 2 $i8 i
B, KS-Fuzz 7] LL5E 7 B 5 ¥ SCHF goahead H1 4L #L“ Set-
WLanRadioSettings”# H f A28 . FirmFuzz i i W 45 #2
VR 52 8 114 Ui 2t 25000 4K B0 s 38 1) o fF FirmFuzz & BE 3K L
7 18142 O “ SetW LanRadioSettings” i 7 & 50 #% . KS-Fuzz 7
RO R b W P BI A S SEE R, BRI T Hrp
B DB, R 5 0T DG B S 0 R 3 W0 3 T 481k ke P A 7 ] S
W BNLHN B EZRE HEMXE LK, 5 Firm-
Fuzz #A L, IOTScope S ] T i J5 I SCAF B KB X &R, (H I
A VR 3 M7 18] 4 19 Ji5 ity SC A4 v 5 | i ol OC B 5 0 AR 2 4
IR JRy BT 6 SO 1 A A BR A 06 58 A M g . R U
10TScope TEXF Dlink 823G 1 ¥ i 12 it 12 #2 v 1 3% A7 % 4% 0
B S B AT AR I 3 th B M & DN A T ) S

KS-Fuzz % F 8l #4500 08 M Jr 1, 8 2 828 2 47
1 JBCTHT i ST A v (09 56 B 0 i ST R R SC B ST R IR
JH Bl 35 Z 3 1 1 A% 77 vk 7E 3l 285 43 o AR ok 0 R O #0343
B2 A, AT i SaTC #4540 B 77 15 R 2 L BEAIR R 4
HHEE B &S M 3 10T Scope A1 FirmFuzz, i B J& 4 3C {4

KT 5 R BT S AR I, o B R A H B0 T RE i A2 U
B T ) B e T AR

BERIE AR W T — RO BE T BUR Y ik A B A [
RO I 175 0 KS-Fuzz, 38 3 70 B s ST 19 5 T4 o 42
B R 5 S0 T 451 R0 AR ) 1 e R e e T A ORI
177 1 AR G 3 51 g T A R AR S 1 2R AR T ) R
R, AR SCHE I 3P 491 A A A R BT RS o S SR T L 4
U S SCAF ) BRI i S v B T 2 B R 51
S FR IR HE TR I g SO T SR B A A AR e B A ) 0 3
o FERORE I 5 AR P 6 AR AT P A B S B A R
AT 470 A7 M 4 AR I s A Ak L 3 491 4 S B S U 1)
B 5| AR I K B0 7 S B L 4R R R SR AR R
B A ST B BOR A TR R A U BE 0 . TEHE— 2B 9 AR,
FRATTH b 2 ok S i 3 SC A7 S 36 O 2R 1 0 KT 401 A i SR g
BEATWRIE 3T IS B HTML AR S5 1 35 SC1F 1 i SC kAT I
AT B B R 0 B A . A AT R A T4 A
3 S TR 4 30 25 4 BE 7 15 8 e B T Prrace 18 32 Y 48 BE 5 15
Ohe 2 R A7 AP AR 4 L e S Ak BRI 35 451 £ 1] 3 — 2
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