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Robust Binary Program Debloating
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2 The 54th Research Institute of China Electronics Technology Group Corporation Electronic Equipment, Shijiazhuang 050050, China

3 AVIC XI” AN Aeronautics Computing Technique Research Institute,Xi’an 710068, China

Abstract The frequently used functionalities usually constitute a small portion of applications’ functionalities. The redundant
code for rarely used functionalities raises the attack surface of the applications,thus causing the potential risk of code reuse at-
tacks. Binary program debloating can identify and remove the redundant code based on the binary analysis of the application,so as
to reduce the attack surface. The state-of-the-art binary program debloating approach relies on artificially crafted inputs to derive
the initial control flows. It uses heuristics to extend the binary control-flow graph for debloating. Such an approach has limited ro-
bustness and scalability. This paper proposes and implements a robust binary program debloating approach(RBdeb). It uses
black-box fuzzing to derive highly-robust valid execution traces of the binary,and categorizes similar library functions automati-
cally based on the graph isomorphism algorithm. The proposed path discovery algorithm extends the binary control flows with the
classified library function calls from the control-flow sub-graph of the initial execution traces and generates the robust binary file
as the debloating result. Experimental results demonstrate that RBdeb has higher path coverage and debloated binary robustness
than the state-of-the-art approaches. The path discovery algorithm and library function categorization are more scalable. RBdeb
can effectively debloat large real-world applications.

Keywords Program debloating,Binary analysis.Fuzzing,Binary rewriting, Program analysis
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L1: cmp %rbx, %rax
jge LS

T

L2: test %rax, %rax

|
| jns L4
| T -
L3: mov %rax, %rdi
|
call S
| jmp L4
| -
| -
| “
L4: jmp LS
| jmp
|

/

L5: test %rax, %rax
jle L7

L6: mov %rax, %rdi
call b@plt
jmp L7

A

L7: mov %rax, %rdi
call a@plt

s A B AR R R 1
Fig. 3 Example of related path discovery
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Fig.4 Path coverage comparison of input sample set
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Fig.5 Comparison of binary code debloating degree
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Table 2 Robustness comparison of binaries after debloating
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HAEE 2 4
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bip2 6 6

mef 0 25

hmmer 3 25

S1 sjeng 0 8

h264ref 7 8

sphinx3 4 4

Ibm 2 3

Others 0 0

grep-2. 19 0 1

) grip-1.2. 4 0 1
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Table 3 Vulnerability mitigation of benchmark program

dedebloating

RUGHERRET B
)7 4 CVE CVE &
RBdeb Razor
bzip2-1. 0.5 CVE-2010-0405 No No
chown-8. 2 CVE-2017-18018 Yes Yes
date-8. 21 CVE-2014-9471 No No
grep-2. 19 CVE-2015-1345 Yes Yes
CVE-2005-1228 Yes Yes
gzip-1. 2.4 CVE-2009-2624 Yes Yes
CVE-2010-0001 Yes Yes
tar-1. 14 CVE-2016-6321 No No
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Table 4 Performance tests on dataset S1

i AR R ok 7R RETT A L (LT A A K
12 7 I T 5 38 A 2 i 0 45 R

(s)
254 Ejifffi}? H O 5 R AT E
EAT 8 RBdeb Razor
bzip2 4.23 5.81 5.70
mef 1. 86 1.88 -
gobmk 13.50 13. 80 13. 40
hmmer 1.67 1.68 —
sieng 2.86 3.15 3.06
libquantum 0. 04 0.05 0.05
h264ref 8.83 8.84 8. 86
milc 4. 85 4.95 4.90
sphinx3 1.08 1. 10 1.09
Ibm 1.93 2.01 1.97

4.5 LEREFAREF R

S PFAl RBdeb (#3& I, f# Fl RBdeb %% 89 %048 % S3
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FFmpeg, Nginx 1 httpd ¥ E A F G . # FH RBdeb AT
IGRh PRSI E AFEA L . N AFEA L 8 25
AREASAE S DN A 18 B 5 7 2 76 388 T 470 b Fh 7 A 4R R
BEDLEERE . A AREA SR b HEBR 45 25 S0k A, R0 Ax i
AFEARRX GG AR F ST 83, 5 B85 i —#EH ARy . B
J& s FH 25 A0 A B0 UE AR BT 45 B o R T 0 AT as AT
IR B S5 R T2 4T, RS Ry & nk 5 B7F. "L
BB AT IS N R T AU i 25 AW 46 B il k35T
SR TG B o5 IR T A DR 43 B BE » S 36 25 2R A RE 13 W] RB-
deb 7E /8 )7 09 5 2 D RE M 1rg b @y F Oy 25 SR gy ol kL TE K A0
L SCH 45 R AR BT R R
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Table 5 RBdeb’s debloating degree to real-world programs

2 JF 4 K&/ %
FFmpeg N-105374 95.8
SQLite 3. 36.0 90. 8
Nginx 1. 21.6 88.9
Apache httpd 2. 4.7 87.6
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Table 6 Categorization effect of library functions
AERE=8H 5K/
stz TIt Il i

kg E ER- 574 R & T
libcidn. so 57 24 2.375
liberypt. so 71 28 2.536
libdl. so 40 13 3.077
libnsl. so 276 94 2.936
librt. so 124 32 3.875
libutil. so 45 12 3.750
libpere. so 179 140 1.279
libevent-1. 4. so. 2. 2.0 326 135 2.415
libanl. so 47 13 3.615
libe. so. 6 2806 1103 2. 544
libsidplay2. so. 1. 0. 1 676 146 4.630

Sy B E 2 BRI R 53 2 T 1 X G B 4 A PO

RBdeb 1 Razor #25 i) # i £ S2 FPE"JEI%U;%‘M}*)?%
A BT 45 5 0 46 21/ Glibe 122 o6 804~ 50, LW
PERRBU R R BT R, IR IR T A, SR
FW e LB B L RBdeb (938 57 45 5 = oE 614 B 00 5K
Glibe JF rR 405 Razor KB Y . % F sort-8. 16, RBdeb #
TS5 M Glibe 7 6 5080 5 2 F Razor 5745 3,
S 4 % B RBdeb 1) 1 4% & 30557 BE BE AT 0H0KF sort=8. 16 T
P 0[] 2% o 5 A% 98 T 51 A #2160 7 11, IR ik A 4R RBdeb
XFF Glibe [ B 50 S A 43 20 B 5 /N, (H X F sort-8. 16 4
JE bR KL . RBdeb 14 % pR 8L 23 28 7 L RE R B3 T £ B9 B 2L Glibe
JE PRB, AR HE Razor M9 N T4 8 HETR . AR 3. 2 9 4047,
RBdeb (493 8§ 25 51 sort-8. 16 & 7y 89 oM 28 W & A F Razor
DT A5 A IR T RBdeb B9 R bR 553 288 Jr 1 X 48 3 25 2R gtk
P 4 I T R

F T BUIRHE S1 BT Glibe B R A B H B

Table 7 Comparison on the number of the used Glibc functions for

dataset S1
Sk N:a:] A G R B R A B
7 4 ) ,
R B A H RBdeb Razor

bzip2-1. 0.5 38 38 38
chown-8. 2 68 41 41
date-8. 21 72 61 63
grep-2.19 119 80 80
mkdir-5. 2. 1 45 29 29
gzip-1. 2. 4 47 21 21
sort-8. 16 122 99 78
tar-1. 14 133 71 72
unig-8. 16 62 58 61
rm-8. 4 71 54 56
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