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SSPN-RA : Security Integration Risk Assessment Method for ICS Based on SS-petri Net

MA Zigang' . MA Rongkuan', LI Beibei’ , XIE Yaobin', WEI Qiang' and PENG Minwei'
1 School of Cyber Security, Information Engineering University, Zhengzhou 450001, China

2 School of Cyber Science and Engineering, Sichuan University, Chengdu 610065, China

Abstract With the continuous integration of informatization and industrialization, there are more and more intersecting parts be-
tween information domain and physical domain in industrial control systems,and network attacks on traditional information sys-
tems will threaten the industrial control system network. Traditional industrial control systems only consider the risks of func-
tional safety,ignoring the impact of information security risks on functional safety. This paper proposes an integrated risk mode-
ling method for functional safety and information security of industrial control system named SSPN-RA based on improved petri
net, which includes three steps:integrated risk identification, integrated risk analysis and integrated risk assessment. This paper
firstly identifies and abstracts the functional safety data and information safety data in the industrial control system,and then ana-
lyzes the collaborative attack path of functional safety and information security by constructing the petri net model combined with
Kill Chain in the risk analysis process. Subsequently it quantifies the functional safety and information security nodes in the petri
net,and finally calculates the risk value through the possibility of safety events and various losses caused by these safety events,
so as to complete the integrated risk assessment of the industrial control system. In this paper, the feasibility of the proposed
method is verified under the open-source simulation of chemical tank industrial control system,and compared with fault tree ana-
lysis and attack tree analysis. Experimental results show that the proposed method can quantitatively obtain the risk value of in-
dustrial control system,and also solve the problem of cyber-physical collaborative attack and security risk that cannot be identi-
fied by the analysis of functional safety and information security.
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Table 2 Description of indicators in information security and

numerical quantization

L3 ES S 3 € E B EA

4 32 1 [7] 0. 20

K H i 7] 0.55
B E(AV)

aE 3045 W 2 37 1 0.62

i 42 B % 37 IF] 0.85

B & 0.44
WA e (AC)

1% 0.77

& 0.27

it % AR (PR) 1% 0.62

x 0.85

. FE 0.62
A P& EUD

ke 0.85

2% CVSS WA BOtH B2 1 RAE B % 4 XU )
SEBERY (B R UEAT IR — AL B

Base.\’core(p):g' ZZXAVXSCXPRXU[ 9




THAEN, 45 SSPN-RA: £ T SS-petri [ ) Tl 45 i 7 48 4 42— PR A0 KUBS: PFA 7 12 385

SR T AR AR AR 2 22 A IR 04 ) X BE B9 46 Ak M2 CVSS 1y 4
77 2L B2 A ST e 2 MR R B 4 SR AE R L IEXT 4 A4
P BEAT i 3 K B AL, dn gk 3 BT Al

3 IREL A AR b 0 3 B R AL
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Fig. 6 Topology of simulated chemical tank control system
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Table 6 Information security risk
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Fig. 7 SS-petri model of chemical tank control system
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Fig. 9 Fault tree analysis
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