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Review of Fake News Detection on Social Media

CHEN Jing,ZHOU Gang. LI Shunhang.,ZHENG Jiali.LU Jicang and HAO Yaohui

School of Data and Target Engineering, Information Engineering University,Zhengzhou 450001, China

Abstract Fake news on social media not only jeopardizes cyberspace security, but also plays a pivotal role in major events, se-
verely misleads the public and has a negative affect on political and social order. Therefore, this paper outlines social media fake
news detection techniques,establishing a theoretical foundation for building efficient detection technology and curbing the proli-
feration of fake news on social media. Firstly.it deeply analyzes the connotation and essence of fake news.explores its generation
mechanism and specific manifestations on social platforms,and defines the basic framework and objectives of the detection task.
Next,from the perspective of semantic consistency,it focuses on three major levels:content semantics,social context awareness,
and knowledge-driven,and compares and combs typical detection methods. On this basis,it deeply explores the latest research ad-
vancements in enhancing the explainability of detection algorithms. Furthermore,{rom the adversarial perspective,it deeply analy-
zes the challenges faced by current social media fake news detection tasks and the opportunities brought to research detection
technology by large-scale language models. Finally, the future development of social media fake news detection technology is pros-
pected.

Keywords Fake news detection,Cross-modal correlation, Social context awareness, Knowledge-driven, Large language model
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Table 2 Classification and performance comparison of fake news detection methods based on multimodal semantic association
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Fig. 9 Example of modeling the process of information dissemination
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Fig. 10 Schematic diagram of entity knowledge acquisition based

on external high-quality knowledge base
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Fig. 11 Schematic diagram of implicit knowledge acquisition

method based on pre-trained language model
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detection method based on CoT prompting
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Fig. 15 Evolution of the way of information generation
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