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Online Log Parsing Method Based on Bert and Adaptive Clustering

LU Jiawei' , LU Shida®, LIU Sisi* and WU Chengrong’
1 School of Computer Science and Technology, Fudan University,Shanghai 200082, China
2 Engineering Research Centre of Network Information Security Audit and Monitoring of Ministry of Education, Fudan University, Shanghai

200082, China

Abstract Log parsing is a technique for extracting valid information from raw log files, which can be used in areas such as sys-
tem troubleshooting, performance analysis and security auditing. The main challenge of log parsing is the unstructured, diversity
and dynamics of log data. Different systems and applications may use different log formats, and log formats may change over
time. Therefore, this paper proposes BertlLP,an online log parsing method that can automatically adapt to different log sources
and log format variations. It uses a pre-trained language model, Bert, combined with an adaptive clustering algorithm for static and
dynamic recognition of words in logs to group logs to generate log templates. Instead of manually defining log templates or regu-
lar expressions and performing frequency counts on words, BertlLP automatically identifies log fields and types by learning seman-
tic and structural features of log message. Comparative experiments on public log datasets show BertlLP improves log parsing ac-
curacy by 6.1% compared with the best available method and performs better on log parsing tasks.

Keywords Log parsing,Bert, Adaptive clustering, Semantic extraction
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Table 1 Log snippets
Seq id Event id Timestamp Level Event
0 1117838976 2021-06-03-12:35:34 INFO User login from 192.168. 1.8
0 1117838977 2021-06-03-12:36:12 INFO Connection successful with server 192. 168. 2. 1
0 1117838978 2021-06-03-12:36:51 ERROR Connection failed with server 192. 168. 2. 2 due to timeout
0 1117838979 2021-06-03-12:37:29 INFO User login from 192.168. 1.9
0 1117838980 2021-06-03-12:38:07 INFO Connection successful with server 192. 168. 2. 3
1 1117838981 2021-06-03-12:38:46 ERROR Connection failed with server 192. 168. 2. 4 due toserver error
1 1117838982 2021-06-03-12:39:24 INFO User login from 192.168. 1. 10
1 1117838983 2021-06-03-12:40:03 INFO Connection successful with server 192. 168.2.5
1 1117838984 2021-06-03-12:40:41 ERROR Connection failed with server 192. 168. 2. 6 due to server error
1 1117838985 2021-06-03-12:41:20 INFO User login from 192.168.1. 11
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Table 2 Sample cases of Mask word
Seq id Event id Timestamp Level Event

0 1117838976 2021-06-03-12:35:34 INFO User login from 192.168. 1.8

0 1117838977 2021-06-03-12:36:12 ERROR Connection successful with server 192. 168. 2. 1

0 1117838978 2021-06-03-12:36:51 ERROR Connection failed with server 192.168. 2. 2 due to timeout
0 1117838979 2021-06-03-12.:37:29 INFO User login from 192.168. 1.9

0 1117838980 2021-06-03-12:38:07 [Mask | Connection successful with[ Mask] 192. 168.2.3
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Fig. 6 Structure of online parsing module
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Table 3 Example of hash table

HR 5 ¥

[{°11178389767, <2021-06-03-12:35:34 ",
‘192.168.1.87},

{°1117838979 7, ©2021-06-03-12: 37.: 29",
‘192.168.1.97},

{“11178389827, 2021-06-03-12: 39: 247,
©192.168.1.107},

{©11178389857, ©2021-06-03-12: 41207,
€192.168.1.117}]

[{*1117838977 ", *2021-06-03-12:36:12",
©192.168.2.17) .
{€1117838980 7, “2021-06-03-12; 38 077,
©192.168.2.3%) .
(411178389837, €2021-06-03-12: 40 037,
©192.168.2.57}]

[{°1117838978", <2021-06-03-12:36:51 ",
©192.168.2.2", “timeout’},

{¢1117838981 7, “2021-06-03-12: 38 46",
©192.168.2.47, “server error’ |,
{¢1117838984 7, 2021-06-03-12: 40: 417,
€192.168.2.67, ‘server error’ } ]

() (%) INFO
User login from ( * )

(%) (x) INFO
Connection successful

with server ( *)

(%) (%) ERROR
Connection failed

with server {( * ) due to ( * )
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e o I A 32 TP R BT AT BB R A A SR (E X L —
HEA MR B B B L IR g A A b B S S
Sy X SE BT H A A AR A B R

4 XKW

4.1 SEIHHE

R T B EAS SCHR Y 5 vk B A8 R O A M AT B R R
BT FEA T Hp il AT SE 46 0 0F . AR T SCER 6 LogPai 3 >
B 10 A H AR SR 42 K PPl BertLP Jy ¥k 78 dE AT H 3G it b i A9
WA . XL R AL th— 41 H AR SO, S R R SRR
4145 Apache.BGL.Hadoop 45 . U3 4 Fr 5. EA11#E H & ## bt
WORATAG B Tz A

# 4 LogPai H & ¥k
Table 4 LogPai log dataset

HAHESE % KN
Apache Apache it 4 % 1 [ A 45 1% B & 4,90 MB
BGL BlueGene/L # Z it 4L B & 708. 76 MB
Hadoop Hadoop 24 X it & T 1k 8 & 48. 61 MB
HDFES Hadoop 4 1 X X % % B & 1.47GB
HPC BHEERDX 32.00 MB
Openstack Openstack % # B & 58.61 MB
Proxifier Proxifier % ## H & 2.42MB
Spark Spark T H & 2.75GB
ThunderBird ThunderBird # % it £ 4l 8 & 29. 60 GB
Zookeeper Zookeeper At % H & 9.95MB
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A3 S0 ST M AT B 2R T 25 LUIE R R R SR

H 45 A

AR WE T BertLP 5 4 FBUA M B AR TR, &
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b ) H S i T TR R A R 0 R R R Ak SR BT DL AR 3
05 L2 FF U 1) A VR A RS 1 B BT M, 7E B AR B
& BT R B S5, 5 AR SCHE Y BertLP ¥ i AT Xt
A
4.2 EHWERBHH
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Br:1) B & BT A &S A AR B ok, I 5 LogPai Ml
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xR, I 5 LogPai B BAER AL M JEMESE R — B 3)
=IO AR T L e S Wﬁ%mﬁ%mgmmm
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Table 5 Example of log matching

ESERES S BR MR AT 4 R L5 % W

B A NAY

¢x) (x) INFO o s
R AWk,

Connection success-

(%) INFO Connec-

tion successful with 1

L E — B, T
ful with server ( ¥ )  server { *) ;éiiﬁ x
(x) (*) ERROR (%) ERROR Con- H—AAR
Connection failed  nection failed with 0 ZARBOR B
with server ( * ) server ( * ) due to k&, B AR
due to (%) timeout bey]

K7 03k 6 4y i T A SCRT 4R /) BertLP J5 & 5 Al 1
AT TR R MER AR AR R 6 PRI A S B — B R B
BT F AR B AT 07 1% 5 A SO PR A B9 BT A H AR D5 vk R
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Spell Drain  Logram ULP  BertLP

7 BertLP 5 H At 75 2 i i 5 3 LU AR (A D)
Fig. 7 Accuracy comparison between BertLLP and other methods

(box plot)

6 BertLP 55 Al AT 7 v 09 i 2 LLEL

Table 6 Accuracy comparison between BertLP and other parsing
methods

Name Spell Drain Logram ULP BertLLP
Apache 0.283 0.697 0.267 0. 687 0.834
BGL 0.717 0.825 0.497 0.912 0.931
Hadoop 0.395 0.545 0.215 0.653 0.881
HDEFS 0.817 0.997 0.981 0.961 0.983
HPC 0.661 0.914 0. 887 0.945 0.937
Openstack 0.392 0.528 0.273 0.782 0.870
Proxifier 0.413 0.913 0.518 0.933 0.959
Spark 0.872 0.920 0.209 0.954 0.987
ThunderBird 0.771 0.898 0.135 0.957 0.975
Zookeeper 0. 906 0.962 0.742 0.949 0.979
Average 0.623 0. 820 0.472 0.873 0.934

BEAh AR 6 AT LA AR SCHR B A9 BertLP 5 35 19 F-
RN 93.4% , ok & ULP, S UHER R N 87.3% . N T
i X SR [ B RE AT T Ik SR 2 R AR SCR HAES H
BN AL CLiff’s delta RIEATEE &L, Cliff’s delta J& — Ff i fL 7
SRR 22 5 R BE O ST AR, o ] AR SRy A 183 G 50 A
R SLWR

Cliff’delta= 1

MO B OB A7 T-[0. 147,0. 33) B, 8 B P 4 4k 41 119
22 SR/ s M e BUE A T L0, 33,0, 474) B, 6 B P A1 4K
014 22 52 B O P S KO 5 i e B A FL0. 474, 1)
Bb 0 B TR AL BOHR Y 2 R K. R T A AR SCHR W

2020 sign(x;—y;) (2
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BertLP 5 H
% 1, BertLP 5 Spell fil Logram f{) 22 5 2
I ULP By 25 51 E b EKF

b AT Ok 22 18] 4 CLiff delta {5, W] LA
FEES K LM 5 Drain

%7 BertLP 5HA B BT Clff” delta [
Table 7 Cliff’delta values of BertLLP and other log parsing methods
Method Cliff” delta
Spell 0.90
Drain 0. 44
Logram 0.78
ULP 0.34

MEFEA K H FE WA %0 5 . i Spell, Drain, Lo-
gram 55, R ZHOCTE T 53k 545 B b Ay 4 B2 5% 2598 5 7 e
U T A 0 000 ke X F 7S AT 4320 3 100 56 B B A A A AT L (B 2000
T HEDESNAERSIENAEN B, METXEHE
FAT T ULP SR T 26 T RCR G 7 ok X 2 i sh 28 A
A AAWH —E R R, i B R — L B R ECH
AREMCEAE B S B I, 25 38 s 2678 d L A E R, DA
M RA N EENE . B8 4l T A Apache H
HEBAEE PR KRB E, %R Bobo a5 I AR IR GO
#4) /ete/httpd/conf/workers2. properties JZ & H ¥, X #5 N
KRR IEZ A B it T 0.5, 7% 8 ULP J7 i, H & 4R

AN HESX M RSN,

[Sun Dec 04 04:51:09 2005] [notice] jk2_init() Found child 6726 in scoreboard slot 8
[Sun Dec 04 04:51:09 2005] [notice] jk2_init() Found child 6728 in scoreboard slot 6
[Sun Dec 04 04:51:14 2005] [notice] workerEnv.init() ok /etc/httpd/conf/workers2.properties
[Sun Dec 04 04:51:14 2005] [notice] workerEnv.init() ok /etc/httpd/conf/workers2.properties
[Sun Dec 04 04:51:14 2005] [notice] workerEnv.init() ok /etc/httpd/conf/workers2.properties

'8  Apache H & 4E v 9% Y AR IR 28 4]

Fig. 8 Example of resource identification in Apache log dataset
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